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Abstract. Software is becoming an increasingly important aspect of medical devices (MDs) and MD regulation. MDs can only be marketed if compliance and approval is achieved from the appropriate regulatory bodies. MD companies must produce a design history file detailing the processes undertaken in the design and development of their MD software. The safety of all MD software produced is of primary importance and it is crucial that an effective and efficient risk management (RM) process is in place. The authors have developed a software process improvement RM model that integrates regulatory MD RM requirements with the goals and practices of the Capability Maturity Model Integration (CMMI). This model is known as the RM Capability Model (RMCM). This paper evaluates how introducing the RMCM into a MD company improved their RM process. 
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1 Introduction
The MD industry is currently one of the fastest growing industries in the world.  According to the World Health Organisation, in 2000, it was estimated that there were over one and a half million different MDs (incorporating MDs containing software) available on the market, representing a total value of over €114 billion [1] and were expected to grow to in excess of approximately €205 billion in 2006.  
Software RM within MD companies is a critical area.  MD manufacturers that do not devote sufficient attention to the areas of hazard analysis and RM are penalised as failure to comply can result in surrendering their legal right to sell their device in a specific market. However, with so many different standards, regulatory guidance papers and industry guides on RM, the task of collating this information into a usable model is a daunting one.  In an attempt to resolve this issue, the RMCM [2] was developed through extracting concepts from a number of industry accepted standards and guides. The RMCM is an extension of the RM process area within the CMMI but is specifically tailored to fulfil the RM regulations of the MD software industry. 
1.1 Medical Device Regulation
Regulatory bodies worldwide are tasked with the job of ensuring that only safe MDs that cannot cause serious harm or injury to a patient or end-user are marketed.  Clearance of MDs varies between countries.  In the European Union, MD companies receive a European Community (EC) certificate and a CE mark (a European conformity mark). In the United States, the device manufacturer receives a Marketing Clearance (510K) or an Approval Letter for Pre Market Approval (PMA) from the Food and Drug Administration (FDA).
Typically, before a MD company is certified to sell their product in a country, they must follow the registration or licensing procedure of that country.  This in turn establishes a contract between the device manufacturer and that country, whereby the device manufacturer is obligated to perform both pre-market and post-market duties as defined in the quality system requirements.  The quality system is defined as the organisational structure, responsibilities, procedures, processes and resources required to implement quality management. Applicable requirements are typically directly related to the regulatory classification of the device.  This in turn defines the potential of that device to cause harm.  However, hazard analysis and RM are key components that are applicable to all classes of device.  The regulatory or approved body audits the conformance to the quality system requirements periodically.
1.2 Risk Management in Software
In the US, all MDs containing software are subject to the United States Quality Systems Regulation (QSR), 21 CFR 820 [3].  The regulations stipulate the requirement for risk analysis as part of the design validation process.  In Europe, many companies also use relevant US guidance documents [4], therefore the research presented in this paper integrates guidance by US regulatory agencies.
Lack of RM within software projects can lead to failures and loss at several levels.  Boehm [5] defined the degree to which a software project may be exposed to failure i.e. risk exposure, as the probability of an unsatisfactory outcome and the loss to the parties affected if the outcome is unsatisfactory. MD industry regulators view “unsatisfactory outcome” and “loss” in terms of loss of life, injury or damage to users, bystanders or the environment, as distinct from schedule and budget over-runs.  Their job is to protect the public from MD faulty software and thus reduce the risk of potential injury [6].   An issue facing MD companies producing software is that it is not practical, even in the simplest software programs, to fully test all possible execution paths.  Therefore, the quality of software cannot be determined by software testing alone and requires solid software engineering practices [7] with RM implemented as a core practice.  
2 Overview of RMCM
The RMCM was developed to assist companies to meet the MD regulations for RM through adopting disciplined software engineering practices. The RMCM design allows relevant elements of the model to be adopted to provide the most significant benefit to the business. The model is based on the CMMI [8] and the regulations used to extend the CMMI framework are those of the FDA [9,10,11,12], ISO 14971 [13], ANSI/AAMI/IEC 62304:2006 standard (IEC 62304) (MD software – Software life cycle processes) [14] and   EN 60601-1-4 [15].  Reference was made to IEC 60812 [16], GAMP 4 [17], TIR 32 [18] and guidance from the AAMI (Association for the Advancement of Medical Instrumentation) on RM [19]. The RMCM contains an assessment method for the software engineering capability of the RM process area in relation to MD software (both application and embedded software).  Use of the RMCM is expected to improve the effectiveness and efficiency of RM through mapping MD regulatory guidelines against the CMMI RM process area (Figure 1). 
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Fig. 1. Composition of the RMCM

The mappings between the MD regulatory guidelines and the CMMI specific practices for the RM process result in RMCM goals and practices which may be either generic (relating to the entire organisation) or specific (relating directly to the RM process).  The RMCM determines what parts of the CMMI RM process area (part A of Figure 1) are required to satisfy MD regulations (part B of Figure 1). The RMCM also investigates the possibility of extending the CMMI process areas with additional practices that are outside the remit of CMMI, but are required in order to satisfy MD regulatory guidelines (part C of Figure 1). Additionally, the RMCM provides MD companies with the opportunity to incorporate practices from the CMMI that are not required in order to achieve regulatory compliance but that would greatly enhance their RM process if they were included (part D of Figure 1).  The RMCM will help companies to measure their organisational RM capability and to track their progression against the following software process capability levels (see Table 1):
· RMCM Level Med – Demonstrate they satisfy the goals and perform practices required to meet the requirements of the various MD regulatory guidelines and standards associated with RM.  Involves performing some practices that the CMMI views as generic, although not to the extent of fulfilling any generic goals.
· RMCM Level 0 – Insufficient practices have been performed to satisfy the requirements of Level Med.
· RMCM Level 1 - Demonstrate that they satisfy RMCM level Med and the CMMI capability level 1 goal of performing the CMMI RM base practices.
· RMCM Level 2 – Demonstrate that they satisfy RMCM level 1.  Additionally perform CMMI RM Advanced Practices and CMMI capability level 2 generic goal of institutionalising a Managed Process.
· RMCM Level 3 - Demonstrate that they satisfy RMCM level 2.  Additionally perform CMMI Generic Goal to Institutionalise a Defined Process (CMMI Generic Goal 3) for the RM process area.
· RMCM Level 4 – Demonstrate that they satisfy RMCM level 3.  Additionally perform CMMI Generic Goal to Institutionalise a Quantitatively Managed Process (CMMI Generic Goal 4) for the RM process area.
· RMCM Level 5 - Demonstrate that a process area satisfies RMCM level 4.  Additionally perform the CMMI Generic Goal to Institutionalise an Optimising Process (CMMI Generic Goal 5) for the RM process area.
Table 1. Summary of the RMCM
	Goal: GG1: Perform the Specific Practices

	GP 1.1 Perform Base Practices

	Specific Goal
	CMMI® 
based
Sub-
Practices (A)
	CMMI® 
sub-practices to meet MD regulations (B)
	Additional 
Sub-practices to meet MD regulations (C)
	Level 1 sub-practices

	SG 1: Prepare for RM
	6
	6
	10
	0

	SG 2: Identify and Analyse Risks
	9
	4
	4
	5

	SG 3: Mitigate Risks
	8
	5
	6
	3

	Specific Goal Totals  
	23
	15
	20
	8

	Goal: GG2: Institutionalise a Managed Process
	Level 2 

	
	  10
	       6
	      0
	  4

	Goal: GG3: Institutionalise a Defined Process 
	Level 3

	
	2
	        0 
	      0
	   2

	Goal: GG4: Institutionalise a Quantitatively Managed Process
	Level 4

	
	2
	        0 
	0
	2

	Goal: GG5: Institutionalise an Optimising Process
	Level 5

	
	2
	0 
	0
	2

	Totals
	39
	21
	20
	

	RMCM Level Med Sub-practices (Total of B + Total of C)                          41

	RMCM Sub-practices (Total of A + Total of C)                                              59



Table 1 summarises the RMCM, illustrating that the RMCM is composed of 5 Generic Goals (GGs). The first of these GGs requests that three specific goals (SG): (SG1: Prepare for RM, SG2: Identify and Analyse Risks & SG3: Mitigate Risks) are satisfied.  Each specific goal is composed of a number of practices and sub-practices, with each practice consisting of a number of sub-practices. This table specifies the RMCM capability levels for sub-practices belonging to a particular practice. For each of the goals to be achieved to a particular capability level, it is necessary for the associated practices and sub-practices (with an assigned capability level less than or equal to the desired capability level) to be performed (detailed in [2]). The generic goals GG2-GG5 are not broken down to the sub-practice level. Therefore, the capability level is assigned at the practice level within these goals.
The RMCM contains 59 sub-practices, with level Med containing 41 of these sub-practices. Only 21 of the 39 CMMI RM sub-practices are included in the RMCM level Med. Therefore, following the MD regulations will only partially meet the goals of this CMMI process area, with only specific goal 1 being fully satisfied. The RMCM also shows that 35 specific sub-practices have to be performed in order to satisfy MD regulations and that only an additional 8 sub-practices are required to satisfy all the CMMI level 1 (or RMCM level 1) requirements. Meeting the goals of the RM process area by performing the CMMI specific practices would not meet the requirements of the MD software regulations as an additional 20 MD specific sub-practices had to be added to meet the objectives of RMCM.
3 Research Methodology
3.1 Action Research 
To evaluate the effectiveness of the RMCM in assisting MD companies to improve their software RM procedures and practices, the methodology employed is action research using a five phase multi-cyclical approach [20, 21].  This involves diagnosing, action planning, action taking, evaluating and specifying learning.  Action research encompasses aspects of analysis and change, lending itself well to this research where changes to the company’s RM procedures and practices are required. 
  The research presented here involves one organisation (client).  It discusses cycle 1 and modifications that have been made to the RMCM which will be included in cycle 2.  The client is a privately owned MD company which is bound legally by the regulatory bodies British Standards Institution (BSI) and the FDA, and is regularly audited.  The client manufacturers Spirometry devices that are used in the diagnosis and monitoring of lung function.  Primary markets include clinical trails, primary care, occupational health, sports medicine, asthma management, emergency services and hospitals.  
With the client, we, the researchers, agreed that the research environment would be their R&D department, focusing specifically on software RM. The collaborative effort between ourselves and the client was central to the gathering of system knowledge and other information necessary to understand the anomalies being studied and was also central in enabling the planned intervention.  We also had access to the company’s appropriate project files, logs and resources.
Diagnosing commenced with discussions with the client on existing process and procedure issues within the software development environment.  Given its regulatory requirements, they have a base of documented process and procedures encapsulated in development handbooks, standard operating procedures (SOPs) and templates.  The client believed that their RM procedures and templates could be improved significantly to cater for more effective and efficient hazard analysis and RM for their MD software.
In the Action Planning phase, we, with the client, identified the desired future state along with planning the actions required to implement improvements to achieve that state.  The desired future state for the organisation was to have in place a BSI / FDA compliant, more comprehensive and reusable software hazard analysis and RM procedure with associated templates (documented framework), which could be used in the production of MD software.  This should lead to safer and more efficient software design and device development.  
In the Action Taking phase, the RMCM was used to establish the capability level of the MD company’s existing software RM and to identify gaps or missing practices.  Consequently, a new software RM procedure and template was developed through a controlled and formal process.  This was as required by the client’s quality management system.  The new framework would be used in all future software projects.
In the Evaluation Stage, using the RMCM, the new software RM procedure was assessed.  A gap analysis was performed between what was required to satisfy regulatory requirements, as defined by the RMCM’s sub-practices, and what existed within the new procedure.  Evaluation is discussed in detail in section 4.  
Specifying Learning is the final stage of the Action Research cycle. The knowledge gained during this research thus far has been integrated back into the client organisation.  This has been explicit knowledge in the form of modified software RM SOPs and templates for use with new software development projects.  
3.2 Data Collection and Analysis 
Prior to the implementation of the RMCM, we analysed the SOPs and associated design templates (DTs).  This allowed us to determine the state of the client’s original software RM procedures.  Documentation required by regulatory requirements was made available to us by the client, in conjunction with training logs and bug tracking reports.  These documents were reviewed following the implementation of the RMCM.
Also, at the end of the implementation period, in-depth interviews were used to collect data, using open-ended questions to provide “good interviews” [21].   Participants were chosen to cover a broad range of software related roles including software development (desktop and embedded applications), software quality and project management.  Six pre-arranged interviews were conducted over periods ranging from thirty minutes to seventy-five minutes with Management, Software QA and Software Development.  Participants ranged from new to experienced employees with over five years’ experience.  Interviews were recorded and transcribed verbatim, and to ensure the validity of the transcriptions, were sent to the interviewees for review prior to analysis.
Content analysis [22] was used to analyse the qualitative interview data.  Open coding where initial categories were applied to the transcripts was undertaken.  This was then re-evaluated using axial coding [22], defining the relationships between the open-coding categories and refining them into suitable sub-categories.  The data and categories obtained during the content analysis were then used with the documentation described above in a process of triangulation to strengthen findings or eliminate false or unsubstantiated claims.
At the end of the implementation period, the company’s RM procedures were re-assessed.  Capability was measured and defined in terms of meeting the RMCM’s goals and associated practices.  The evaluation involved examining each goal and associated practices within the RMCM, identifying what was required to meet the goals of the RMCM and then determining if that goal had been satisfied.  
4 Evaluation of the RMCM
In the Action Taking phase, the RMCM was implemented by the client with researcher support for two years on two embedded and three desktop software projects. Prior to the introduction of the RMCM, 9 out of the 35 required base practices (i.e. level Med practices with SG1 to SG3) were adequately addressed by the company’s SOPs and DTs.  Twenty-six were found to be missing and one was insufficient in that it only partially met the requirement laid out by the RMCM for the practice.  The findings are summarised in table 2 below.
Table 2. RMCM Findings prior to the introduction of the RMCM
	Goal
	Practices to satisfy MD regulations
	Practices satisfied by Company 

	SG 1: Prepare for RM
	16
	3

	SG 2: Identify and Analyse Risks
	8
	3 

	SG 3: Mitigate Risks
	11
	3

	GG2: Institutionalise a Managed Process
	6
	6

	GG3: Institutionalise a Defined Process
	0
	0

	GG4: Institutionalise a Quantitatively Managed Process
	0
	0

	GG5: Institutionalise an Optimising Process
	0
	0

	Total
	41
	15



The initial analysis confirmed that all 6 practices required to satisfy level Med for Generic Goal 2 of the RMCM had been met.  However, establishing the policy, planning the process, providing resources, assigning responsibility, training people and identifying stakeholders were ineffective.  This was because the base practices (i.e. SG1 –SG3) themselves are insufficient in terms of the practices they address.  During evaluation, after 2 years, we found that all required RMCM level Med practices were addressed by the latest revision of the company’s software RM procedure.  This was as expected, given that the RMCM was used to identify missing or inadequate practices.  
The RMCM has had a positive effect on the MD client company.  It provided them with a single reference point for determining their RM practice capability, enabling them to quickly identify what practices were missing or inadequate.  They also have a source to refer to when addressing missing practices deemed essential by the MD regulators in achieving safe and efficient software.
The following sections further evaluate the impact the RMCM based software RM procedure has upon the MD company since its formal release.  The findings have been grouped into logical categories arising from the data collection and analysis process.
4.1 Safety Pre-Production
Following implementation of the RMCM, employees recognise that software hazard analysis and RM procedure is one method of ensuring safety pre-production.  All team members demonstrated an awareness of the new procedure.  However, the project manager also discussed user trials, not mentioned in the RMCM, as a method for ensuring safer software pre-production.  Sub-practice 16 of the RMCM mentions the analysis of post-production queries and issues to safeguard against a risk scenario arising post-production that were not originally considered during development.  User trials could be used for similar analysis but before the software actually goes into production and therefore shall be considered for the next up-issue of the RMCM.
4.2 Safety Post-Production
In ensuring software safety post-production the team members discussed dealing with non-conformance requests (NCRs) through the completion of corrective actions/preventative actions (CAPAs).  They also discussed fixing and testing any software related bugs/issues through unit testing and system testing.  This is in keeping with the company’s procedures, which states “all post-production RM activities are covered by (the company’s) CAPA system.”  Only one team member, a software QA engineer, alluded to updating the software RM report when dealing with post production queries and issues.  Sub-practice 16 of the RMCM references how three of the major MD related standards point to this as a very important practice. Therefore it is of concern that only one team member discussed this in relation to safety post-production.  The evaluation indicates that both the way in which this practice has been integrated into the client’s procedures and the training that individuals have received is not sufficient.  On inspection of the company’s procedure, in the life-cycle phases section, it states that changes must be analysed “to determine if any changes have taken place that adversely affect the risk analysis and mitigation”. This does not appear under the post-production information section.  Therefore, this practice must be revisited for cycle two of the company’s implementation of the RMCM.
4.3 Requirements Changes
Adequate change control and proper impact analysis of requirements changes are an important element of RM [23]. The RMCM addresses change control in sub-practices 1 and 2 for determining risk sources and risk categories.  It also states that as per FDA requirements “it is important to define risk-related functions when analysing requirements” and to “monitor this ongoing source of risk” as requirements change”.
During RMCM evaluation it is evident that the team recognises the need to perform software risk analysis following requirements changes - “for every change to the software/module, we should determine if there is any new risk as a result of the change”.  However, further investigation revealed that it was QA who updated the software RM document ‘after the fact’ because “the software hazard analysis document was not kept in line with the changes to the software requirements”. Additional testing was implemented by QA to ensure there were no adverse side effects.  There was no traceability provision from the changes through to verification.  The evaluation has highlighted inadequate software risk analysis being performed in the company with respect to change control.  
A number of shortcomings were identified in the company’s procedures.  For example, the software changes specification contained only a header called “hazard analysis”, and the procedure did not state what should be done.  This led to inconsistencies and insufficiencies in terms of software hazard and risk analysis.  The evaluation has resulted in this being addressed for the second action research cycle.
4.4 Training
Analysis of the training records alone suggested that those individuals doing the analysis, mitigations and verification were trained appropriately.  However, analysis of interview transcripts pointed to a deviant case for this finding.
Following self-training, where individuals read the internal software RM procedure individuals were not proficient in performing a risk analysis of the software.  Frustrations in implementing the new RMCM based procedure were attributed to this.  In fact when asked about the positive and negative things about the process it was specific mentions include: “I would introduce better training”.  Given these findings, cycle 2 shall commence with a detailed training session using practical examples and sample projects.  Individuals will be coached interactively in the process.  Reviews of the output shall be performed at the various stage gates of the design process.
4.5 Lifecycle Phases for Software RM
There is awareness amongst the team of the safety benefits for performing the software risk analysis at every lifecycle phase as per the RMCM.  However the team acknowledged that they did not always follow the procedure.
There was a general consensus that the software risk analysis document was drafted at the requirements stage and then re-visited at the very end of the lifecycle (prior to product launch) but that “sometimes is not properly looked at in between”.  This was not sufficient because “if we find out at the end that something is missing such as a unit test or code review (mitigations), it can be too late because the development is already done”.  One interviewee, discussing what happens in reality stated “we might do a draft of the hazard analysis when the specification is being done and then it’s closed out and not looked at again until software testing happens”. Project files confirmed this was indeed the case.  
The primary reasons that the RM was left until the very end of the lifecycle was due to “time constraints” and a cumbersome implementation of the RMCM practices for analysing and categorising risks.  The procedure and associated template (based on the RMCM) were recognised as being sufficient in terms of the practices but were seen as adding more work to the process.  One interviewee put this down to the company moving from “having no documentation” to “having vast sums of documentation” and in relation to the RMCM software risk based procedure that “this is a relatively new document which we have only had for the past couple of years”.  Other reasons given for not performing analysis at all stages included training, which was discussed earlier.  
This evaluation highlights the need to revisit how the RMCM has been implemented procedurally, to simplify the process without removing compliance in terms of implementing the RMCM practices and to train all team members on the new process.  There is also a need for management within the company to ensure adequate time is allocated to the software RM activities for all software projects.  The term “requirements” is used within the company to encompass both user requirements and the software/technical requirements.  Software risk analysis should commence as early as possible during the user requirements stage.  This may highlight specific requirements that require corresponding software requirements or design items to mitigate potential risks, and these should be addressed (in the SRS).
5 Discussion
The evaluation of the RMCM has demonstrated a significant improvement in the company’s software RM procedure and required practices in terms of meeting regulatory compliance.  Prior to RMCM implementation, the software risk process satisfied 15 of the 41 required regulatory practices.  Following its implementation the RM procedure satisfies all required practices.  However, we have identified two distinct but inter-related set of changes required for the second action research cycle -  (a) changes to the RMCM and (b) changes to the company’s procedures.
5.1 Changes to the RMCM
The quality of the User Requirements Specification (URS) and Software Requirements Specification (SRS) has a direct impact on the quality of the RM report.  Missing requirements in the URS or SRS may lead to missing analysis on associated risks.  Documentation reviews should be implemented as core to this process.  The RMCM has been amended to include a sub-practice “Formally Review all Software Lifecycle Design Documentation”, within specific goal 3 (Mitigate Risks).
[bookmark: _GoBack]Presently, the term “Requirements” is used within the company to encompass both user requirements and the software/technical requirements. The software RM procedure states that risk analysis must be performed at the requirements stage.  However, more specifically, software risk analysis should commence early in the user requirements stage, when the URS is being drafted.  The URS may highlight specific requirements that require corresponding software requirements or design items to mitigate potential risks, and these “should be addressed in the SRS”
User trials, not originally considered, shall be added to the RMCM as a method for detecting user related queries, issues and associated risk scenarios pre-production. 
The description for sub-practice 23 (defining traceability) of the RMCM shall be amended to include provision of traceability between the user requirements, the technical specification, the associated hazard analysis and the software verification.
5.2 Changes to the Company’s Procedures
While employees were aware of RM procedures, training provided to date has been inadequate. Performing the base practices of the RMCM alone is not sufficient - consideration must also be given to performing the level Med practices in GG2 (Institutionalise a Managed Process).  Without this, the base practices of GG1 may not be performed sufficiently or by the correct person, and could have a significant negative impact on software risk-analysis and control.  Training (GP 2.5) is a practice of GG2 and adequate training must be provided to relevant personnel.  
The post-production section of the software RM procedure will be updated to specify that changes requested post-production must be analysed for risks due to the changes. Procedures will be updated to ensure traceability between the software changes specification and the original requirements in the software requirements specification, thus allowing QA to determine correct regression tests.
The software changes specification procedure will be updated to state that software hazard and risk analyses must be performed for all changes listed and added to the software RM file. Thus, traceability will be provided from the changes specification to the corresponding analysis in the software RM file.  This will ensure a consistent method of performing risk analysis for software changes.  
6. Conclusion
If the company’s procedure for implementing the RMCM activities is too cumbersome or hard to follow, it runs the risk of being ineffective or not being implemented in the software projects.  The company’s procedure for software RM shall be reviewed with respect to making the process simpler without removing any of the level Med required practices.  It will be suggested to management within the company that they must ensure adequate time is allocated to the software RM activities for all software projects or else they risk the possibility of negating the impact of the process itself.
This paper has illustrated that the RMCM can be successfully implemented within one MD company, the next stage of this research project will be to transfer the research to other MD companies and to demonstrate whether that the RMCM may be generalised. We also intend extending this research to establish if the RMCM will result in a decrease in medical device accidents related to software.
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