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ABSTRACT
Medical device software is a risky business.  Failure of the software can have potentially catastrophic effects, leading to injury of patients or even death.  It is therefore no surprise that regulators throughout the world are penalising medical device manufacturers that do not demonstrate that sufficient attention is devoted to the areas of hazard analysis and risk management  (RM) throughout the software lifecycle.  If a medical device company fails to comply with the regulations of a given country, in effect they surrender their legal right to market their device in that country.  With so much at stake, it is in everybody’s best interest that the medical device manufacturer gets it right.
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However, with so many different standards, regulatory guidance papers and industry guides on RM, the task of collating this information into a usable model is itself daunting.  This paper seeks to extract the important concepts from a number of industry accepted standards and guides, and present them as a generic usable model for the medical device software industry.
Categories & Subject Descriptors
D.2.9 [Software]: Software Engineering-Management – Software process models, software quality assurance.
General Terms
Management, Standardization. 
Keywords
Hazard analysis, risk management, level of concern, medical device software, software process improvement, Capability Maturity Model Integration (CMMI®).
INTRODUCTION
Software quality may be defined and measured in many ways.  For medical device companies, one way to define and measure software quality is in terms of the risk of software-containing devices in exposing patients, operators, bystanders, service personnel or the environment to hazards.  Although medical devices are developed to increase the well-being of patients, on occasion, they fail to operate properly, or are misused in ways that are associated with injuries and death [6]. According to the Institute of Medicine report ‘To Err is Human’ [13], between 4400 to 9800 people die throughout the world in hospital from preventative medical errors. The report also says that more people die every year as a result of medical errors than from motor vehicle accidents, breast cancer or AIDS.
Medical device companies are responsible for ensuring that they take adequate precautions to produce safe and effective software that does not pose a severe hazard should a software-related failure occur.  Therefore, medical device companies who market within the USA must ensure that they comply with the regulations outlined by the Food and Drug Administration (FDA), for medical devices. They must also be able to produce sufficient evidence to support this compliance.  The FDA “is responsible for protecting the public health by assuring the safety, efficiency, and security of…medical devices…” [11].  To this end, the Center for Devices and Radiological Health (CDRH) has published guidance papers for industry and medical device staff which include risk-based activities to be performed during software validation [7], pre-market submission [8] and when using off-the-shelf (OTS) software in a medical device [9].  Although the CDRH guidance documents provide information on which software activities should be performed, including risk based activities, they do not enforce any specific method for performing these activities.  
Within the medical device industry, two predominant standards have emerged for performing risk-based activities: ANSI/AAMI/ISO 14971 (ISO 14971) [3] and ANSI/AAMI SW68 (SW68) [4].  However, several authors have asserted that both ISO 14971 and SW68 require that RM activities include software, without providing any detail on how it should be done [1, 2].  In 2005, a Technical Information Report (TIR32) was published by the Association for the Advancement of Medical Instrumentation (AAMI) to rectify this situation [2].  Likewise, the International Society for Pharmaceutical Engineering (ISPE), published a guide, GAMP 4 [12], which included guidance for performing validation of software systems and risk-based activities.
This paper outlines a proposed Risk Management Capability Model (RMCM) for use by medical device companies to assist them in producing safe and effective software.  It seeks to extract, interpret and combine the disparate knowledge within the medical device industry and associated standards.  It does so in the context of the following regulations: ISO 14971, SW68, TIR32 and GAMP 4 and CDRH (FDA specific) guidance documents.
WHAT IS THE RISK MANAGEMENT CAPABILITY MODEL?
The RMCM outlined in this paper was developed following an extensive literature review of standards and CDRH guidance papers which govern the medical device software industry. The primary focus of this research area is to investigate if the medical device regulation for RM may be improved through adopting disciplined software engineering practices. This paper describes an integral part of this research by detailing the development of a RMCM that is based upon a formal software process improvement (SPI) model. Upon development, the RMCM will be an extension of the RM process area within the [footnoteRef:1]CMMI®[5]).This is specifically tailored to fulfil the RM regulations of the medical device software industry. The RMCM may then be adopted by medical device companies to improve their software development practices by providing them with a SPI model. This SPI model will also ensure that their hazard analysis and risk control procedures satisfy the current medical device regulations and guidelines. The Failure Mode and Effects Analysis (FMEA) method of identifying, mitigating and tracking risk and hazard issues will be used within the RMCM [10].   [1:  ®CMMI is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University] 

THE STRUCTURE OF THE RMCM
Neither quality nor safety can be integrated into software as a final step in the software development process.  Medical device companies must take an approach which integrates hazard management and risk analysis into the entire software lifecycle.  This should begin at the requirements phase and continue through to product retirement.  The approach taken must clearly demonstrate that the manufacturer has given serious consideration to all possible hazards posed by the medical device software, and put in place appropriate risk reduction and mitigation techniques.  
This paper does not dictate a software lifecycle model.  It assumes the existence of software phases common to industry standard lifecycle models.  The phases include requirements management, design and development, verification and validation, release, maintenance and post production.
RMCM is being developed to promote SPI practices into the RM practices of medical device companies. The mappings between the medical device regulatory guidelines and the CMMI® practices for the RM process result in the RMCM being composed of a number of goals and practices. Goals and practices may be either generic (relating to the entire organisation) or specific (relating directly to the RM process).  RMCM determines what parts of the CMMI® RM process area are required to satisfy medical device regulations.  It also investigates the possibility of extending the CMMI® process areas with additional goals and practices that are outside the remit of CMMI®, but are required in order to satisfy medical device guidelines and regulations.
RMCM will help companies to measure their organisational RM capability and to track their progression against the following capability levels:

· RMCM Level 0 – Companies must demonstrate that they satisfy the goals and perform the practices required to meet the requirements of the various medical device regulatory guidelines and standards associated with RM. This will involve performing some practices, which the CMMI® views as generic, although not to the extent of fulfilling any generic goals.

· RMCM Level 1 - Companies must demonstrate that they satisfy RMCM level 0 and the CMMI® capability level 1 goal of performing the CMMI® RM base practices.

· RMCM Level 2 – Companies must demonstrate that they satisfy RMCM level 1 and additionally perform CMMI® RM Advanced Practices, as well as the CMMI® capability level 2 generic goal of institutionalising a Managed Process.

· RMCM Level 3 - Companies must demonstrate that they satisfy RMCM level 2 and additionally the CMMI® Generic Goal to Institutionalise a Defined Process (CMMI® Generic Goal 3) for the RM process area.

· RMCM Level 4 – Companies must demonstrate that they satisfy RMCM level 3 and additionally the CMMI® Generic Goal to Institutionalise a Quantitatively Managed Process (CMMI® Generic Goal 4) for the RM process area.

· RMCM Level 5 - Companies must demonstrate that a process area satisfies RMCM level 4 and additionally the CMMI® Generic Goal to Institutionalise an Optimising Process (CMMI® Generic Goal 5) for the RM process area.

Section 4 details a mapping of the medical device standards and guidelines (these shall be referred to as medical device regulations throughout the paper) [2,3,4,7,8,9,12] to the CMMI® for the RMCM. This will demonstrate what CMMI® goals and practices are required in order to satisfy medical device regulations for RM. Software development within medical device companies could be improved by incorporating other CMMI® practices that are not required to achieve medical device compliance. Details are provided in relation to how additional sub-practices (not included in the CMMI®) may be added where necessary to satisfy medical device regulatory guidelines. RM goals and practices have to be performed to satisfy each of the RMCM capability levels.
RMCM DEVELOPMENT
In this section medical device regulations and guidelines, which have a counterpart within the goals and practices of the CMMI® RM process area and are related to the creation of software are identified.  RM has three specific goals (SG). These are as follows: SG1: Prepare for RM, SG2: Identify and Analyse Risks, & SG3: Mitigate Risks. In order for each of these goals to be achieved it is necessary for a number of specific practices (SP) to be performed.  
SG1: Prepare for RM
In order to fulfil SG1: “Prepare for RM” the following specific practices have to be performed: 1.1-1 Determine Risk Sources and Categories; 1.2-1 Define Risk Parameters; 1.3-1 Establish a RM Strategy.
Determine risk sources & categories (SP 1.1-1)
Determining the potential sources of risk and categorising them are activities that are required by both CMMI® and medical device guidelines. However, the medical device regulations require additional information in relation to factors that could result in software hazards. Table 1 illustrates that in order to adhere to medical device guidelines that both of the activities required for CMMI® SP 1.1-1 (Determine risk sources and categories) are necessary. However, 3 additional medical device specific sub-practices (activities) as defined in SW68 had to be added in order to provide full coverage of the medical device regulations (these are therefore level 0 sub-practices and are displayed in bold italic print in table 1). 

Table 1. RMCM Sub-practices for SP 1.1-1 
	Sub-Practice
	Source
	Level

	Determine risk sources
	CMMI
	0

	Determine risk categories
	CMMI
	0

	Determine software hazards 
	SW68,  ISO:14971 and CDRH 
	0

	Include failure in the OTS software as a potential hazard 
	SW68
	0

	Include hardware failures as a potential hazard
	SW68
	0



Define risk parameters (SP 1.2-1)
Defining risk parameters involves demonstrating that the following activities are being performed: defining consistent criteria for evaluating and quantifying risk likelihood and security levels; defining thresholds for each risk category; defining bounds on the extent to which thresholds are applied against or within a category. The medical device regulations demand similar effort and rigour to those demanded by CMMI® for this practice and a company satisfying medical device regulations would also satisfy CMMI® SP 1.2-1 (Define Risk Parameters), see table 2.

Table 2: RMCM Sub-practices for SP 1.2-1 
	Sub-Practice
	Source
	Level

	Define consistent criteria for evaluating and quantifying risk likelihood and security levels
	CMMI
	0

	Define thresholds for each risk category
	CMMI
	0

	Define bounds on the extent to which thresholds are applied against or within a category
	CMMI
	0



Establish RM strategy (SP 1.3-1)
Establishing a RM strategy involves establishing and maintaining a strategy to be used for RM. Both CMMI® and FDA require companies to have a RM strategy that is used to define risk analysis and control activities, which should be documented.  However, medical device regulations are more stringent in terms of what constitutes a RM strategy and therefore additional activities (other than those detailed in CMMI®) will have be included within this practice in order to fulfil the objectives of RMCM. For example, the FDA guidelines specify that a strategy should include: potential sources of risk; appropriate techniques for risk analysis of software, electronics, biomaterials etc., such as fault tree analysis, failure modes and effects analysis; risk criteria, parameters and thresholds; risk control methods; & activities used to monitor the risks and whether risk controls were successful [8]. Table 3, demonstrates that 7 additional medical device specific sub-practices have been added in order to provide full coverage of the medical device regulations.

Table 3: RMCM Sub-practices for SP 1.3-1
	Sub-Practice
	Source
	Level

	Establish a RM Strategy 
	CMMI
	0

	Define the scope of the strategy and include those life-cycle phases for which the strategy is applicable 
	 ISO:14971
	0

	Define the policy for determining acceptable risks 
	ISO:14971
	0

	Include a verification plan as part of the strategy 
	ISO:14971
	0

	Outline the allocation of responsibilities 
	ISO:14971
	0

	Outline the requirements for reviewing the RM activities 
	ISO:14971
	0

	The RM strategy should include OTS 
	SW68
	0

	Post-production queries and bugs be should analysed 
	ISO:14971 and CDRH 
	0



Summary of SG1
After mapping the medical device RM regulations against CMMI® specific goal 1 (SG1:“Prepare for RM”), it may now be determined that 10 (medical device specific) sub-practices will have to be performed in addition to all the CMMI® sub-practices in order to satisfy the medical device regulations of this goal (i.e. to satisfy goal 1 of the RMCM). 

SG2: Identify and Analyse Risks
In order to fulfil SG2: “Identify and Analyse Risks” the following specific practices have to be performed: 2.1-1 Identify Risks; 2.2-1 Evaluate, Categorise, and Prioritise Risks.

Identify risks (SP 2.1-1).
Identifying risks involves demonstrating that the following activities are being performed: describe the intended use and foreseeable misuse of the medical device, identify the risks associated with the cost, schedule, and performance in all appropriate product lifecycle phases; review environmental elements that may impact the project; review all elements of the work breakdown structure as part of identifying risks to help ensure that all aspects of the work effort have been considered; review all elements of the project plan as part of identifying risks to help ensure that all aspects of the project have been considered; document the context, conditions, and potential consequences of the risk; identify the relevant stakeholders associated with each risk. From mapping the medical device regulations against the CMMI® for this practice, it was discovered that unlike the previous practices, not all of CMMI® sub-practices are required in order to achieve medical device compliance (i.e. 3 of these sub-practices are at level 1). However, the medical device regulations request additional information in relation to usage, traceability and the participation of a software development team member in the RM activity. Therefore, an additional 3 additional medical device specific sub-practices are required in order to achieve the objectives of RMCM (see table 4).

Table 4: RMCM Sub-practices for SP 2.1-1 
	Sub-Practice
	Source
	Level

	Include a description of the intended use and any foreseeable misuse 
	ISO: 14971
	0

	Identify the risks associated with the cost, schedule, and performance in all appropriate product lifecycle phases
	CMMI
	0

	Review environmental elements that may impact the project
	CMMI
	0

	Review all elements of the work breakdown structure as part of identifying risks to help ensure that all aspects of the work effort have been considered
	CMMI
	1

	Review all elements of the project plan as part of identifying risks to help ensure that all aspects of the project have been considered
	CMMI
	1

	Document the context, conditions, and potential consequences of the risk
	CMMI
	0

	Provide risk traceability: Identify risk traceability from the device level down to the specific cause within the software 
	SW68, 
ISO: 14971 and CDRH Guidelines
	0

	Identify the relevant stakeholders associated with each risk
	CMMI
	1

	At least one trained individual directly involved in the software development, with both relevant medical device and RM knowledge shall participate in the RM activity to ensure that risks are adequately addressed.  This person(s) shall be identified on the report along with the date of the analysis
	SW68 and ISO: 14971
	0


Evaluate, categorise, prioritise risks (SP 2.2-1)
Evaluating, categorising, and prioritising risks involves demonstrating that the following activities are being performed: evaluate the identified risks using the defined risk parameters; categorise and group risks according to the defined risk categories; prioritise risks for mitigation. From mapping the medical device regulations against the CMMI® for this practice, it was discovered the medical device regulatory requirements for this practice exceed those of CMMI®, as ISO 14971 additionally requests that the results of all the RM activities should be recorded and maintained in a RM file. Therefore, in order to fulfil the objectives of RMCM one extra sub-practice is required in addition to those demanded by CMMI® (see table 5). Therefore, a company fulfilling medical device regulations would also satisfy CMMI® SP 2.2-1. 

Table 5: RMCM Sub-practices for SP 2.2-1 
	Sub-Practice
	Source
	Level

	Evaluate the identified risks using the defined risk parameters
	CMMI
	0

	Categorise and group risks according to the defined risk categories
	CMMI
	0

	Prioritise risks for mitigation
	CMMI
	0

	The results of all the RM activities should be recorded and maintained in a RM file 
	ISO: 14971
	0



Summary of SG2
After mapping the medical device RM regulations against CMMI® specific goal 2 (SG2: “Identify and Analyse Risks”), it was determined that in order to satisfy the medical device regulations that not all of sub-practices of this CMMI® goal will have to be performed. However, in order to satisfy the objectives of RMCM 4 additional sub-practices had to be added.  
SG3: Mitigate Risks
In order to fulfil SG3: “Mitigate Risks” the following specific practices have to be performed: 3.1-1 Develop Risk Mitigation Plans; 3.2-1 Implement Risk Mitigation Plans.

Develop risk mitigation plans (SP 3.1-1).
Developing risk mitigation plans involves demonstrating that the following activities are being performed: determining the levels and thresholds that define when a risk becomes unacceptable and triggers the execution of a risk mitigation plan or a contingency plan; identifying the person or group responsible for addressing each risk; determining the cost-to-benefit ratio of implementing the risk mitigation plan for each risk; developing an overall risk mitigation plan for the project to orchestrate the implementation of the individual risk mitigation and contingency plans; developing contingency plans for selected critical risks in the event their impacts are realised. From mapping the medical device regulations against the CMMI® for this practice, it was discovered that both SW68 and ISO 14971 request additional activities to those specified by the CMMI®. These are: mitigations should be verified and the results of the mitigation verification should be documented. Therefore, 2 additional medical device specific sub-practices had to be added in order to ensure that the medical device RM regulations are adhered to through adopting RMCM.  This practice also differed from the previous practices in that two of the CMMI® sub-practices are not applicable to RMCM. Unlike CMMI®, the FDA requires that risk mitigation plans and contingency plans be developed for all risks. Therefore, it was necessary to add another sub-practice (developing mitigation and contingency plans for all risks). The introduction of this sub-practice therefore overrules the more lightweight CMMI® sub-practices as they refer to individual and selected risks whereas the new sub-practice refers to all risks (see table 6).

Table 6: RMCM Sub-practices for SP 3.1-1 
	Sub-Practice
	Source
	Level

	Determine the levels and thresholds that define when a risk becomes unacceptable and triggers the execution of a risk mitigation or contingency plan
	CMMI
	0

	Identify the person or group responsible for addressing each risk
	CMMI
	1

	Determine the cost-to-benefit ratio of implementing the risk mitigation plan for each risk
	CMMI
	1

	Develop an overall risk mitigation plan for the project to orchestrate the implementation of the individual risk mitigation and contingency plans
	CMMI
	N/A

	Develop contingency plans for selected critical risks in the event their impacts being realised.
	CMMI
	N/A

	Develop mitigation & contingency plans for all risks
	CDRH Guidelines
	0

	Mitigations should be verified 
	ISO: 14971 and SW68
	0

	Results of the verification should be documented
	ISO: 14971 and SW68
	0



Implementing risk mitigation plans (3.2-1).
Implementing risk mitigation plans (3.2-1) involves demonstrating that the following activities are being performed: monitoring risk status; providing a method for tracking open risk-handling options when monitored risks exceed the defined thresholds; invoking selected risk-handling options when monitored risks exceed the defined thresholds; establishing a schedule or period of performance for each risk-handling activity that includes the start date and anticipated completion date; providing continued commitment of resources for each plan to allow successful execution of the risk-handling activities; collecting performance measures on the risk-handling activities. 
Both FDA and CMMI® require that adequate resources and training be provided for areas within the software quality domain such as RM.  ISO 14971 specifies that the results of the RM activities should be reviewed at defined intervals to check the suitability and effectiveness of the RM process. The CMMI® also specifies that performance measures for risk handling activities are established but adds that a schedule should be produced for resolving each risk.  This is not mandated within the medical device regulations and is therefore labeled as a level 1 sub-practice. Table 7, illustrates the RMCM levels for SP 3.2-1.

Table 7: RMCM Sub-practices for SP 3.2-1 
	Sub-Practice
	Source
	Level

	Monitoring risk status;
	CMMI
	0

	Provide a method for tracking open risk-handling options when monitored risks exceed the defined thresholds
	CMMI
	0

	Invoke selected risk-handling options when monitored risks exceed the defined thresholds
	CMMI
	0

	Establish a schedule or period of performance for each risk-handling activity that includes the start date and anticipated completion date
	CMMI
	1

	Provide continued commitment of resources for each plan to allow successful execution of the risk-handling activities
	CMMI
	0

	Collect performance measures on the risk-handling activities.
	CMMI
	0



Summary of SG3
After mapping the medical device RM regulations against CMMI® specific goal 3 (SG3: Mitigate Risks), it may now be determined that in order to satisfy medical device regulations that not all of sub-practices of this CMMI® goal will have to be performed. However, in order to satisfy the objectives of RMCM, 3 additional sub-practices had to be added to ensure the safety element of the medical device regulations is captured.
Summary of the RMCM Specific Practices
There are 41 specific sub-practices of the RMCM. This consists of 24 CMMI® and 17 medical device specific sub-practices. In order to satisfy the mandatory medical device RM requirements, 35 of these sub-practices have to be adhered to.
Generic Goals and Practices
The CMMI® also identifies a number of generic goals and practices and these goals form the basis of the RMCM generic goals. At a fundamental maturity or capability level it is only necessary to perform the specific base practices. It is interesting to note that medical device regulations with respect to RM often have a counterpart in the CMMI®. For RM the generic goals and practices for capability level 2 (GG 2: Institutionalise a Managed Process) are: GP 2.1 Establish Policy; GP 2.2 Plan the process; GP 2.3 Provide Resources; GP 2.4 Assign Responsibility; GP 2.5 Train People; GP 2.6 Manage Configurations; GP 2.7 Identify stakeholders; GP 2.8 M&C Process; GP 2.9 Evaluate Adherence; GP 2.10 Review.
The FDA regulations state that each manufacturer shall establish the appropriate responsibility, authority, and interrelation of all personnel who manage, perform, and assess work affecting quality. It also undertakes to ensure that all work is adequately resourced and that staff are trained. After mapping the medical device RM regulations against the CMMI® generic goals, it may be determined that in order to satisfy medical device regulations that not all of sub-practices of the CMMI® generic goals have to be performed. However, 6 out of the 10 practices for goal 2 have to be performed, but none of the practices for goals 3,4 or 5 are required in order to satisfy medical device regulations. The following table (Table 8) illustrates the goals and practices that have to be performed for each of the RMCM generic goals (GG).  

Table 8: RMCM levels for the CMMI® Generic goals
	GG2: Institutionalise a Managed Process
	Level

	GP 2.1 Establish Policy
	0

	GP 2.2 Plan the process
	0

	GP 2.3 Provide Resources
	0

	GP 2.4 Assign Responsibility
	0

	GP 2.5 Train People
	0

	GP 2.6 Manage Configurations
	2

	GP 2.7 Identify stakeholders
	0

	GP 2.8 M&C Process
	2

	GP 2.9 Evaluate Adherence
	2

	GP 2.10 Review
	2

	GG3: Institutionalise a Defined Process 

	GP 3.1 Establish a defined Process
	3

	GP 3.2 Collect Improvement Information
	3

	GG4: Institutionalise a Quantitatively Managed Process

	GP 4.1 Establish Quantitative Objectives for the Process
	4

	GP 4.2 Stabilise Sub-process Performance
	4

	GG5: Institutionalise an Optimising Process

	GP 5.1 Ensure Continuous Process Improvement 
	5

	GP 5.2 Correct Root Causes of Problems
	5



CONCLUSIONS AND FUTURE WORK
With respect to the specific goals and practices of the RM process area, it is clear that following the medical device regulations will only partially meet the goals of this CMMI® process area, with only specific goal 1 being fully satisfied. As might reasonably be expected, there is little guidance provided within the medical device regulations for the advanced practices of RM. Since failure to perform any specific practice implies failure to meet the specific goal, with respect to CMMI®, it is clear, that the goals of RM cannot be obtained by satisfying the medical device regulations during software development. However, the RMCM shows that 35 specific sub-practices would have to be performed in order to satisfy medical device regulations and that only an additional 6 sub-practices would be required in order to satisfy all the CMMI® level 1 (or RMCM level 1) requirements. But is the opposite true, can meeting the CMMI® goals for RM successfully meet the medical device software regulations?  Meeting the goals of the RM process area by performing the CMMI® specific practices would not meet the requirements of the medical device software regulations in this area as an additional 17 medical device specific sub-practices had to be added to meet the objectives of RMCM. 
[bookmark: _Toc46840273]We are currently progressing the development of the RMCM. Next, we plan is to trial this model within a number of Irish medical device companies. Our vision is to provide a complete SPI framework that is specifically tailored to the needs of the medical device industry. This SPI framework will consist of a capability model for each process area that is relevant to the development of software within the medical device software industry (RMCM will be one of these capability models). RMCM will support medical device companies in pursuing a continuous SPI path that will produce more efficient software development and safer medical devices in compliance with regulatory requirements.
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