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Abstract. This paper outlines a software process improvement (SPI) framework to ensure regulatory compliance for the software developed in medical devices. The software framework introduced here (known as MedeSPI – Medical Devices Software Process Improvement) will address an opportunity to integrate the regulatory issues and process improvement mechanisms in order to achieve improved software processes within a number of process areas that are critical to the development of software for medical devices [3]. The paper then describes in detail how the goals, practices and capability levels for the risk management process area within the MedeSPI framework have been developed.

Software is becoming an increasingly important aspect of medical devices and medical device regulation. Medical devices can only be marketed if compliance and approval from the appropriate regulatory bodies of the Food and Drug Administration (FDA) [4] (US requirement), and the European Commission under its Medical Device Directives (MDD) [2] (CE marking requirement) is achieved. Integrated into the design process of medical devices, is the requirement of the production and maintenance of a device technical file, incorporating a design history file.  Design history illustrates the well documented, defined and controlled processes and outputs, undertaken in the development of medical devices and for our particular consideration with this framework - the software components.
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1. Introduction

A study carried out by IQ Solutions with the medical device companies in N. Ireland has revealed that the software development process has been predominately based on the need to comply with the FDA and European MDD regulations.  The software processes have not been of primary focus, only that the elements are in place that satisfy the regulatory requirements. It is believed that a software process improvement roadmap which incorporates the goals of medical device software for meeting regulatory compliance would greatly enhance the design control procedures currently identified within company quality systems.  Quality software is defined as software that meets its functional and non-functional requirements without lengthy rework, including regulatory compliance, without any inconsistencies.  Reducing time to market is often based on continuous improvement of processes implemented for the design, development and manufacture of medical devices and products. Section 2 outlines the creation of the SPI framework for the medical device industry. Section 3 describes the structure of the SPI framework. Section 4 describes the development of the risk management process area within the SPI framework and section 5 then provides the concluding remarks for the paper.

2. SPI framework development

IQ Solutions and the Centre for Software Process Technologies (CSPT) [8] are developing a software development framework for the medical device sector that addresses existing regulatory requirements for the control of the design, development, maintenance and support of software. The approach for delivering the software development framework is to establish a model (implemented as illustrated in figure 1) that addresses the relevant regulations, and integrates those constraints within an SPI framework (i.e. MedeSPI). The model will be flexible in that relevant elements of the SPI framework may be adopted as required to provide the most significant benefit to the business.  For the purpose of this paper, the SPI framework used will be that of the Capability Maturity Model Integration CMMI® [1] and the regulations used to extend the CMMI® framework will be those of the FDA.
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[bookmark: _GoBack]Figure 1: Software framework approach

In order to deliver an endorsed framework it was essential that a steering group was formed with members from various medical device companies and a notified body with experience in auditing medical device companies.  The involvement of medical device companies also adds an ownership element to the model and should improve its acceptance and implementation within each company.  

The Software Development Method for Medical Devices (SDMMD) will be a defined set of software process models (in effect a methodology) which when utilised will meet the goals of MedeSPI. SDMMD will cover the complete lifecycle.  No restriction will be made on the development lifecycle processes undertaken by individual companies, although it is understood that companies within the medical device sector typically implement the V-Model.  The project is divided into several stages.
1. Assess the need for and commitment to the creation of SDMMD and MedeSPI;
2. Identify which parts of the CMMI® are required to comply with FDA regulation and extend the CMMI® with new goals and practices that are necessary to achieve FDA compliance (i.e. creation of MedeSPI);
3. Develop process models for meeting the goals of MedeSPI (i.e.create SDMMD);
4. Test SDMMD with Northern Ireland medical device companies.

We have completed stage 1 of our work and are currently performing  stage 2 activities.

3. MedeSPI development

SDMMD will provide a software development methodology, which addresses the regulatory guidance criteria, while introducing best processes that can be selected as required.  MedeSPI will provide a means of assessing software engineering capability in twelve areas that have been defined by the FDA [5,6,7]  as:  Level of Concern, Software Description, Device Hazard and Risk Analysis, Software Requirements Specification, Architecture Design, Design Specifications, Requirements Traceability Analysis, Development, Validation, Verification and Testing , Revision Level History, Unresolved Anomalies & Release Version Number.

MedeSPI is being developed to promote SPI practices into the software development processes of medical device companies. This is an attempt to improve the effectiveness and efficiency of software processes used by medical device companies through investigating the mapping between twelve CMMI® process areas and the twelve FDA areas listed above. The twelve CMMI® process areas that we have deemed appropriate for the medical device industry are as follows: Project Planning, Project Monitoring & Control, Supplier Agreement Management, Risk Management, Requirements Management, Requirements Development, Technical Solution, Product Integration, Verification, Validation, Configuration Management & Process and Product Quality Assurance.

The mappings between the FDA regulatory guidelines and the CMMI® process areas listed above then produce twelve MedeSPI process areas which retain the CMMI® process area names listed above. Each of the MedeSPI process areas will then be composed of a number of goals and practices. Goals and practices may be either generic (relating to the entire organisation) or specific (relating to the current process area).  MedeSPI investigates what parts of the CMMI® process areas are required to satisfy FDA regulations, but also investigates the possibility of extending the CMMI® process areas with additional goals and practices that are outside the remit of CMMI®, but are required in order to satisfy FDA regulations.

The model will help companies to measure their organisational capability and to track progression and achievements in each of the twelve process areas and against process capability levels.  The MedeSPI framework has adopted the following capability levels:
· Level 0 – Companies must demonstrate that a process area satisfies the goals and performs the practices required to achieve FDA regulatory compliance. This will involve performing some practices which the CMMI® views as generic, although not to the extent of fulfilling any generic goals.
· Level 1 - Companies must demonstrate that a process area satisfies level 0 and the CMMI® capability level 1 goal of performing the CMMI® base practices.
· Level 2 – Companies must demonstrate that a process area satisfies level 1 and additionally performs CMMI® Advanced Practices, as well as the CMMI® capability level 2 generic goal of Institutionalising a Managed Process.
· Level 3 - Companies must demonstrate that a process area satisfies level 2 and additionally the CMMI® Generic Goal to Institutionalise a Defined Process (CMMI® Generic Goal 3).
· Level 4 – Companies must demonstrate that a process area satisfies level 3 and additionally the CMMI® Generic Goal to Institutionalise a Quantitatively Managed Process (CMMI® Generic Goal 4).
· Level 5 - Companies must demonstrate that a process area satisfies level 4 and additionally the CMMI® Generic Goal to Institutionalise an Optimising Process (CMMI® Generic Goal 5).

Section 4 details a mapping of the FDA regulations to the CMMI® for the Risk Management process area. This will demonstrate what CMMI® goals and practices are required in order to satisfy FDA guidelines for risk management. Software development within medical device companies could be improved by incorporating other CMMI® practices that are not required to achieve FDA compliance. Comment is provided on how additional goals and practices (not included in the CMMI®) may be added where necessary to satisfy FDA regulatory guidelines. Risk Management goals and practices have to be performed to satisfy each of the MedeSPI capability levels.

4. Risk management process area

In this section FDA regulations [4,5,6,7] which have a counterpart within the goals and practices of the CMMI® risk management process area and are related to the creation of software are identified.  Risk Management has three specific goals (SG). These are as follows: SG1: Prepare for Risk Management, SG2: Identify and Analyse Risks & SG3: Mitigate Risks. In order for each of these goals to be achieved it is necessary for a number of specific practices to be performed. 

4.1. SG1: Prepare for Risk Management

In order to fulfil SG1: “Prepare for Risk Management” the following specific practices have to be performed: 1.1-1 Determine Risk Sources and Categories, 1.2-1 Define Risk Parameters; & 1.3-1 Establish a Risk Management Strategy.

4.1.1 Determine risk sources and categories (1.1-1).
Determing risk sources and categories (1.1-1) involves demonstrating that the following activities are being performed: determining risk sources; & determining risk categories.

It is important to identify potential sources of risk as these are the drivers that cause risks within a project. A goal within FDA regulations is to identify all the potential sources for risk. FDA guidelines recommend focusing upon safety as a primary source of risk. Other typical sources of risk that the FDA recommend focusing upon by medical device companies are: cost, integrity and security. FDA guidelines also note that risk may be initiated by human factors, hardware faults, software faults, integration errors and environmental conditions. 

Risks should also be organised into related groups as this will assist with consolidating activities in risk mitigation plans. A number of factors may be considered when determining risk categories. The FDA guidelines advise similar factors to those recommendated by CMMI®, such as categorising risk for an entity, as well as for major components, subsystems, software, electronics, lifecycle stages. For example, the FDA regulations stress that it is important to define risk-related functions when analysing requirements and to monitor this ongoing source of risk throughout the lifecycle process as requirements change.

It appears that in order to adhere to FDA guidelines that both of the activities required for CMMI® SP 1.1-1 (Determing risk sources and categories) are necessary.

4.1.2 Define risk parameters (1.2-1).
Defining risk parameters (1.2-1), involves demonstrating that the following activities are being performed: defining consistent criteria for evaluating and quantifying risk likelihood and security levels; defining thresholds for each risk category; & defining bounds on the extent to which thresholds are applied against or within a category.

It is important to identify criteria that may be used for comparing risks and enable risks to be prioritised. The FDA guidelines identify parameters for the severity of harm (should the risk occur) and the likelihood of the occurance for quantifying risk. Each risk is assigned a severity threshold level of either major, moderate or minor. A severity level of major would be assigned to a risk when failure could result in death or serious injury to a patient and/or operator. A severity level of moderate would be assigned to a risk when failure could result in non-serious injury to a patient and/or operator. With a severity level of low being assigned to risks when failure would not be expected to result in any injury to a patient and/or operator. Additionally, a likelihood of occurance may be assigned.  However, in the case of software related risks it is often difficult to use this parameter as this is directly related to the rate of software failure (as software failure is the result of systematic faults which by nature are difficult to estimate). Therefore, for software related risks it is not mandatory to calculate the likelihood of occurance parameter if the manufacturer assumes that the software rate is at an unacceptable level. Therefore using this approach the manufacturer will be able to concentrate more upon the severity of harm parameter.

In terms of developing software for medical devices the parameter values for severity of harm are very important and are defined and justified by the sponsor. The degree of detail and effort involved in risk management and control should be in line with the severity of the resulting consequences (should failure happen). Therefore most effort should be devoted to handling risks that have a severity level of major level, with least effort spent handling risks that have a minor severity level. As safety is of primary importance companies must ensure that medical devices are produced that satisfy acceptable levels of risk.

FDA guidelines demand similar effort and rigour to those demanded by CMMI® and a company satisfying FDA regulations would also satisfy  CMMI® SP 1.2-1 (Define Risk Parameters)

4.1.3 Establish a risk manangent strategy (1.3-1).
Establishing a risk manangent strategy (1.3-1), involves establishing and maintaining a strategy to be used for risk management. It is important that a medical device company has a documented strategy for risk analysis and control. Both CMMI® and FDA require companies to have a risk management strategy that is used to define risk analysis and control activities. The strategy should include: potential sources of risk; appropriate techniques for risk analysis of software, electronics, biomaterials etc., such as fault tree analysis, failure modes and effects analysis; risk criteria, parameters and thresholds; risk control methods; & activities used to monitor the risks and whether risk controls were successful.

FDA guidelines require that the following (see figure 2) risk management strategy is adopted and requests that medical device manufacturers document: a description of each identified risk; the severity level of the risk; the source of the risk; the risk control methods used and how they were implemented; tests used to confirm the success of the risk method used; & the severity level after the risk control method has been implemented.
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Figure 2: FDA guidelines for the  Risk Management Process

After analysing FDA risk management guidelines against CMMI® specific goal 1 (SG1:“Prepare for Risk Management”) it may now be determined that in order to satisfy FDA guidelines then all the practices and sub-practices of this goal will have to be performed. 

4.2. SG2: Identify and Analyse Risks

In order to fulfil SG2: “Identify and Analyse Risks” the following specific practices have to be performed: 2.1-1 Identify Risks; & 2.2-1 Evaluate, Categorise, and Prioritise Risks.

4.2.1 Identify risks (2.1-1).
Identifying risks (2.1-1) involves demonstrating that the following activities are being performed: identify the risks associated with the cost, schedule, and performance in all appropriate product lifecycle phases; review environmental elements that may impact the project; review all elements of the work breakdown structure as part of identifying risks to help ensure that all aspects of the work effort have been considered; review all elements of the project plan as part of identifying risks to help ensure that all aspects of the project have been considered; document the context, conditions, and potential consequences of the risk; & identify the relevant stakeholders associated with each risk.

The FDA guidelines recognise many factors that may contribute to risk such as cost, integrity, security and safety. In addition to identifying software related issues, risks should also be identified for hardware faults and integration issues. Risks should be identified for all predictable instances and follow established procedures, starting at the requirements stage of the lifecycle. As development progresses through the software development lifecycle risks the status of existing risks should be updated and new risks should be identified. Medical devices  companies should also assess the effect the risk will have upon patients, operators, bystanders, service personnel and  the environment.

CMMI® acknowledges that it is important to review areas that are outside the scope of the project for risks and the FDA guidelines also reflect this in that they point out that risks may come from external sources such as human factors and environmental conditions.  

CMMI® requires that all elements of both the work breakdown structure and the project plan are reviewed to ensure that all aspects of the work effort and project are considered. There is no necessity to review the work breakdown structure and the project plan in order to achieve FDA compliance for risk management.

Both CMMI® and FDA guidelines require that identified risks are documented. The documentation should include a description of the identified risk (details of the context, conditions) and the severity of the risk (potential consequences) should it occur. However FDA, also requests that the documentation should identify traceability from the device level down to the specific cause in the software (this is not required by the CMMI®). Therefore an additional practice should be created within MedeSPI (SP 2.3-0: Provide Risk Traceability)

CMMI® requires that stakeholders should be associated with each risk so that individuals are assigned responsibility for risks, however this is not necessary for FDA compliance.     

This practice demonstrates that not all CMMI sub-practices are required for FDA compliance but also that additional FDA specific practices occassionally need to be added to the CMMI practices in order to achieve the objectives of MedeSPI.
 
4.2.2  Evaluate, categorise, and prioritise risks (2.2-1).
Evaluating, categorising, and prioritising risks (2.2-1) involves demonstrating that the following activities are being performed: evaluate the identified risks using the defined risk parameters; categorise and group risks according to the defined risk categories; & prioritise risks for mitigation.

Both FDA and CMMI® make use of the parameters defined in the risk management strategy to evaluate identified risks. Medical device companies adhering to FDA guidelines are required to determine risk using the parameters of “the severity of harm” (should the risk occur) and the “likelihood of occurence”, with major emphasis being placed on the severity parameter as it may not always be possible to accurately estimate the software failure rate (which is directly related to the likelihood of occurence parameter).

For FDA and CMMI® compliance there is a neccessity to group risks according to defined risk categories (eg. entity, components/subsystems, software etc. ) to assist risk-handling.  

As a project may have multiple risks it is important that risks are prioritised so that the highest priority risks receive the most attention and effort. FDA guidelines specify that risks should be prioritised according to the severity of the resulting consequences and that the amount of effort devoted to creating design solutions that reduce or eliminate the risk should be based upon the value of this parameter. 

FDA guidelines demand similar effort and rigour to those demanded by CMMI® and a company satisfying FDA regulations would also satisfy  CMMI® SP 2.2-1 (Evaluating, categorising, and prioritising risks)

After analysing FDA risk management guidelines against CMMI® specific goal 2 (SG2: “Identify and Analyse Risks”) it may now be determined that in order to satisfy FDA guidelines then not all of sub-practices of this CMMI goal will have to be performed. However, in order to satisfy the objectives of MedeSPI an additional FDA specific practice had to be added.  

4.3. SG3: Mitigate Risks

In order to fulfil SG3: “Mitigate Risks” the following specific practices have to be performed: 3.1-1 Develop Risk Mitigation Plans; & 3.2-1 	Implement Risk Mitigation Plans.

4.3.1 Develop risk mitigation plans (3.1-1).
Developing risk mitigation plans (3.1-1) involves demonstrating that the following activities are being performed: determining the levels and thresholds that define when a risk becomes unacceptable and triggers the execution of a risk mitigation plan or a contingency plan; identifying the person or group responsible for addressing each risk; determining the cost-to-benefit ratio of implementing the risk mitigation plan for each risk; developing an overall risk mitigation plan for the project to orchestrate the implementation of the individual risk mitigation and contingency plans; & developing contingency plans for selected critical risks in the event their impacts are realised.

Based upon FDA guidelines the aim of risk mitigation within a medical device company is to reduce the severity of the risk, the likelihood of the occurence, or both. Ideally the risk would be eliminated or the severity reduced to a minor level of severity. It is the responsibility of the sponsor of the project to describe and justify the residual risk for software within medical devices that in the case of failure could result in death or serious injury to patients and/or users.  Consequently, the acceptable level of residual risk depends upon the intended purpose of the medical device.

The CMMI® requires an individual or a group to be given responsibility for addressing each risk, this is not specified in FDA software guidelines. Likewise, there is no specific FDA guideline requesting that a cost-benefit analysis has to performed for each risk as in order to comply with FDA regulations  safety and not cost is the most important factor. 

Both CMMI® and FDA require an overall mitigation plan to be in place for each project, however there is a difference in the thoroughness of the plan. In the case of CMMI®, risk mitigation plans may not have to be produced for each risk, whereas in order to comply with FDA guidelines the manufacturer has to produce a risk control method that will eliminate or reduce the risk for all identified risks. Likewise CMMI® requests that contingency plans are produced for selected risks, whereas as FDA deals with safety the approach is firstly to only permit a product to manufactured if it is safe and the remaining risk will not result in injury to the patient, operator, and or bystander. In terms of a contingency plan for such risks the FDA recommends using protective measures that do not involve user interaction or supplying warning labels (these are less effective as they depend upon some action on the part of the medical device user). Therefore in order to ensure that risk mitigation plans and contingency plans are developed for all risks it is necessary to add another sub-practice as follows: developing mitigation and contingency plans for all risks. The introduction of this sub-practice will therefore mean that the following CMMI sub-practices are not applicable for medical device software development: developing an overall risk mitigation plan for the project to orchestrate the implementation of the individual risk mitigation and contingency plans; & developing contingency plans for selected critical risks in the event their impacts are realised.

This practice (Developing risk mitigation plans 3.1-1) demonstrated that some CMMI sub-practices require replacing in order to ensure that the FDA risk management compliance may be achieved through adopting MedeSPI .

4.3.2 Implementing risk mitigation plans (3.2-1).
Implementing risk mitigation plans (3.2-1) involves demonstrating that the following activities are being performed: monitoring risk status; providing a method for tracking open risk-handling options when monitored risks exceed the defined thresholds; invoking selected risk-handling options when monitored risks exceed the defined thresholds; establishing a schedule or period of performance for each risk-handling activity that includes the start date and anticipated completion date; providing continued commitment of resources for each plan to allow successful execution of the risk-handling activities; & collecting performance measures on the risk-handling activities. 

Both FDA and CMMI® require that risks are monitored throughout a project. In fact to comply with FDA regulations a software company is required to demonstrate that all risks may be traced throughout the lifecycle process and illustrate the mitigation of risk to an acceptable level. Likewise, both FDA and CMMI® require a method to be provided for tracking risk items to closure or to an acceptabale level. FDA guidelines specify a number of control methods that may be used either  individually or concurrently (see figure 2). The first preference control method is to eliminate the risk or reduce the risk by safe design or redesign. The second preference is to reduce the risk by introducing protective measures that do not require any user action. The third method is to reduce the risk by providing adequate user information (eg. warnings) and training, this is the least peferable method as it requires intervention on the part of the medical device user. 

The medical device manufacturer is required to record the steps taken to eliminate or reduce a risk (eg. methods adopted) and indicate the severity level of the risk after the risk control method has been implemented. Then a decision is made in relation to comparing the remaining severity level for each risk with the acceptance level associated with that risk. If the resultant risk severity level is not acceptable then then the risk control process will have to be performed again until the risk has been eliminated or the severity level of the risk is deemed acceptable.  Additionally, the medical device manufacturer is required to perform tests to determine if any new risks have been introduced during the risk control process. If such tests discover any new risks then the risk management process will have to be followed for each of these risks. After all potential risks have been evaluated a final decision is made in relation to the safety of the medical device.

The FDA guidelines as in the case of CMMI® require that adequate resources and training be provided for areas within the software quality domain such as risk management. The CMMI® also specifies that a schedule is produced for resolving each risk, as well as performance measures for risk-handling activities. However neither of these are mandated within the FDA guidelines.  

This goal (SG3: Mitigate Risks) also demonstrated that not all CMMI sub-practices are required in order to achieve FDA compliance, and that an additional sub-practice had to be added to ensure the safety element of the FDA guidelines is captured.

The CMMI® identifies a number of generic goals and practices. At a fundamental maturity or capability level it is only necessary to perform the specific base practices. It is interesting to note that FDA regulations with respect to risk management often have a counterpart in the CMMI®. For Risk Management the generic goals and practices for capability level 2 (GG 2: Institutionalise a Managed Process) are: GP 2.1 Establish Policy; GP 2.2 Plan the process; GP 2.3 Provide Resources; GP 2.4 Assign Responsibility; GP 2.5 Train People; GP 2.6 Manage Configurations; GP 2.7 Identify stakeholders; GP 2.8 M&C Process; GP 2.9 Evaluate Adherence; & GP 2.10 Review.

The FDA regulations state that each manufacturer shall establish the appropriate responsibility, authority, and interrelation of all personnel who manage, perform, and assess work affecting quality. It also undertakes to ensure that all work is adequately resourced and that staff are trained.

The following table (Table 1) illustrates what Risk Management goals, practices and sub-practices have to be performed for each of the MedeSPI capability levels. Additional FDA specific practices that had to be added in order  to provide full coverage of FDA guidelines are displayed in bold print.

Table 1: MedeSPI Risk management process area components and capability levels
	Goal
	Practice
	Sub-Practice
	Level

	SG1: Prepare for Risk Management.
	1.1-1 Determine Risk Sources and Categories;
	Determine risk sources;
	0

	SG1: Prepare for Risk Management.
	1.1-1 Determine Risk Sources and Categories;
	Determine risk categories.

	0

	SG1: Prepare for Risk Management.
	1.2-1 Define Risk Parameters;
	Define consistent criteria for evaluating and quantifying risk likelihood and security levels;
	0

	SG1: Prepare for Risk Management.
	1.2-1 Define Risk Parameters;
	Define thresholds for each risk category;
	0

	SG1: Prepare for Risk Management.
	1.2-1 Define Risk Parameters;
	Define bounds on the extent to which thresholds are applied against or within a category.
	0

	SG1: Prepare for Risk Management.
	1.3-1 Establish a risk management Strategy
	Establish a risk management Strategy 
	0

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Identify the risks associated with the cost, schedule, and performance in all appropriate product lifecycle phases;
	0

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Review environmental elements that may impact the project;
	0

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Review all elements of the work breakdown structure as part of identifying risks to help ensure that all aspects of the work effort have been considered;
	1

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Review all elements of the project plan as part of identifying risks to help ensure that all aspects of the project have been considered;
	1

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Document the context, conditions, and potential consequences of the risk;
	0

	SG2: “Identify and Analyse Risks” 
	2.1-1 Identify Risks;

	Identify the relevant stakeholders associated with each risk.
	1

	SG2: “Identify and Analyse Risks” 
	2.2-1 Evaluate, Categorise, and Prioritise Risks;
	Evaluate the identified risks using the defined risk parameters;
	0

	SG2: “Identify and Analyse Risks” 
	2.2-1 Evaluate, Categorise, and Prioritise Risks;
	Categorise and group risks according to the defined risk categories;
	0

	SG2: “Identify and Analyse Risks” 
	2.2-1 Evaluate, Categorise, and Prioritise Risks;
	Prioritise risks for mitigation.

	0

	SG2: “Identify and Analyse Risks”
	2.3-0 Provide risk traceability
	Identify risk traceability from the device level down to the specific cause within the software.
	0

	SG3: Mitigate Risks.

	3.1-1 Develop Risk Mitigation Plans
	Determine the levels and thresholds that define when a risk becomes unacceptable and triggers the execution of a risk mitigation plan or a contingency plan;
	0

	SG3: Mitigate Risks.

	3.1-1 Develop Risk Mitigation Plans
	Identify the person or group responsible for addressing each risk;
	1

	SG3: Mitigate Risks.

	3.1-1 Develop Risk Mitigation Plans
	Determine the cost-to-benefit ratio of implementing the risk mitigation plan for each risk;
	1

	SG3: Mitigate Risks.

	3.1-1 Develop Risk Mitigation Plans
	Develop an overall risk mitigation plan for the project to orchestrate the implementation of the individual risk mitigation and contingency plans;
	N/A

	SG3: Mitigate Risks.

	3.1-1 Develop Risk Mitigation Plans
	Develop contingency plans for selected critical risks in the event their impacts being realised.
	N/A

	SG3: Mitigate Risks.
	3.1-1 Develop Risk Mitigation Plans
	Develop mitigation and contingency plans for all risks.
	0

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Monitoring risk status;

	0

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Provide a method for tracking open risk-handling options when monitored risks exceed the defined thresholds;
	0

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Invoke selected risk-handling options when monitored risks exceed the defined thresholds;
	0

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Establish a schedule or period of performance for each risk-handling activity that includes the start date and anticipated completion date;
	1

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Provide continued commitment of resources for each plan to allow successful execution of the risk-handling activities;
	0

	SG3: Mitigate Risks.

	3.2-1 Implement Risk Mitigation Plans
	Collect performance measures on the risk-handling activities. 
	1

	GG 2:Institutionalise a Managed Process (IMP)
	GP 2.1 Establish Policy

	
	0

	GG 2:IMP
	GP 2.2 Plan the process
	
	0

	GG 2:IMP
	GP 2.3 Provide Resources
	
	0

	GG 2:IMP
	GP 2.4 Assign Responsibility
	
	0

	GG 2:IMP
	GP 2.5 Train People
	
	0

	GG 2:IMP
	GP 2.6 Manage Configurations
	
	2

	GG 2:IMP
	GP 2.7 Identify stakeholders
	
	0

	GG 2:IMP
	GP 2.8 M&C Process
	
	2

	GG 2:IMP
	GP 2.9 Evaluate Adherence
	
	2

	GG 2:IMP
	GP 2.10 Review
	
	2

	GG3 :Institutionalise a Defined Process 
	GP 3.1 Establish a defined Process
	
	3

	GG3 :Institutionalise a Defined Process
	GP 3.2 Collect Improvement Information
	
	3

	GG4 :Institutionalise a Quantitatively Managed Process 
	GP 4.1 Establish Quantitative Objectives for the Process
	
	3

	GG4 :Institutionalise a Quantitatively Managed Process
	GP 4.2 Stabilise Sub-process Performance
	
	4

	GG5 :Institutionalise an Optimising Process
	GP 5.1 Ensure Continuous Process Improvement 
	
	5

	GG5 Institutionalise an Optimising Process
	GP 5.2 Correct Root Causes of Problems
	
	5





5. Plans .

Figure 2, illustrates how the framework will evolve. The framework was initiated by the CSPT and IQ Solutions. Then progressed through involving a steering group with a pilot of 5 local medical device companies, a notified standards body, and seeking advise from domain experts.
This is the currently in progress with the existing processes of  the pilot companies being reviewed against best practice processes drawn for SPI frameworks.

The next stage is upon successful completion of the pilot whenever – the framework will be rolled out to the wider medical device community via business associations –Momentum & BioBusiness and university research programmes
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Figure 2:  Plan to introduce the Framework

With respect to the specific goals and practices of the risk management process area, it is clear that following FDA regulations will only, at best, partially meet the goals of this CMMI® process area. As might reasonably be expected, there is no support within the FDA regulations for the advanced practices of risk management. Since failure to perform any specific practice implies failure to meet the specific goal, with respect to CMMI®, it is clear, the goals of risk management cannot be obtained by satisfying FDA regulations during software development. But is the opposite true, can meeting the CMMI® goals for risk management successfully meet FDA regulations? Certainly for risk management, meeting the goals of the process area by performing the specific practices would in general more than meets the FDA regulations in this area except for the additional FDA specific practices/sub-practices that had to be added (shown in bold in Table 2). For risk management, the existing CMMI® specification of goals and practices can be carried over, with the extension mentioned above into the MedeSPI framework.
[bookmark: _Toc46840273]We are currently progressing stage 2 of our project. Our approach is to examine all of the appropriate process areas within the CMMI® that are referred to in the FDA regulations, and investigate the extent to which the CMMI® framework needs to be extended to create MedeSPI. Our vision is to provide a framework that will encourage medical device companies to distance themselves from the concept of developing the software first and then completing the necessary documentation that is required to achieve FDA compliance, to instead pursuing a continuous SPI path that will produce more efficient software development and safer medical devices.
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