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Abstract. It is well understood that new standards are necessary to ensure the use of Artificial 

Intelligence-enabled Medical Devices (AIeMD) are adequately controlled.  CEN-CENELEC 

(European focus) and IEC (Global focus) are developing such standards. Yet the use of pre-

trained AI models, available as Software of Unknown Provenance (SOUP) from 3rd party sup-

pliers, remain excluded from the standards under development. This paper aims to demonstrate 

the need for standardisation of the qualification process for these models beyond that under-

stood by existing standards such as ISO 13485 and IEC 62304.  This is necessary in order to 

achieve responsible and ethical AI for use in healthcare.  This paper demonstrates the need for 

guidance by setting out emerging use cases as well as the risks and potential risk mitigations 

available when using pre-trained models as SOUP in the Software Development Lifecycle of 

AIeMD.  It goes further to outline the necessary characteristics that should be standardised.  

Evaluation questions are provided and demonstrate salient points necessary for responsible and 

ethical AI. 

Keywords: Pre-trained Artificial Intelligence, transformer, foundation model, SOUP, Soft-

ware Development Lifecycle, SDLC, Medical Device. 

1 Introduction 

1.1 Pre-trained AI Models use in Medical Devices 

Pre-trained Artificial Intelligence (AI) models are becoming the go-to solution for a range of AI 

challenges in healthcare. A pre-trained AI model is an AI foundation model that has already been 

trained on a large dataset to learn general patterns of language, image or audio or can be a combi-

nation of these. They can be used as is, or adapted for specific tasks. Pre-trained models are be-

coming more widely available and save an AI developer time and resources. General Pre-trained 

Transformer (GPT)[1] and Bidirectional Encoder Representations from Transformers (BERT)[2] 

are examples of Large Language Models (LLMs) that have been trained on large open-source data 

sets [3]. The release of BERT by Google in 2018 was the first encoder architecture to read a sen-

tence from both directions [2].  This was a significant improvement over previous models, includ-

ing GPT at the time, that read text from left to right.  BERT was deemed to be able to better under-

stand the context and therefore, be a better predictor of text responses.  BERT is trained on a huge 

dataset (e.g., Wikipedia) and can be subsequently fine-tuned for specific tasks with relatively little 

data. Although BERT was a game-changer, when we consider its use in AI-enabled Medical De-

vices (AIeMDs), we need to be cautious.  As suggested by the Google team who first presented 

BERT, fine-tuning can be done by adding just one additional output layer to create state-of-the-art 

models for a wide range of tasks [2].  Any pre-trained model (PTM) can be expected to have in-

built bias given the wide range of data used, including ‘knowledge’ that may be inaccurate.  Alt-

hough BERT is a significant improvement on previous models, when used for development of 

medical devices, there could be any amount of misinformation in the pre-learned dataset, such as 

“alkaline diet is a cure for cancer” [4].  This requires a level of rigor and independent assessment 

by competent personnel to evaluate the model selected and assess potential for in-built bias in the 

pre-trained AI model.  It also raises questions as to how much additional data and training should 

be used in the transfer and fine-tuning process to ensure the AIeMD is adequately trained to per-

form as intended in healthcare [5], [6].  Lastly it raises questions about the level of transparency 

provided by 3rd party suppliers and what information should be passed onto industry and eventu-

ally regulators when reviewing technical documentation for market clearance to meet regulatory 

requirements [7], [8].  
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This paper focuses on PTM use by medical device organizations and AI developers seeking to 

reap the many benefits promised from AI in healthcare [9].  The aim is to inform the healthcare 

industry, standards organizations and regulatory bodies about the advantages and disadvantages of 

using PTMs.  It highlights the risks that can arise when selecting and using PTMs [10].  It also rec-

ommends a standardised approach for evaluating these models to ensure responsible, ethical use 

with safety and security.  To support standardisation, this paper provides a guidance checklist that 

can be used to evaluate PTMs when adopted for use in AIeMDs.  This checklist reflects on current 

research such as Trustworthy AIeMD including questions adopted from the AI-Change Manage-

ment (AICM) process [11].  The AICM checklist includes a section on PTMs and this is reviewed 

against the Chinese standard issued by the NMPA, China’s Competent Authority [12].   

Europe and the US have yet to create such a standard.  In the meantime, development of an 

AIeMD using PTMs is well underway.  This is recognized by the Consumer Technology Associa-

tion (CTA), who have written to the FDA to advise on the need for consideration of PTMs follow-

ing the recent FDA guidance “Artificial Intelligence Enabled Device Software Functions: Lifecycle 

Management and Marketing Submission Recommendations” and “Considerations for the Use of 

Artificial Intelligence to Support Regulatory Decision-Making for Drug and Biological Products” 

[13]. The CTA have recommended that the FDA clarify the regulatory obligations for 3rd-party de-

velopers of foundation models (i.e., PTMs) used in AIeMD, emphasizing that these developers 

should not be subject to Quality System Regulation requirements.  The CTA urge a risk-based ap-

proach.  Where the responsibility lies on the medical device manufacturer, the requirements of ISO 

13485 Quality Management System (QMS) are not sufficient without additional clarity and regula-

tory guidance for mitigating the risks posed by pre-trained AI models [14]. 

The objective of this paper is to outline the prevalence of PTM use in medical device develop-

ment.  It seeks to highlight the benefits and risks associated with selection and use and provide a 

method for standardising the assessment as part of the Software Development Lifecycle (SDLC) 

process. This paper is broken down as follows: Section 2 identifies example use cases in healthcare 

using pre-trained AI models.  Section 3 demonstrates the variety and accessibility of pre-trained AI 

models available to medical device developers. Section 4 looks at pros and cons with a deeper dive 

into risks associated with PTMs.  Section 5 looks at current guidance and standardisation for these 

models in the medical device SDLC.  Section 6 examines some of the primary characteristics that 

require guidance for understanding when using these models.  The conclusion is presented in Section 

7 followed by an Appendix, with a list of considerations to be utilized by a regulator and AIeMD 

developer when selecting and documenting a PTM for use in the SDLC. 

2 Pre-Trained Model Use Cases in Healthcare 

2.1 Pre-trained Large Language Models  

Research demonstrates that PTMs can be used with limited additional training to solve a task ‘sim-

ilar’ to that in which it is trained typically requiring ‘fine-tuning’.  For use in healthcare, the ques-

tion of the amount of additional learning and fine-tuning is important.   It is understood that the 

model architecture can be enhanced by transformer models for encoding and decoding patterns, 

hence paving the way for a myriad of solutions [15].  The BERT example above is an encoding 

only model.  The question of whether the architecture needs to be updated is a consideration for 

developers. Examples of uses cases include medical note-taking or prescription writing based on 

auditory recognition of a patient-practitioner consultation, with pre-training performed on a wide 

range of open-source data. The medical device manufacturer can decide to narrow the scope and 

fine-tune the AI model with additional medical-specific learning and testing.  Guardrails should be 

set to ensure the LLM continues to learn from peer-reviewed clinical articles or a defined set of 

medically accepted text books.  However, bias may already have been learned from the pre-learn-

ing stage [16].  Interestingly Ada Health, an SaMD AI symptom checker is not built on a generic 

pre-trained LLM like GPT or BERT [17].  Instead, it uses specialized knowledge based with pro-

prietary reasoning algorithms that were developed with specialist medical knowledge in-house.  

This type of system is closer to a clinical decision support system and not considered a general-

purpose LLM.  The purpose of highlighting this is that approval of one type of ‘diagnostic’ clinical 

support tool may not reflect the architecture of another in any way.  This type of AI is covered un-

der the current regulatory framework and ‘Ada’ is cleared for market use in the EU having a prod-

uct risk category of IIa (i.e., low risk device) [18]. Standards under development are focusing on 

introducing requirements for machine learning (ML) having a narrow focus, and only just starting 

to initiate guidance and standards on LLMs [19].  PTMs are yet another category in their own 

right.  This highlights the difference in architecture that is important when assessing the risk-pro-

file of any AIeMD.     

https://about.ada.com/life-sciences/
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2.2 Pre-trained Large Imaging Models  

There may be an assumption that this is a problem for language models only.  However, research 

demonstrates that the majority of use-cases in healthcare currently involve image classification, par-

ticularly radiology and cardiology.  This is primarily due to the number of images already collected 

by both healthcare organization and medical device manufacturers ready to reap the benefits prom-

ised from AI in healthcare[11].  PTMs used for imaging include ResNet [20] and Visual Geometry 

Group (VGG) [21] that have already learned features to recognize such as shapes, edges and objects 

from large data sets [22]. ResNet is an example of a network that has been trained on a large image 

dataset that can be utilized as a starting point for specific medical device use cases.  One can down-

load the weights for ResNet50 for instance, and modify the final layers of the network (referred to 

as retraining or transfer learning) in order to tackle a new problem scenario [23]. The VGG archi-

tecture comes in various sizes (e.g., VGG16, VGG19).  VGG 16 has 16-layers (13 convolutional 

layers and 3 fully connected layers).  These deep learning models are intended to improve accuracy 

by extending the depth of weights as shown in 2014 by Simonyan and Zisserman when using 

ImageNet (a database of 14 million images across 1000 classes) [24]. The convolutional filters are 

stacked to allow the model to learn complex features more effectively.  Medical devices focusing 

on radiology typically use these types of models as their starting point [25].  The question is whether 

they have sufficient understanding to choose the most appropriate model and adapt it to their use 

case or whether they rely on whatever is available.  Any AI developer can select a PTM to set about 

development activity and transfer learning to a new use case to improve healthcare. The intention is 

sound and also necessary given a healthcare system that is extensively challenged [26]. The question 

we must ask is, how are these models controlled and do we understand them sufficient to mitigate 

the risks they could introduce? 

 

2.3 Do Pre-Trained Models identify as SOUP in Industry? 

Some might simply say these PTMs are simply SOUP items and therefore should be controlled as 

such. Since these models are available from a 3rd party supplier they are identified as ‘SOUP’ – 

Software of Unknown Provenance - within the medical device SDLC.  However, the traditional 

SOUP requirements do not adequately cover the risks associated with PTMs [27]. Moreover, indus-

try do not appear to be able to clearly identify PTMs when brought into the SDLC process.  This is 

evidenced in this research whereby, members of a leading industry conference held in Boston USA 

in October 2025, on Medical Device Cybersecurity, demonstrated. A quiz was given to 44 members 

of the audience in attendance using a QR code link to MS Forms.  The question of whether PTMs 

were used in medical device development was asked.  The results identified 30% as using PTMs in 

their medical device product development lifecycle; 61% said no-they were not using PTMs and 9% 

were not sure if they were used, refer to Fig. 1. The 2nd question presented here from the short quiz 

asked whether a PTM was a) an AI component, b) an integrated software item c) a SOUP item under 

IEC 62304 and d) other. All questions were posed as quick multiple-choice questions.  The results 

show that 34% reported that PTMs were a SOUP item.  It is not clear from this study whether the 

34% who believe PTMs are SOUP are the same 30% who have PTMs in development.  In any event, 

14% said a PTM was an integrated software item and 43% (the majority) said that it was an AI 

component; the remaining 6% were not sure and selected ‘other’. Refer to Fig. 1 Medical Device 

Industry Quiz on Pre-Trained Models. Error! Reference source not found.Although this quiz was 

a 5-question quick survey presented at a medical device industry conference with a focus on cyber-

security, it highlights the lack of clarity around identifying PTMs and hence, how to control them. 

This survey was performed by medical device technical experts and reveals a lack of understanding 

that exists in relation to PTMs when used as part of an AIeMD within the SDLC process.   

 

https://www.medcrypt.com/conference/tt-us-cybersecurity-conference
https://www.medcrypt.com/conference/tt-us-cybersecurity-conference
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Fig. 1 Medical Device Industry Quiz on Pre-Trained Models 

3 Availability of Pre-Trained AI Models 

Pre-trained AI Models are widely available on the market and continue to grow given their open-

source accessibility [10]. A search of Microsoft, Google or GitHub yields a wide range of PTMs 

for use in the medical domain. Ref. Table 1. LLM Medical AI/ML Pre-Trained Models for a sam-

ple.  

Table 1. LLM Medical AI/ML Pre-Trained Models 

Model Name Description Location Use Case 

BioBERT A pre-trained biomedical language repre-

sentation model. 

 

https://github.com/dmis-

lab/biobert 

Biomedical text min-

ing, NLP tasks 

BioGPT A generative pre-trained transformer 

model for biomedical text generation. 

https://github.com/mi-

crosoft/BioGPT 

Biomedical text gen-

eration, NLP 

BioMistral-

7B 

A Collection of Open-Source Pretrained 

Large Language Models for Medical Do-

mains 

https://hugging-

face.co/BioMistral/Bio-

Mistral-7B 

Biomedical text min-

ing, NLP tasks 

BlueBERT BERT-based model trained on PubMed 

abstracts and MIMIC-III clinical notes. 

https://github.com/ncbi-

nlp/bluebert 

Biomedical research, 

clinical notes 

Clinical-

BERT  

A Pretrained Model on a large corpus of 

1.2B words of diverse diseases.  Fine-

tuned on 3 million patient records. 

https://hugging-

face.co/medicalai/Clini-

calBERT 

 

Medical question-an-

swering (QA) tasks 

 

Clinical-

BERT  

BERT model fine-tuned on clinical 

notes. 

https://github.com/Emi-

lyAlsentzer/clinical-

BERT 

Clinical text analysis, 

EHR data 

LLaVA-Med  A large language and vision model 

trained using a curriculum learning 

method for adapting LLaVA to the bio-

medical domain. 

https://hugging-

face.co/microsoft/llava-

med-v1.5-mistral-7b 

Medical question-an-

swering (QA) tasks 

SciBERT A BERT-based model trained on scien-

tific text. 

https://github.com/alle-

nai/scibert 

Scientific literature 

analysis 

    

3.1 Open and Closed Source Vision Models 

With the growing number of open source and closed source applications emerging, widespread use 

by AIeMD organizations can be anticipated. Table 2 and Table 3 provide examples of vision and 

multimodal models.  There are also specialised models (e.g., COVID-NET) and framework models 

(e.g., MONAI, PyHealth, NVIDIA Clara) among the growing number of medical models available 

for download.  

https://github.com/ExpertOpsAI/ModelLibrary
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Table 2.  Pre-Trained Vision Models 

Model Name Description Link Use Case 

Vision Trans-

former (Open-

source, (OS)) 

A deep learning model for classifica-

tion & segmentation on imaging 

data. 

https://github.com/go

ogle-research/vi-

sion_transformer 

Radiology, Pa-

thology 

CheXbert (OS) Automatic Labelers and Expert An-

notations. 

https://github.com/sta

nford-

mlgroup/CheXbert 

Radiology 

UNet (OS) A convolutional neural network for 

biomedical image segmentation. 

https://github.com/zhi

xuhao/unet 

Biomedical image 

segmentation 

nnU-Net (OS) A self-configuring method for bio-

medical image segmentation. 

https://github.com/MI

C-DKFZ/nnUNet 

Biomedical image 

segmentation 

    

AI for Breast 

Cancer (CS) 

AI model for improving breast can-

cer screening accuracy 

https://health.google/c

aregivers/mammogra-

phy/ 

Breast cancer 

screening, diag-

nostics 

AI for Diabetic 

Retinopathy 

(CS) 

Detects diabetic retinopathy and dia-

betic macular edema 

https://health.google/c

aregivers/arda/ 

Diabetic retinopa-

thy screening, 

ophthalmology 

Sepsis Predic-

tion Algorithm 

(CS) 

Early warning system for sepsis in 

ICU patients 

https://www.hopkins-

medicine.org/ 

Sepsis detection, 

ICU management 

    

COVID-19 Se-

verity Predic-

tion 

AI models for predicting COVID-19 

severity 

https://www.hopkins-

medicine.org/ 

COVID-19 patient 

management, se-

verity prediction 

InnerEye AI for medical imaging, including 

radiotherapy and image analysis 

https://www.mi-

crosoft.com/en-us/re-

search/project/medi-

cal-image-analysis/ 

Radiotherapy 

planning, medical 

imaging analysis 

PathAI Models for pathology image analy-

sis, including cancer detection 

https://www.pathai.co

m/ 

Pathology diag-

nostics, cancer de-

tection 

RAD AI AI-powered assistants for radiolo-

gists 

https://www.ra-

dai.com/ 

Radiology assis-

tance, diagnostics 

Butterfly iQ+ Handheld ultrasound device with in-

tegrated AI for diagnostics 

https://www.butter-

flynetwork.com/ 

Point-of-care di-

agnostics, ultra-

sound imaging 

    

Table 3. Pre-Trained Multimodal Models 

Model Name Description Link Use Case 

edNLI 
Natural language inference dataset for the 

clinical domain. 

https://github.com/jgc

128/mednli 

Clinical deci-

sion support, 

NLP 

Med3D 
Pre-trained 3D medical image analysis 

model. 

https://github.com/Te

ncent/MedicalNet 

3D medical 

image analysis 

    

 

We also see the emergence of an Open Medical-LLM Leaderboard from ‘huggingface.co’ which 

may provide some level of assuredness, but to what extent?  The leaderboard is based on reported 

accuracy for a given use case, at a point in time, given precise settings and objectives.  The reported 

level of accuracy has to be cautioned, as it is difficult to re-create accuracy for different use cases, 

or even for the same use case.  This is particularly true when a measure of accuracy of a model can 

be inflated based on repeat testing (overfitting) and is a measure at a point in time only and dependent 

on the test data.  It is not always clear what is included in the accuracy measurement, e.g., whether 

the metric reflects the macro measure of all datasets or the best selected dataset and so on.  It can 

only be taken as a rough guide at best and even then, must be challenged.   

https://health.google/caregivers/mammography/
https://health.google/caregivers/mammography/
https://health.google/caregivers/mammography/
https://huggingface.co/spaces/openlifescienceai/open_medical_llm_leaderboard
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4 Advantages and Disadvantages of Using Pre-Trained Models 

When we consider the range of medical PTMs, it starts to become clear that to ignore PTMs and 

start development of an AI model from scratch might be non-sensical in some cases.  The advantages 

are the ease of access to such models ready for download.  The groundwork for the AI developers 

is largely done, at least from a computational resource standpoint.  A search for a similar intended 

use allows a developer to move straight to transfer learning, fine-tuning and testing with a limited 

dataset.   

Considerations by developers that make using PTMs a valid option include improved perfor-

mance where pre-training on diverse data have already encoded knowledge through pattern identi-

fication [28].  Computational resources are another key attribute that is supported. Pre-trained foun-

dation models demand extensive compute power and trustworthy deployment must account for in-

frastructure and scalability. Microsoft specifically warn that their “healthcare AI [foundation] mod-

els are intended for research and model development exploration and are not designed or intended 

to be deployed in clinical settings as-is” [29]. However, using a PTM is preferred by many, as train-

ing from scratch is power intensive requiring large data stores that are difficult to source and con-

sume high energy costs.  Fine-tuning of PTMs on domain-specific data is clearly more practical 

requiring moderate GPU resources.  While PTMs are advantageous, their adoption for clinical tasks 

require consideration for computing power and storage and can require high-end GPUs (e.g., 

NVIDIA V100/A100/H100).  The release of NVIDIA’s H100 allows for LLMs such as BioGPT 

[30] and ClinicalBERT [31] to be trained for use in healthcare tasks with faster convergence or 

learning (i.e., training weights stabilise and loss/error stops decreasing significantly).  This enables 

potential for real-time imaging analysis supporting generative AI use in healthcare [32].   

Residual Neural Network (ResNet) as already mentioned was introduced in 2015 for image recog-

nition and was shown to outperform on previous visual recognition architectures such as VGGNet, 

released only a year before [5], [21]. ResNet is trained on large image datasets such as ImageNet 

(~14 million images).  Patterns and feature abstraction is performed through statistical reasoning or 

identification of relationships (regression/correlation, etc.).  Optimization and further fine-tuning are 

left to the AI developer.  It is essential that the developer understand the coarseness of the pre-

learning performed and be aware of assumptions and risks that can arise to ensure mitigation.  With 

pre-learning optimized, large labelled datasets may not be necessary, avoiding the tedious work of 

data labelling required with supervised and semi-supervised AI models. This together with the per-

formance benefits and the adaptability of these PTMs, we can see how adaptable they can be in a 

wide range of tasks [3]. Pre-trained AI models are therefore considered the ‘ready-made’ SOUP 

component that can provide the foundation for specific AI tasks.  According to current standards, 

they require no more control than existing SOUP in today’s medical device SDLC activities (e.g., 

APIs or development tools). Nevertheless, they bring with them multiple risks that are not yet well 

understood in the healthcare industry [33], [34].  The next section provides high-level risk categories 

for consideration.   

4.1 Risks and Mitigation in the use of Pre-Trained Models 

It is necessary to highlight some of the key risks that can be introduced from PTMs, presented in 

Table 4. Many of these risks are reflective of AI model development generally, though our focus is 

to ensure the developer and regulator understand the risks they are bringing into the SDLC [35].  

The risks should be understood early in the development lifecycle planned for assessment with the 

team versed in the origins of the model, the differences and similarities of layers, settings, data, etc. 

The architecture, pre-training and assumptions must be made known.   

Table 4.  Risks and Potential Mitigations to use of Pre-Trained Models in Medical Devices 

Risk Example Mitigation 

Security & Privacy Data poisoning, privacy leakage, 

model inversion, model theft, mem-

ber inference, exfiltration, backdoor 

attack, manipulation, exposed API 

and credentials, tampering, insecure 

components, unauthorized use of 

model/data. 

Full assessment of pre-trained model se-

lection and purpose with security and pri-

vacy controls in place. Model versioning, 

continuous monitoring, zero-trust for se-

cure deployment and maintenance. 
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Risk Example Mitigation 

Bias & Inequity Intrinsic bias (data, spatial, temporal, 

collection bias), extrinsic bias (task-

specific, Gen-AI biases), algorithmic 

bias (architecture, feature selection, 

loss function, metrics, training meth-

ods, competency, sampling, label-

ling, etc). 

Risk analysis and adequate controls; in-

cluding understanding source of data used 

in pre-learning, re-sampling controls, data 

balancing, independence, augmentation, 

filtering; de-biasing, competency; stand-

ardisation, etc. 

Transparency Awareness of pre-training model de-

tails for assessment; labelling / docu-

mentation with adequate information 

available 

Documentation availability for assessment 

and maintenance, taking account of guid-

ance in appendix. 

Performance  Metric suitability, adequacy; model 

drift assessment, over-fitting, under-

fitting, generalizability.  

Refinement and evaluation for model gen-

eralizability, taking account of guidance in 

appendix. 

Technical Suitability Architecture type, purpose, use case 

fit, data suitability to use case, etc.  

Assessment for suitability including layers, 

nodes, loss function, data, sample size, 

representativeness of population / problem, 

parameters, hyperparameters, etc. 

5 Standards under Development for AIeMD 

A systematic literature review has provided an analysis of standards released and under development 

for AIeMDs [36].  This paper confirms that there is still no sign of a work program initiated for pre-

trained AI models for healthcare, despite the ongoing developmental effort by standards organiza-

tions.  This includes International Electrotechnical Commission (IEC), having a global perspective 

and European Committee for Standardisation (CEN-CENELEC) that focuses on European regula-

tion and aims to meet the requirements of the EU AI Act [37].  CEN-CENELEC working groups 

are aware of the growing need for regulation and generative AI including LLM requirements that 

are under development as part of Joint Technical Committee JTC21.  The proposed amendment of 

ISO/IEC 22989 which addresses concepts and terminology touches on transformer algorithms but 

does not explicitly deal with pre-trained AI model requirements [38] that can utilize transformer 

algorithms [39].  Although ISO/IEC 42001 an AI Management System is released and can provide 

some level of governance over such AI models, it is not specific to PTM or indeed to healthcare 

[40].  Ultimately, this research agrees that when using PTMs, the “knowledge embedded in LLMs is 

not immediately accessible and requires careful extraction and efficient utilization to yield effective 

results” [41].  This requires full understanding of the source of the PTM where possible, including 

a complete set of details to evaluate suitability for use.  Alternatively, in the absence of available 

source data, a worst-case verification/validation approach should be taken by the manufacturer to 

mitigate risk.  This research suggests a new work item be introduced under IEC TC62, JTC21 or 

ISO/IEC JTC 1/SC42 as applicable, taking account of the evaluation proposed here. The character-

istics required for standardisation are summarised here.  

6 Characteristics Required for Standardisation 

Trainability. The efficacy of a PTM is not dictated by the amount of data it is trained on. There are 

a myriad of considerations to be taken into account when utilizing a PTM model and then become 

the legal manufacturer when releasing an AIeMD for use in healthcare. For example, research 

demonstrates that image classification transformers (encoders and decoders) based on characteristics 

of each pixel in an image, can be dependent on the transformer model’s performance [15].  Degra-

dation can arise as training continues. This is known as ‘catastrophic forgetting’. A model’s previ-

ously learned task can deteriorate as it learns new tasks [42].   

Transformer-based architectures offer improvements in semantic segmentation that are promising 

for applications in healthcare. The choice of transformer architecture, foundation model and bias-

aware evaluation must be understood by those who are developing them in healthcare.  Hence, the 

documentation associated with the PTM should describe the overall structure and origin of the PTM 

and transformer utilised. The suitability of the model should be thoroughly assessed.  Consideration 

should be given to whether the architecture in use is similar to the structure of a publicly available 

one; the difference should be assessed. If it is a proprietary structure, a detailed mathematical or 

https://en.wikipedia.org/wiki/International_Electrotechnical_Commission
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structural description is necessary. Understanding the precursor of pre-training is as important as the 

subsequent learning transfer, fine-tuning and testing that is required to deploy an AIeMD fit for 

purpose.   

One example in healthcare is the development of TELL 2.0 [43] which assesses cognitive deficit 

intended to support diagnosis.  A patient undergoes language-based tasks such as reading, writing, 

and recall tasks.  TELL 2.0 was built on RoBERTa, identified as a Robustly Optimized BERT Pre-

training model.  Research on RoBERTa demonstrated BERT was significantly undertrained in var-

ious tasks and it was shown that the selection of hyperparameters can have a significant impact on 

the final results [43]. When assessing the fine-tuned TELL 2.0 application the developers need to 

consider domain transfer risk and the use of tools such as PySentimiento [44], which is a python 

toolkit for opinion mining developed multilingually.  Its use in TELL 2.0 with RoBERTa has poten-

tial for linguistic mismatches in nuance, slang, accent, semantics and domain-specific terminology 

[45]. Misclassification of results across demographics can lead to inequitable outcomes across dif-

ferent populations and cultural groups.  The TELL 2.0 application, having been trained in Spanish, 

may be subject to yet further risks where TELL 2.0 technology is to be utilised as the basis of 

MemoryTell 1.0.  MemoryTell, a sub-set of cognitive deficits using similar tasks to identify memory 

deficits in English [45].  It is therefore essential that the technology on which these AI models are 

built are adequately understood to identify the risks and apply appropriate controls.  It is not difficult 

to anticipate that these risks can lead to false positives/negatives and result in patient anxiety at a 

minimum, where cognitive deficit is being considered.  This paper does not focus however, on the 

standards that are already covered or in development, such as AIeMD performance evaluation, risk 

management and AI test methods in healthcare [46].  What it does identify is the need to understand 

the opportunities for risk from PTMs specifically.     

Robustness. It is clear that many real-world applications struggle with accessibility of large datasets, 

leading to the need for transfer-learning from pre-trained AI models.  Some research is emerging 

that supports replacing deep net architectures with simple linear models where the model has been 

pre-trained on large language models such as Chronos and Time-MoE [47], [48].  Despite being 

lightweight, superior efficiency and robustness is claimed with various sampling rates and enhanced 

interpretability offered from the linear model [49].  Research such as this provides some confidence 

that a PTM can be utilized with limited fine-tuning and suggests that no manual tuning is required 

for subsequent deployment.  Caution is advised here where this approach is adopted by developers 

in medical devices, where more care is needed for selection and assessment of the model.  Appro-

priate documentation should reflect a clear understanding of the pre-training and model parameters.   

The documentation should describe the data augmentation methods, model weight initialization 

strategies, optimizers used, and the configuration of key hyperparameters during training to name a 

few.  

Generalization. The key to a good AI model is how it measures up in use, particularly in healthcare 

across multiple hospitals, clinics, settings, or user groups. Research has demonstrated that even do-

main-specific language models such as, the Swedish clinical language model (SweDeClin-BERT), 

which is a modified version of ClinBERT used for clinical note taking, required further specific fine-

tuning and additional refinement and evaluation in order to achieve adequate performance measures 

when adopted [28]. Swedish researchers downloaded SweDeClin-BERT, as having been training 

for medical use, for use as a means of detecting Adverse Drug Events from patient records.  Only 

after much refinement did they achieve performance scores in the range of 0.8 F1 based on fine-

tuning and additional annotating [28]. It is clear that any medical device manufacturer and AI de-

veloper will perform performance testing and standards are in development for this [50].  However, 

again no consideration is given to PTMs and the additional evaluation that may be needed in each 

case. It is not surprising that fine-tuning is required dependent on the use case, whereby different 

hospitals will document records differently; understanding the source data could help identify de-

velopment challenges earlier in the lifecycle and ensure there are less challenges to overcome in the 

SDLC. Transparency of the PTM is necessary to understand what is to be expected in development 

and maintenance.  

Transparency.  Given the brief summary of the risks identified above, the need for transparency is 

highlighted and also required under the EU AI Act [37].  The claim that interpretability is improved 

by linear model development may be so, but do we fully understand the PTM architecture to be able 

to make appropriate judgements and perform adequate testing [49].  Whilst full transparency and 
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interpretability of the PTM architecture may not be achievable, interpretability of the clinical deci-

sion-making and diagnostic parameters must be made clear when transferred into an AIeMD. Open-

source models in particular are accessible to interference of source code, algorithms, and data.  

Transparency is both necessary and helpful in understanding and predicting the risks and vulnera-

bilities.  Red-teaming is recommended and is performed by publishing teams such as Google, 

OpenAI, Meta, etc. with the aim of disclosing vulnerabilities [51].  This activity should be assessed 

as part of the model selection process where possible and key details reviewed for selection and 

suitability.  

Security & Privacy. Both model inversion attacks and membership inference attacks are of partic-

ular concern to privacy in these models [52].  The identity of sensitive data can be realized from the 

training data where the synthesized model is widely available. Data reconstruction can be achieved 

from latent vectors used in the pre-training process.  These risks are known amongst specialists but 

may not be widely understood by users, regulators and standards bodies creating AI standards for 

healthcare or medical device manufacturers. GitHub and Hugging Face among others are calling for 

more open-source support from the EU AI Act [52].  Hugging Face openly supports the use of Model 

Cards to help verify the source of these transformer models.  Model cards have appeared in the 

appendix of the recent FDA guidance on AI[53], though use of the Model Card is not widely under-

stood or mandated by EU standards to date [54].  If not Model Cards, then what? [54] We need 

standardisation to ensure models adopted are secure and adequately validated, or else we need guid-

ance and adequate controls to protect the AIeMD developer against these risks. Data poisoning and 

backdoor attacks are typical security risks that can be expected from open-source models. Due to 

the size of the dataset used in training, it is not possible to expect human intervention or inspection 

of all data and hence, there is a considerable reliance on the integrity of the code and data used.  

Research has shown us that adding a small amount of manipulated data can significantly change the 

model’s behavior, which has become known as data poisoning [52]. Although 100% check is not 

generally possible, a requirement for data poisoning checks is necessary.  Use of PTM expands the 

attack surface for an AIeMD and this requires additional controls [55].  

PTM Guidance Checklist.  Finally, in a bid to support AIeMD development and protect industry 

and healthcare stakeholders, a PTM guidance checklist is provided in the Appendix 1.  There may 

be overlap between the existing AI development activities (e.g., performance evaluation, threat mod-

elling, etc.) which are part of the current regulatory requirements. The checklist is provided to iden-

tify whether additional controls are warranted, depending on the source and architecture of a PTM 

selected for a particular use and risk case. By providing guidance in this manner, the AIeMD devel-

oper is forewarned and can incorporate necessary controls as appropriate into their QMS. This aims 

to reduce the overall burden for developers by integrating these guidelines into the existing SDLC 

and AI Development lifecycle as appropriate, as shown in Fig. 2.   

7 Conclusion 

As AI systems continue to scale in complexity and capability, PTMs have emerged as foundational 

assets in accelerating innovation.  Research demonstrates how PTMs are helping to overcome some 

of the key challenges including data and processing power accessibility and efficiencies. The up-

take of these PTMs cannot be underestimated. The need for thorough evaluation in development and 

deployment by medical device manufacturers must be further explored and standardised. Assess-

ments must include suitability, transparency, robustness, trainability, security and generalizability. 

Appropriate documentation should be made available by the providers of PTMs where possible.  

This makes it easier for the developer to be able to adequately assess the source and content of the 

PTM for suitability to the intended purpose and subsequent placement on the market.  In the event 

that 3rd party suppliers do not provide adequate information, the onus is placed on the legal manu-

facturer to ensure they adequately assess the risks posed from these SOUP items. 
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Fig. 2 Pre-Trained Model as a SOUP Item within a Medical Device SDLC 

It is clear from this research that additional considerations are necessary when we define PTMs as 

SOUP according to IEC 62304 [27]. These are not simply traditional SOUP items, but a special kind 

of SOUP, that requires due consideration and additional guidance for industry. It would be highly 

beneficial to industry to release the checklist provided here as a Technical Report (e.g., TR by IEC 

TC62), which is a level below a technical specification or standard required for compliance and 

would therefore be considered as guidance. Whilst the intention is not to further burden industry 

with additional regulatory requirements, it must support industry with the requisite knowledge for 

protection and safety of their organisations and their customers. A collective beneficial approach to 

PTMs is necessary in order to build on existing quality and reap the many health benefits promised 

from AI, whilst delivering trustworthy and ethical AIeMDs.    

 

Limitations. This research does not present all PTMs or all risks.  It serves to highlight salient aspects of the 

need for standardisation and thereby improve safety and security when using pre-trained AI models for use in 

healthcare.  The 5-question short-quiz discussed in this paper is limited in scope and reach and was used as an 

early indicator only, on which further research can follow.  
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Appendix 1: Pre-Trained Model Evaluation Checklist 

Type Consideration1    
Supporting Comment2 
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Is the AI model under development utilising 

a 'pre-trained model (PTM)' or ‘founda-

tional’ model? 

PTMs refer to those used in the development of AI medical devices. They are 

not limited to models specifically developed for medical devices. Sources of 

PTMs are diverse and may include: Medical device manufacturers, Third-party 

suppliers, Third-party service platforms, open-source networks, the types of 

PTMs, which may vary in modality and parameter scale.  

Has the provider of the PTMs described 

and/or provided all relevant details concern-

ing the model itself (architecture, layers, 

etc.), including the processes and methods 

used, and the datasets involved in training?  

Version identification (release version number), model architecture, training 

data and dataset construction methods, annotation methods, training process, 

model applicability, etc. Note:  This information can be provided as part of a 

Model Card, where suitable. 

Describe the existing architecture and the 

new architecture that will be developed; ex-

amine differences.  

The documentation should describe the overall structure and origin of the 

model. If the structure is a modification of a publicly available one, the differ-

ences must be detailed. If it is a proprietary structure, a detailed mathematical or 

structural description is required. 

Provide documentation with information 

about model nodes and functions; learning 

method. 

Number of nodes, neurons, distribution, activation functions, connection meth-

ods. Note: For non-neural network algorithms, describe the algorithm type and 

its basic units.  

Describe model parameters, hyperparameters 

and relationship to architecture. 

The documentation should describe metadata for parameters in each layer, in-

cluding number of nodes/neurons, relationships, categories.  

Describe the how the data is represented in 

the model and how it mirrors the model un-

der development.  Identify if changes are re-

quired to the model in development for the 

new use case. 

The documentation should describe how data is represented in the model, in-

cluding: level of abstraction, data types and scale, encoding methods (e.g., one-

hot, label encoding), pre-processing and post-processing steps. 

Describe data modality; what level of docu-

mentation is provided by 3rd party supplier? 

The documentation should describe the data modalities (type or form of data) 

used for training the PTM, such as speech, natural images, medical images, etc. 

If applicable, the medical data acquisition equipment should be specified. If 

simulation data was used for training, the data generation methods and proce-

dures should be described in detail. If applicable, information about data annota-

tion should be included, such as the source, quantity, and quality of annotations 

 
1 Considerations are sourced from 1st Author’s AICM process in development as part of larger project Trustworthy AIeMD [11] 
2 Developed from AICM and review against YY/T 1833.5 Chinese Standard for completeness [12] 



 St John Lynch, N. et al.   

Type Consideration1    
Supporting Comment2 

  

Data volume and breakdown; what level of 

documentation is provided by 3rd party sup-

plier? 

The documentation should specify the total amount of data used to train the 

PTM. If applicable, the volume of each data modality should be described. The 

data partitioning method used during pre-training should be explained, including 

the volume of training, validation, and test sets, as well as any distribution dif-

ferences among them. 

Data quality; what level of documentation is 

provided by 3rd party supplier? 

The documentation should describe the quality of the data used for training the 

PTM. Examples include accuracy, completeness, and consistency.  Accuracy 

may not be a relevant metric for healthcare activities.  For example, cancer de-

tection relies highly on sensitivity (recall) to ensure a positive case is not missed 

and that over-burdening the healthcare system still further does not occur 

through false positives.  Sensitivity is better when predicting rare events like 

some cancer detection. Where datasets are imbalanced, metrics such as AUC-

ROC or F1 score are important in understanding performance across patient 

groups.  AUC-ROC are discriminative across thresholds but insensitive to prev-

alence. The criteria used to select training data should be explained, such as data 

source, reliability, relevance, and data cleaning procedures.  It is important to 

align predicted probabilities with observed outcomes for critical clinical deci-

sions.  

Describe the interpretability of the model 

and the level of additional development re-

quired to meet interpretability and transpar-

ency objectives.  

Interpretability is essential for ethical and regulatory transparency. It helps iden-

tify biases and ensures fairness in model decisions. Consider the following: the 

model’s internal mechanisms, relationship between spatial outputs and internal 

features, ability to extract meaningful information from learned features. 
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Does the data comply with data management 

procedures/ standards? 

Yes/No. Provide reference to Data Management SOP and provide description as 

to how the PTM complies with existing procedures/standards or actions taken to 

address any deficits. 

Data privacy. What level of documentation 

is provided by 3rd party supplier? 

If applicable, the documentation should describe the technical measures used to 

protect subject privacy, such as data de-identification and anonymization. The 

rules for these privacy protection methods should also be described. 

Baseline Performance; what level of docu-

mentation is provided by 3rd party supplier?   

The documentation should describe the baseline performance of the PTM on the 

source task, including results on the training, validation, and test sets. 

Original source tasks used to Train the PTM; 

what level of documentation is provided by 

3rd party supplier? 

The documentation should describe the source task used for training the PTM 

and the learning method adopted 

Training Settings, Test Settings and Config-

uration; what level of documentation is pro-

vided by 3rd party supplier? 

The documentation should describe the data augmentation methods, model 

weight initialization strategies, optimizers used, and the configuration of key hy-

perparameters during training. 

Task Domain; what level of documentation 

is provided by 3rd party supplier? 

The documentation should describe the task domain of the source task used dur-

ing the generation of the PTM. If multiple source tasks were used, all corre-

sponding task domains should be described. 

Model Applicability; what level of documen-

tation is provided by 3rd party supplier?  De-

scribe original model training, fine-tuning 

necessary and subsequent development, test-

ing necessary to achieve intended purpose. 

The documentation should describe the data modalities applicable for forward 

inference using the PTM. If applicable, it should also describe the data modali-

ties that can be processed after fine-tuning the model. 

Note 1: PTMs may be designed for general-purpose data modalities or specifi-

cally for medical images (e.g., MRI, CT scans) or medical text (e.g., Electronic 

Health Records).  Note 2: Forward inference refers to the process of applying a 

trained machine learning model to specific tasks, such as segmentation, classifi-

cation, or enhancement in medical decision support. 

Task Type; what level of documentation is 

provided by 3rd party supplier?  How does 

this meet the intended purpose and ability to 

make generalisations in the intended popula-

tion? 

The documentation should describe the types of tasks suitable for forward infer-

ence using the PTM (e.g., image segmentation, image classification, signal 

recognition), the similarity between source and downstream task domains, the 

scenarios and sample formats the model can handle, and the expected perfor-

mance. If applicable, it should describe robustness and generalization testing 

methods for downstream tasks. 

Environment; what level of documentation is 

provided by 3rd party supplier?  Use envi-

ronment (research, clinical use, etc.), techno-

logical requirements, libraries, hardware, etc. 

The documentation should describe the hardware resources and software envi-

ronments suitable for model inference and training. 

Note: This includes computing power and resources required for running the 

PTM (e.g., CPU, GPU, server nodes), measured by metrics such as FLOPS or 

operations per second. It also includes computing and software requirements for 

fine-tuning and deployment in AI medical devices. 

Downstream Training required; what level of 

documentation is provided by 3rd party sup-

plier? of pre-training and what additional 

training is necessary?  What level of bias can 

be introduced from pre-training on 

wider/broad sample of data? 

The documentation should describe the data requirements for transferring the 

PTM to a new downstream task domain, especially when the output space map-

ping changes. The output space mapping is a set of all possible outputs a model 

or system can produce (e.g., set of all possible diagnoses). This should include 

the required dataset (volume, modality, etc.). If applicable, it should describe the 

training settings used during fine-tuning, such as data augmentation and training 

methods and any potential for bias from the original training prior to transfer. 

Assess intended purpose for the PTM; what 

level of documentation is provided by 3rd 

party supplier?  

A technical report should be generated to serve as evidence for verifying the 

quality of the PTM. 

Privacy Protection; what level of documenta-

tion is provided by 3rd party supplier?  What 

The provider should declare the privacy protection measures adopted by the 

model, meeting the following requirements: Use appropriate techniques (e.g., 

differential privacy) to prevent leakage of training data, including distribution 
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additional measures are necessary if assum-

ing zero trust principle? 

and individual data inference. Ensure protective measures are in place for data 

upload and storage operations generated by the model code. 

General methods for Quality Compliance of 

PTMs; What additional requirements/proce-

dures are necessary to ensure PTM is ade-

quately evaluated for its intended purpose? 

The quality evaluation of PTMs includes assessment of the model description, 

quality characteristics, and other relevant aspects. The model provider should 

submit the PTM itself, its documentation, and other necessary materials for 

evaluation. 

Q
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Trainability; what level of documentation is 

provided by 3rd party supplier?  Consider 

compatibility of methods used in pre-training 

and fine-tuning; and underfitting/overfitting.  

The provider of the PTM should declare the model’s trainability indicators and 

provide evidence. If applicable, indicators such as loss function values and the 

degree of fit to the target data distribution should be used.  For example, the loss 

function refers to the method chosen for optimization (i.e., optimization objec-

tives).  This optimization objective is what guides the model during training. It 

is important to ensure that the objective used by the PTM is suitable for use in 

the fine-tuned medical model.  For example, cross-entropy loss is common in 

classification, however, in healthcare, a need for domain-specific function, such 

as Dice Loss, may be needed for medical image segmentation because it handles 

class imbalance better when lesions are small compared to a whole image. The 

loss function should be explained in relation to the data characteristics (bal-

anced/imbalanced data sets, noisy data, size of lesion if imaging is being per-

formed, etc.).  Note: Trainability refers to the model’s ability to be iteratively 

optimized during training. 

Architectural Scalability; what level of docu-

mentation is provided by 3rd party supplier? 

What assumptions are drawn from pre-train-

ing and model under development as part of 

SDLC.  What additional architectural 

changes are necessary for intended purpose?  

The provider should declare whether the model architecture can improve infer-

ence and training efficiency by increasing computational resources. Require-

ments for computing power and resources should be specified, along with writ-

ten evidence. If applicable, minimum and maximum hardware configurations 

should be described. Architectural scalability primarily refers to a model’s abil-

ity to support and adapt to varying levels of computational resources. This in-

cludes the model’s compatibility with different deployment environments and 

its ability to scale up or down based on available hardware. The description of 

validated deployment environments for PTM should include the following: AI 

Server Specifications such as details of a single AI server with specified compu-

tational capabilities and architecture; Maximum supported model parameters 

and structure; Server computing power; Number of integrated AI accelerator 

cards; Interconnection methods between accelerator cards; Types of AI acceler-

ation processors used; Maximum Supported AI Accelerator Cards such as the 

number of AI accelerator cards that can be supported by the deployment set-up 

and the strategy used for distributed parallel model partitioning. 

Transferability; what level of documentation 

is provided by 3rd party supplier?  What 

quality metrics / measures are provided and 

what will be taken forward into development 

as part of claims.  What will not be taken 

forward? Document rationale. 

The provider should declare the expected performance of the PTM after fine-

tuning for downstream tasks in AI medical devices and provide written evi-

dence.  For example, performance measures should be suitable for the task. Suit-

ability of metrics should be assessed based on risk management activities and 

having a clear understanding of the clinical outcomes associated with the learn-

ing methods used in pre-training as well as fine-tuning.  Understanding of scien-

tific validity (reliability concepts), technical validity and clinical validity must 

all be assessed.  

Model Efficiency; what level of documenta-

tion is provided by 3rd party supplier?  What 

additional resources are necessary for in-

tended purpose in use environment(s)? 

The provider should declare the efficiency of the PTM, including inference 

computation load, resource utilization, and accuracy (or suitable metrics), and 

provide written evidence. Suggested metrics include: Computation required for 

forward inference. Utilization of computing power and storage. Accuracy and 

inference time under different hyperparameter configurations (e.g., parameter 

count).  Relevant metrics beyond accuracy or in place of that are appropriate to 

the domain and learning objective.   

Result repeatability and consistency; what 

level of documentation is provided by 3rd 

party supplier?  Does the repeatability re-

main constant when updated for intended 

purpose; what additional quality metrics and 

objectives are necessary to achieve? 

The provider should declare the repeatability of the model’s output, ensuring 

consistent results when give the same test data. 

Note: Consistency means the output’s meaning remains the same. For quantita-

tive outputs, values should be identical or within the same range; for descriptive 

text, the semantic meaning should be consistent. 

Robustness; what level of documentation is 

provided by 3rd party supplier?  How robust 

is the model to meet its intended purpose? 

The provider should declare the model’s robustness, ensuring it can produce 

correct outputs on datasets with varying diversity and domain deviations. Re-

quirements include: Performance under noisy input data. Ability to generalize to 

out-of-distribution (OOD) data points. 

Generalisability; what level of documenta-

tion is provided by 3rd party supplier?  What 

additional considerations are necessary for 

generalisability to new intended purpose? 

The provider should declare the model’s generalization ability and provide writ-

ten evidence. If applicable, differences between the training dataset and real-

world unfamiliar samples should be analysed based on the model’s intended use 

and environment 

Adversarial Security; what level of docu-

mentation is provided by 3rd party supplier?  

What additional measures are necessary if 

assuming zero trust principle? 

The provider is encouraged to declare the model’s adversarial security. If appli-

cable, examples should be provided showing the types of adversarial attacks 

handled and the model’s performance under such conditions. 
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Evaluation of PTM Documentation shall be 

maintained. 

The evaluation should verify the completeness and accuracy of the model de-

scription provided in the documentation, ensuring it meets the requirements out-

lined above. For widely used PTMs, the format of the documentation may be 

adapted based on actual circumstances 

Is the description of the Pretrained Model 

complete? 

The evaluation should verify the completeness and accuracy of the model de-

scription provided in the documentation, ensuring it meets the requirements out-

lined in Section 4. For widely used PTMs, the format of the documentation may 

be adapted based on actual circumstances 

Is the trainability of the PTM adequately 

documented for evaluation against the in-

tended use? 

Using the training examples and settings (including hyperparameters and appli-

cable environments) provided by the model provider, the model should be 

trained. The convergence curve of the loss function should be recorded to deter-

mine whether the results meet the requirements.  Ensure the loss value on the 

training set is plotted against the loss on the validation set over training to check 

for overfitting.  

Is the Architecture adequately described to 

assess the ability to scale for its intended 

use?  

Adjust the hardware resources and software environment used for training and 

deploying the model. Record changes in inference and training efficiency to de-

termine whether the results meet the requirements of  

Is the PTM appropriate for transfer for use in 

development or as a use-as-is SOUP within 

the SDLC? Identify additional requirements 

to be controlled as applicable.  

Using the training examples and settings (including training methods and data 

augmentation techniques) provided by the model provider, test the model’s per-

formance on downstream tasks. Record performance metrics to determine com-

pliance with transferability requirements. For models tested on public datasets, 

evaluate their performance on downstream tasks using those datasets to deter-

mine compliance.  Note 1: Performance metrics may include, but are not limited 

to, those listed in this checklist. Note 2: Transfer learning is typically achieved 

through fine-tuning, such as low-rank adaptation for large language models or 

supervised fine-tuning 

Has the model’s efficiency been adequately 

assessed?  

Conduct forward inference using the PTM on relevant data. Evaluate compli-

ance with model efficiency requirements based on: a) Required computation for 

inference b) Utilization of computing power and storage c) Performance and in-

ference time under different parameter configurations 

Has the original output been demonstrated to 

be repeatable as published by 3rd party pro-

vider with same or different intended pur-

pose? 

Use identical test cases to perform inference and verify whether the model con-

sistently produces the same output, in accordance with Output Repeatability re-

quirements. 

Has the PTM demonstrated robustness in 

line with project objectives, measures, for 

existing/new intended purpose? 

Evaluate the model’s performance across applicable task domains, scenarios, 

sample formats, and expected outcomes to determine compliance with Robust-

ness requirements. 

Has the PTM demonstrated generalisability 

in line with existing/new intended purpose? 

Use test sets that were not included in the training data to evaluate the model’s 

ability to generalize. Determine compliance with Generalisability requirements. 

Methods for Generalisability assessments should be documented and a reference 

provided to the selected methods chosen for generalization testing. 

Has the PTM demonstrated appropriate secu-

rity methods and controls? 

Create test cases to verify that the model’s inference results are not misled by 

adversarial samples. Use black-box or white-box methods to generate adversar-

ial perturbations and test the model’s resistance to such attacks. Determine com-

pliance with Security Requirements. 

Has the data been subject to Privacy Protec-

tion and what additional measures if any are 

required? 

Review the privacy protection measures implemented in the PTM to determine 

compliance with Privacy Protection requirements. 

Include subgroup combination Testing of 

PTM and as part of developed model per in-

tended use. 

Group cases with similar characteristics into subgroups, then combine samples 

from different subgroups to form a diverse test set. During testing, the model 

should be able to make predictions across all subgroups without significant sta-

tistical bias between them. (Specific statistical methods should be selected based 

on the task.).  Independent and competent assessment of in-built pre-existing 

bias and potential for newly introduced bias should be documented. 
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Include stress sample testing of PTM and as 

part of developed model per intended use. 

Use atypical or hard-to-classify samples from the target database to test model 

performance. The model should meet the baseline performance claimed by the 

provider even on these challenging samples 

Include natural noise sample test cases. 

Select samples with high levels of natural noise from the database and test the 

model’s recognition accuracy. The model should produce correct results despite 

the noise.  Note: "Natural noise" is a relative concept. Depending on the task 

and performance requirements, appropriate metrics should be used to measure 

noise levels and determine thresholds. 
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Faulty Sample Test; ensure tests include 

non-possible test cases to ensure erroneous 

outputs are avoided. 

Include samples of other types or mix clearly incorrect samples into otherwise 

valid data. The model should be able to avoid being misled and should not pro-

duce erroneous results.   

Review adequacy and appropriateness of 

Performance Metrics used in Pre-training.  

Identify additional performance metrics re-

quired for subsequent testing following fine-

tuning and release in healthcare.  

Provide risk assessment and rationale for choice of metrics ensuring all reasona-

bly foreseeable risks are mitigated and statistical assumptions are documented. 

Ensure appropriate Image Classification 

metrics are used; provide rationale for appro-

priateness and assessment of continuation of 

use based on intended use in healthcare 

For PTMs used in image classification tasks, the following metrics are com-

monly used: Accuracy: Percentage of correctly classified images out of the total. 

Precision: Proportion of true positive predictions among all positive predictions. 

Recall: Proportion of true positive predictions among all actual positives. F1 

Score: Harmonic mean of precision and recall.  
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Image Segmentation; provide rationale for 

segmentation metrics and assessment of con-

tinuation into use into intended use. 

For PTMs used in image segmentation tasks, the following metrics are com-

monly used: Intersection over Union (IoU): Measures overlap between predicted 

and ground truth masks. Dice Coefficient: Similar to IoU quantifies overlap be-

tween predicted and ground truth masks. Pixel Accuracy: Percentage of cor-

rectly classified pixels.   

Text Processing; provide appropriate metrics 

for evaluation of PTMs and assessment of 

continuation into use based on intended use 

in healthcare. 

For PTMs used in text processing tasks, the following metrics are commonly 

used: e.g., Precision; Recall; F1 Score. 

 


