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Introduction to AI in 
Healthcare

Definitions and Growth of AI in Healthcare



Artificial Intelligence (AI)

— systems performing 

tasks requiring human 

intelligence; includes 

symbolic (i.e., rules based) 

and statistical methods. 

Machine Learning (ML) —

subset of AI where 

algorithms learn patterns 

from data; includes 

supervised, unsupervised, 

reinforcement learning

Deep Learning (DL) — ML 

with multi-layer neural 

networks (CNNs, RNNs, 

Transformers) for 

perception and language 

and more!

Note — ‘AI’ in devices 
typically refers to 
ML/DL models trained 
on clinical data or 
rules embedded in 
device logic or a hybrid 
of these.

Generative LLM, LIMs 
and Multimodal 
models are on the rise 
in development.



A typical Neural Network

• A set of neurons in a neural network. Three 
common types of layers are as follows:

• The input layer, which provides values for all 
the features.

• One or more hidden layers, which find nonlinear 
relationships between the features and the label.

• The output layer, which provides the prediction.

For example, the following illustration shows a 
neural network with one input layer, two hidden 
layers, and one output layer.



https://www.researchgate.net/publication/335165437_Applications_of_Deep_Learnin

g_to_Neuro-Imaging_Techniques



CNN

Salehi, A.W.; Khan, S.; Gupta, G.; Alabduallah, B.I.; Almjally, A.; Alsolai, H.; Siddiqui, T.; Mellit, A. A Study 
of CNN and Transfer Learning in Medical Imaging: Advantages, Challenges, Future 
Scope. Sustainability 2023, 15, 5930. https://doi.org/10.3390/su15075930

Convolutional Process



Summary of Architectures used in 
Medical Use Cases

Architecture Key Innovation Typical Uses

LeNet Early CNN blueprint Simple vision tasks

AlexNet ReLU, GPU training General image classification

VGG Deep, simple stacks Feature extraction

Inception Parallel multi-scale convs Efficient large-scale models

ResNet Skip connections
Deep architectures, medical 

imaging

DenseNet Dense connectivity Efficient feature reuse

MobileNet Lightweight CNN Mobile/edge AI

EfficientNet Compound scaling High-accuracy efficient models

U-Net Encoder-decoder for segmentation CT/MRI segmentation

3D CNNs 3D convolutions Volumetric imaging



Supervised

Learn from labeled 

examples

Used for diagnosis, 

classification, risk 

prediction

Requires curated 

labels; common in 

medical imaging

Unsupervised

Detect structure 

without labels

Used for clustering, 

anomaly detection, 

representation learning

Useful when labels are 

scarce

Reinforcement

Learn policies via 

reward signals

Applied in control 

systems and treatment 

optimization research

Requires simulation 

and safe exploration

Learning Paradigms: Supervised, 
Unsupervised, Reinforcement



FDA Accepted AI/ML 
Devices at May 2024

Dating back to 

• 1995 (n=1), 

• 1997 (n=1), 

• 1998 (n=1), 

• 2008 (n-5), 

• 2018 (n=64)

• 2023 (n=221)

https://www.fda.gov/medical-devices/software-medical-device-samd/artificial-

intelligence-and-machine-learning-aiml-enabled-medical-devices

1,357 FDA-authorised 

AI/ML medical devices as 

of Feb 20, 2026 – not an 

exhaustive list!



Typical AI Risk Failures

AI Failure Risk Example Clinical Scenario What Can Go Wrong

False Negative (missed finding) AI misses a small pneumothorax on ER trauma CT
Delayed recognition → respiratory deterioration; patient may 

not receive urgent chest tube placement.

False Positive (incorrect flag) AI flags a benign lung nodule as suspicious
Unnecessary follow-up CT, invasive testing, radiation 

exposure, patient anxiety.

Data Bias / Poor Generalization
Model trained mostly on adult data used on paediatric chest 

X-rays

Misclassification due to anatomical differences → incorrect 

triage or missed pathology.

Dataset Shift / Model Drift
Hospital upgrades to a new CT scanner with different 

reconstruction algorithms

AI performs worse because image characteristics differ → 

increased error rate.

Out-of-Distribution Imaging
Motion-blurred MRI or metal-artifact-heavy CT is analyzed by 

AI

AI misreads pathology or fails to detect key findings due to 

unfamiliar image artifacts.

Automation Bias (over-trusting AI)
Radiologist assumes AI’s “no PE detected” output is correct on 

CT pulmonary angiography

Human reviewer may miss an embolus if they defer too 

heavily to AI judgment.

Low Explainability
AI labels an area as “possible stroke” on non-contrast head CT 

with no explanation

Clinician unsure if model is hallucinating → wasted time 

validating or misprioritizing care.

Failure on Rare or Atypical Presentations
Patient has an uncommon congenital heart defect not 

represented in training data

AI missegments anatomy → incorrect measurements or 

misleading diagnostic cues.

Workflow / Integration Issues AI triage alert fails to appear in PACS due to interface error
Critical, time-sensitive findings (e.g., intracranial hemorrhage) 

are not escalated.

User Interface (UI) Misinterpretation
AI displays a “confidence score” that clinicians assume reflects 

diagnostic certainty

Over- or under-weighting AI advice → misprioritization of 

patient cases.

Security / Cyber Vulnerability Ransomware attack corrupts CT images before AI evaluation
Corrupted images mislead AI → unsafe outputs or system 

downtime delays diagnosis.



Risk Mitigation Strategies

AI Failure Risk Mitigation Strategies

False Negative 

(missed finding)

• Mandatory human review of all AI-negative high-risk 

studies •

• Use AI as second-reader, not replacement 

• Regular audit of FN rates

False Positive 

(incorrect flag)

• Radiologist final authority on interpretation 

• Threshold tuning to reduce false alarms 

• Implement double-reading for flagged cases

Data Bias / Poor 

Generalization

• Diverse, representative training datasets 

• Local validation before deployment 

• Continuous performance monitoring by demographic 

group

Dataset Shift / 

Model Drift

• Re-validation after equipment changes 

• Periodic retraining or recalibration 

• Drift monitoring systems with alerts

Out-of-Distributio

n Inputs

• Automated OOD detection (flag degraded images) 

• Image quality checks before AI analysis 

• Radiologist prioritization of artifact-heavy scans

Automation Bias 

(over-trusting AI)

• Training on cognitive bias awareness 

• Require independent human interpretation 

• Interface design that discourages blind acceptance

AI Failure Risk Mitigation Strategies

Low 

Explainability

• Prefer models with saliency maps or 

interpretable outputs 

• Educate clinicians on how to interpret AI 

confidence 

• Provide structured reasoning summaries where 

possible

Failure on Rare 

/ Atypical 

Cases

• Human override capability 

• Specialist review workflows for rare disease 

populations 

• Continuous enrichment of datasets with rare 

cases

Workflow / 

Integration 

Issues

• Robust IT QA processes 

• Direct alert redundancy (SMS, dashboard, EHR 

flag) 

• Regular integration testing

UI / Usability 

Problems

• UI standardization and clear labelling 

• Clinician training on meaning of scores 

• Color-coding and tiered alert design

Security / 

Cyber Risks

• Regular cybersecurity audits 

• Encrypted data pipelines 

• Fail-safe mode to block AI use during 

suspicious activity



Regulatory expectations — technical file, clinical 

evidence, risk management, post-market surveillance 

aligned with FDA/region-specific guidance

Standards & frameworks — apply ISO 13485, IEC 62304, 

IEC 62366 and relevant AI assurance frameworks

Documentation needs — datasets, labeling protocols, 

model architecture, validation results, monitoring plan, 

update governance

Regulatory trend — FDA approvals growing (>1000 

AI-enabled devices by 2025 ); 

emphasis on real-world monitoring

Regulatory Context 
— Standards, 
Documentation, 
Evidence for AI 
Devices



My Research Approach
Trustworthy AI-enabled Medical Devices in Healthcare



My Research Design



What is Trustworthy AI?
And why do we need it? 

EU Ethical Guideline 2019



Ethical Foundations and Trust in AI-eMD

© St John Lynch. N. (2025)

AIeMD Standards: A Multidisciplinary Literature Review

https://doi.org/10.1007/978-3-031-71139-8_8


© St John Lynch. N. (2025)

In the beginning….



Semi-Qualitative 
Interview (SQI)

Company AI Type Treatment Type Country

Siemens-Healthineers ML-Locked Radiology Pakistan

MD101
ML/LLM -

Locked

Radiology & support of other 

developers (LLMs)
France

Blackford Analysis (AI 

Partner)
ML

Software support Partner for 

delivering AI results
Scotland

Varian Medical Systems 

Imaging Laboratory GmbH
ML-Locked

Radiography imaging for 

specialist Cancer Treatment 
Switzerland

GE Healthcare ML-Locked
Patient Monitoring (Cardiac 

Health)
Europe

ASCO Group ML-Locked Radiography imaging Bucks, UK

BlueBridge Technologies ML-Locked Respiratory Ireland

QAIR
DL-Locked 

ML-adaptive

Respiratory imaging; robotic AI 

surgery; laparoscopic surgery; 

genomic tumour profiling.

The 

Netherlands

Elekta ML-Locked Various
The 

Netherlands

Communitech

ML-Locked, 

ML-Adaptive / 

LLM

Various with students doing 

LLMs in basements.
Canada

Brain Lab
ML-Locked/ 

Adaptive

Radiology & Image-based 

Surgery
Germany

• No regulatory requirements

• Continue to comply with IEC 62304

• Waiting for AI Standards

• Not clear how to measure (metrics)

• Cross-validation used; not accepted by 

FDA for clinical proof

• Heavy reliance on “locked” ML 

• Not clear on risks (drift, degradation)

• Development continues without 

documented procedures

• Greatest Challenge: lack of data

• Post-market surveillance uses traditional 

methods, complaints, etc.

• Not clear how to incorporate Ethics or 

Explainability (XAI)







Ethics, Lawfulness and Robustness Model

https://eprints.dkit.ie/id/eprint/935



An AI Development Lifecycle within SDLC

© St John Lynch. N. (2025)





© St John Lynch. N. (2025)





Integrated AIDL 
Framework is 
copyright of 
St John Lynch, 
N. (2025) & DkIT 
as part of PhD 
Research



Standards
State of the Art (SoTA)



Harmonised Standards 
and State of the Art 
(SoTA) in Healthcare

Base Level Functional Level
Application Level

Check out this link 

for work 

programme

https://www.iec.ch/ords/f?p=103:23:120658415506016::::FSP_ORG_ID,FSP_LANG_ID:1361,25


IEC 63450 Test Methods for V&V

• Test Strategy & Planning

• Data Quality

• Bias and Fairness including some mitigation techniques

• Methods for Algorithm Modelling & Selection (e.g. cross-
validation)

• Performance Characteristics

• Transparency Requirements

• Explainability (LIME, SHAP)

62/520/CD Committee Draft

Circulated 16 Aug 2024. 

Closing date for comments 01 Nov 2024.  



IEC 63521 - Performance Evaluation



Robustness Properties using Statistical 
Methods

• Stability

• Sensitivity

• Relevance

• Reachability

• ….



Measurement & Metrics
ISO/IEC DIS 24029-3 and others



Accuracy — (TP+TN)/Total: overall 

correct predictions

Sensitivity (Recall) — TP/(TP+FN): 

detects positives; critical for 

screening

Specificity — TN/(TN+FP): avoids 

false alarms; reduces workflow 

burden

AUC / ROC — Area under curve: 

discrimination across thresholds

Bias & Equity — Performance gaps 

(%): measure across subgroups; 

often under-measured (17% always 

measured)

Clinical implication — High 

sensitivity can increase false 

positives; balance per use case

Equity note — Health equity metrics 

rarely always measured: 17%

always measured in surveys

How We Measure Models —Accuracy, Sensitivity, Specificity, AUC, 
and Bias



Accuracy – is it always the best metric?
Accuracy = (TP + TN) / (TP + TN + FP + FN)

the proportion of correct predictions (both true positives and true negatives out of all predictions). 

A perfect model would have zero false positives and zero false negatives and therefore an 
accuracy of 1.0, or 100%. 

Because it incorporates all four outcomes from the confusion matrix (TP, FP, TN, FN), given a 
balanced dataset, with similar numbers of examples in both classes, accuracy can serve as a 
coarse-grained measure of model quality. 

However, when the dataset is imbalanced, or where one kind of mistake (FN or FP) is more costly 
than the other, which is the case in most real-world applications, it's better to optimize for one of the 
other metrics instead. 

For heavily imbalanced datasets, where one class appears very rarely, say 1% of the time, a model that predicts 
negative 100% of the time would score 99% on accuracy, despite being useless.

https://developers.google.com/machine-learning/crash-course/classification/thresholding#confusion_matrix


ISO/IEC TS 4213:2022



The true positive rate (TPR), or the proportion of all 
actual positives that were classified correctly as 

positives, is also known as recall.

Another name for recall is probability of detection

A hypothetical perfect model would have zero false negatives and therefore a recall (TPR) of 1.0, which 
is to say, a 100% detection rate.

In an imbalanced dataset where the number of actual positives is very low, recall is a more meaningful 
metric than accuracy because it measures the ability of the model to correctly identify all positive 
instances.



F1 Score – harmonic mean

Harmonic mean (a kind of average) of precision and recall

This metric balances the importance of precision and recall, and is preferable to accuracy 
for class-imbalanced datasets. 
When precision and recall both have perfect scores of 1.0, F1 will also have a perfect score 
of 1.0. More broadly, when precision and recall are close in value, F1 will be close to their 
value. 
When precision and recall are far apart, F1 will be similar to whichever metric is worse.



Confusion Matrix



Guideline for Performance Metrics
Metric Guidance 

Accuracy

• Indicator only of model training progress/convergence for 

balanced datasets

• Use in combination with other suitable metrics

• Understand use in imbalanced datasets and provide rationale for 

use and risk assess

Recall 
(True positive rate)

• Use when false negatives are more expensive than false positives

False positive rate • Use when false positives are more expensive than false negatives 

Precision
• Use when it is important for positive predictions to be accurate 

(clinical diagnosis of disease)



Overfitting – a common problem

Overfitting means creating a 
model that matches 
(memorizes) the training 
set so closely that the model 
fails to make correct 
predictions on new data.

Performs well in the lab but is 
worthless in the real world.

https://developers.google.com/machine-learning/glossary#overfitting
https://developers.google.com/machine-learning/glossary#training-set


Selection bias: missing 
data, sample bias, 
coverage bias, or restricted 
access to patient data.

Interpretation bias: 
systematic difference in 
treatment of certain 
patient groups by different 
individuals.

Bias by confounding 
variables: causing the 
MLMD to believe in false 
cause-and-effect 
relationships.

Experimenter's bias: 
training continued until 
output agrees with 
trainer's pre-existing 
beliefs.

Explanation of 
Bias
Understanding the types and 
sources of bias that impact MLMD 
safety and performance

Ref. ISO/IEC TR 24971-2



Data Management is an essential process

Independence in critical



3rd Party Pre-Trained AI
Models

Evaluating Open / Closed Source

3rd Party Pre-Trained Models

https://eprints.dkit.ie/id/eprint/975/


LLM Medical 
Pre-trained 
Models

© St John Lynch. N. (2025)



Pre-Trained 
Vision Models

(aka 
Foundation 
Models)

© St John Lynch. N. (2025)



What’s the 
problem?

© St John Lynch. N. (2025)



More AI-related risks; 3rd Party SOUP
Data Poisoning - Injecting corrupted or inauthentic data into datasets for training compromises 
the integrity of AI. The impact could be inaccurate diagnoses, which could cost lives and break 
down trust in the healthcare system.

Model Evasion - What if adversarial data became part of a learning model? That's the gist of 
this technique, and it could affect how medical devices with AI diagnose. They could be wrong, 
endangering patients and possessing

Model Inversion – stealing or exploiting an AI model and/or access sensitive information. 
Attackers can employ model inversion on predictive models for diagnosis, violating patient 
privacy and undermining trust.

Performance Drift - Predictive accuracy from new inputs "drifts" from the model's performance 
during training. In short, it impacts the model's accuracy, possibly resulting in erroneous 
diagnoses and unnecessary treatments.

Bias - When AI learning models learn from datasets that aren't diverse, it could limit what 
populations can safely use the devices for diagnoses. Misdiagnosis or failure to recognize 
conditions could lead to further mistrust from marginalized communities.

And more, data leakage, overfitting, etc.



No problem –
Just evaluate

© St John Lynch. N. (2025)



EU AI Act
Proposal Solution for Simplification of MDR/IVDR and impact to AI 

Act 2024/1689

Check out paper accepted by Journal of 

Medical Device Regulations in May 2026 

and DkIT Stór for Open Source Papers
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Any Questions?


