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Abstract

Wireless Body Area Netnk (WBAN) based applications are gaining popularity due to recent
advances in sensor technology, integrated circuits, mobile apps and wireless communication.
The literature reviewconducted as part of this researtidicates that the mosthallenging

issues related to developing a WBAN based healthcare application are energy efficiency,
antenna design, assuring quality of service, and security and privacy. WBAN applications
operate in environments where people may have open internet ane¢ssy the application
vulnerable and open to larger attack surfaces. Attacks can affect the performance and

availability of the service, sometimes leading toflifieeatening situations or even death

Throughthe literature review andan interview with me WBAN development organisation,

this research has identified that assuring security and privaale collecting, transmitting,
processing, and storing personal health record (PHR) data is a key challenge for developers.
The reasons for this challengecinde (i) developers have limited knowledge of market
specific regulatory requirements and standards, and (ii) there are a vast number of controls
with insufficient implementation detail. The literature review also found no complete solution
exists for assring data security and privacy while also meeting the regulatory requirements

for WBANbased healthcare applications

To address these challenges for assuring security and privacy, this research has developed a
data security and privacy risk managemeWwtBANSecRM) framework that will assist the
developer in assuring security and privacy of the data and put them on the path to regulatory
compliance. The framework outlines thecess to identify thést of assets, threats, and
vulnerabilities specific toWBAN applicatios. The framework also consists of a
comprehensive list of controls, along with implementation detaiinitigate thehreatsand
vulnerabilities The framework halseenvalidated by implementation in an organisation that

develops WBAN apphtions andwvasfurther validated by expert review



Glossary Of Terms

WBAN- Wireless Body Area Network
WSN- Wireless Sensor Networks

UWB- Ultra-wideband is a radio technology that can easily use a low energy level for short

range,high-bandwidth communications
QoS- Quality of Service

e-PHI - Electronic Protected Health Information is information that is produced, saved,

transferred, or received in an electronic form

PlI - Personally Identifiable Information, which makes it possieitiner directly or indirectly,

the identification a person to whom the information relates

PHR - Personal Health Record is a collection of an individual's hesdthted information.
PHR data include electronic patient health information and personahtiftEation

information

DDoS- Distributed Denial of Service technique that uses numerous hosts to perform the attack
AES- Advanced Encryption Standard

LEA - Lightweight Encryption Algorithm

FDA - The United States Food and DrAgministration is a government agency that regulates

food and drug products in the United States

HIPAA- The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal
law to protect sensitive patient health information from beinglased without the patient's

consent or knowledge

GDPR- The General Data Protection Regulation is a regulation in EU law that governs data

protection and privacy in the European Union and the European Economic Area
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1 Introduction

A Wireless Body Area NetworRABAN) applicationcomprises intelligent, lovpower sensor
nodes thamonitor body functions anghysiological stateS hese sensor nodes can colkeot
process datastoreit locally and transmit to an actuator or a local servé&enerally, a WBAN
application camronsistof two types of body area networls-body and orbody area networks.
An in-body networkallows communication between invasive or implanted sensor desites
a base statiorSmilarly, the on-body network allows communication between thearable

sensor device andkmsestation(Ullah et al, 2012)

O
‘@ < =
Wearable ® ” .: = | / )
sensors ess § —¢
‘ uted datd acc! ® |
(< Distrid! Heallh(are staff = @
‘ { N e
R S Datab.
,)J 1 Central server el
< «
/J | T
Patient ’r J P\ e
.4 [ = Internet 3
4 /\/ Access [ ]
- ! point or Y
= Local ser VE = base station J ]" |
Ward/house | Bed "*a\ ! ~
¥ Users
| |
Tier 1: Tier 2: Tier 3:
Raw data generation, Data processing, Data storage
distributed storage, aggregation and and access
distributed access storage

Figure 1-1 A general architecture of WBAN application (Li, Lou and Ren, 2010)

Usually, WBAN applicationgonsistof three ypes of device; a sensor node, a central control
unit (CCU) and amobile node (Salehiet al, 2016) A general architecture for WBAN
applicationss illustratedn Figurel-1. In Figurel-1, tier 1 represesthe data generation unit
which consist®f one or more sensor nodes. A sensor node uses difieosensasto collect
vital physiological signs in thdwuman body. These ensor nodescontain a processor,
transceiver, power unit and internal storage uFigr 2 in Figure 1-1 consistsof a personal
digital assistant (PDA) or a computghich isusedas amobile node anevorks as a gateway

to transfer information to its destinatiorhismobile nodewill receive all data from the sensor
nodesor CCU and transmitit to a central server through the internet usigridwide

Interoperability for Microwave Acceg8ViMAX ), General Packet Radio ServiggPRS and
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Global System for Mobile Communicatio(GSM). Tier 3 consistof a database and server

usedto store the data and provide access to the data using an application.

The IEEE 802.15.6 IEEE Standard for Local and metropolitan area networlart 15.6:
Wireless Body Area NetworkKEEEE 802.15.6, 2012)ategorsesWBAN applications intawo
categoiles medical and nomedicalapplications Medical applications consist of healthcare
solutions for aging and diseased populations. Early diagnosis, prevention, and monitoring of
illnesses, geriatric care at home, psstgery réabilitation, biofeedback programs that manage
emotional states, and assisted living applications that enhance the quality of life for persons
with impairments are exam@®f medical application(Negra, Jemili and Belghith, 2016)

On the othehand, applicatioglike motion and gesture detection for interactive gaming and
fitness tracking apps, cognitive and emotional identification for driving assistance or social
interactions, and medical support in catastrophe situations are examplesmédioal uses

(Rismanian, Hosseinzadeh and Jabbehdari, 2017)

The use of VBANSs for medical applications is aimed at providing continuous monitoring of
an i ndividual 0s physi ol ogi cal attributes,
temperatureWang et al. (2016) classified WBAN based healthcare applications into two
subcategories; GBody and InRBody WBAN. OnrBody WBAN healthcare applications use
wearable sensor nodes to observe patient heatdahtime. InBody based applications use

the implanted sensor in the human body, either underneath the skin or in the blood stream to
observe patient health in reahe. WBAN systens can monitor the postural balance and
stability of athletes in real timend provide valuable feedback to the coaches and travhesis

can helpminimise injury to athletes anchaximise their playing potentialChakraborty, 2018)
Additionally, this kind of system providelatalogging capability. This data logging capability

assistdhe analyst and theoachin monitoringpast performances athletesand thus helpin
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determining the level of injury that an athlete is currently simfgrand therebyhelps

determinef injuries are career threatening

Datasecurity and privacy of patiehteealth record (PHR) are two essential componeifits

WBAN applications PHR data includeslectronicpatient health information and personal
identification information Data security meansassuring that datais protected from
unauthorsed users whilethe datais beingcolleced procesed storel and transmted. Data

privacy confers a rightor individuals to control the collection and use of personal health
information The main design requirements for AMBAN application is that thbody sensor

node need to be extremely small and thin, capable of wireless communicaiot use
minimal power for data collection and processirfgntonescu and Basagni, 2013)ser
requirements such as privacy, safety, ease of use, security and compatibility are also of great

importancg Salaymeet al, 2017)

WBAN applicationsoperate in an environment whermany people have open internet access
which leaves themulnerable and open to many types of attacks and thf2ag¢s conneotity
creates a large attack surfadéackscan affect the performance and availability of the service,
sometimes leading to life threatisguations(Kotz, 2011) Furthermore, security and privacy

are rgulatory requirements thatso need tde consideed during development of healthcare
applicatiors. While many techniques have been proposed for addressing security and privacy,
they are not particularly suited to WBAdie to the resource constraints @mms of power,
memory and computational capabilifpamaneh Movassaglet al, 2014) As comple
security mechanism&quiremore computation and power resources fitecessaryo have a

solution thaiminimises both (Chin et al, 2012)

Therefore, considering the importance of assuring data security and pheaimcusof this
study is to find a way to assist developensiemtify andimplement the safeguards for assuring

security and privacy effectively
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1.1 Research Problem Defined

This study includes an extensive literature review which was conducted in order to identify the
challenges related to WBAN application development. The literature review indicates various
challenges for WBAN applications which are; energy efficiency, antenna design, quality of
service and, security and privachhe lterature review indicates thatsacurityand privacy

breach in a WBAN based healthcare application not only costs money; in some cases, it can
create a lifethreatening event. So, security and privacy safeguards need to be considered during
the development of this type of healthcare eyaplon. Furthermore, edical devices need to

be compliant withvarious legislation,such as theHealth Insurance Portability and
Accountability Act (HIPAA) and General Data Protection Regulation (GDPA&A3suring
security and privacy is a key requiremeftompliance. To corroborate these challenges, an
interview was conducteloly the author of this studyith a WBAN development organisation.

The organisation indicated that while each of the above challenges existed for them, concerns
around implementing security and privacgneto the forefront. They stated thiey have a

high demandor data securityand privacy becaugbeirproduct collecd and analysgesensitive
PHRdata.This feedback determined the focus of this study which is to find a way of assisting
organisations to develop WBANSs that meet security and privacy requireniémtdist of
challerges faced by developers for assuring security and priwciytified from both the

literature review and interviearepresentedn Tablel-1:

Table 1-1: Challenges face by developers for assuring security and privacy

Challenges Sources
Lack of trained staff, responsibilities, budget, g Literature & Interview
management support

(Townsend, 2017 Holden, 2014)
MacMahon et al., (2018§Q. Chen et al., 2016)
(Shah and Khan, 202QEom and Lee, 2017)

(Benz and Chatterjee, 2020¢hen and Benusa, 2017)
(Mariani and Mohammed, 20151 j ul ni kov
The existing standards are too complex Literature & Interview
complicated to implement

MacMahon et al., (2018jEom and Lee, 2017)
(Aljohani and Blustein, 2018}Skierka, 2018)
(Thapa and Camtepe, 2021)
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Challenges Sources
Limited knowledge about markspecific Literature & Interview
regulatory requirements, securityasdards, ang _
policies (Chen and Benusa, 201 7¥$kierka, 2018)

(Supriya and Padaki, 201,&tevovic et al., (2013)
Abraham et al., (2019)

Lack of comprehensive understanding of Interview

architecture for WBANsecurity and privacy

Understanding the data flow around the system Interview

what assets need to be protected

Standards outline each security control at a \ Literature & Interview

high-level with limited amount of implementatio

details MacMahon et al., (2018)
(Mariani and Mohammed, 2015)

Identification ofappiopriate security controls wit Literature & Interview

respective implementation details t@ssure

confidentiality, integrity, availability and privacy d Aceto et al., (2018)

data

Due to a vast number of controls, the challeng Interview

prioritizing these controls in addition to plannir
releases without compromising securitgnd
privacy

Lack of security mechanisms for sensor dey Literature & Interview

nodes connected to wireless networks, which . .
often limited by physical memory, computatior; ~(Thapa and Camtepe, 2028upriyaand Padaki, 2016)
power and storage lyengar et al., (2018aquette et al., (2011)

1.2 Towards a Data Security and Privacy Risk Management Framework

A Risk Management Fragmvork (RMF) is a process that provides a comprehensive approach
to managing security, privacy, and cyber supply chain risks during the system development life
cycle (NIST RMF, 2023) A RMF promotes securityand privacyawareness and helps
organgations proactively address potential threats. By adopting a RMF, stakeholders can
communicateransparently and understand their roles and responsibilities in risk management.
A RMF plays a crucial role in facilitating compliance with pertinent laws, regulations, and
industry standards by carefully identifying the relevant requirements and impiegien
suitable controls to mitigate any potential security riglisn and Solomon, 2021pp.248. A

RMF also enabls the establishment of robust governance structures that guarantee
accountability and oversight in managing security risks, ensuring that an organization's security

posture remains strong and resilient.

A RMF is also an essential toolrforganisations to evaluate and manage risks effectively. It

enables a thorough understanding of the threat landscape, including the likelihood and potential
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impact of various riskfISO 27005, 2015)A RMF alsoprovides visibility into security risks
and their potential impact on business objectives, which helps in making informed decisions.
It emphasses the significance ofthe framework in enabling executives to oversee the
organgation's security posture effectively, ensuring alignment with stratggals and
objectiveg Touhill and Touhill, 2014pp.98. By leveragingaframework, senior leadenghcan
make informed decisions about resource allocation, risk mitigation strategies, and investments
in security measureBy prioritising and addressing the most critical risks first, the RMF helps
organisations safeguard their assets and resourcesniggniulnerabilities, and ensure
business continuity. The RMF also help organisations to assure that their resources are utilised

efficiently and effectively in addressing the most critical risks (istbbard, 2020pp.1112).

By having a weldefined and structured risk management framework in place, organisations
can respond quickly and effectively to security and privacy incidents. This framework
facilitates a coordinated and systematic approach, ensuring that all necessary stakeholders are
involved, and that the response is webrdinatedNIST SP 80861, 2024) A RMF plays a

crucial role in facilitating regular reviews and updates of osgdions' risk management
processes in response to evolving threats and changes in the business environment. This
process of continuous improvement is crucial for ensuring that seandtprivacymeasures

remain effective over timéccording to researchoaducted byWhitman et al. (2017, pp.24)
adaptability and continuous improvement are of utmost importance in security and privacy risk

management practices.

Implementing security frameworks like the NIST Cybersectiigmework or ISO/IEC 27001

can help organisations manage security risks in a structured way. These frameworks offer
guidelines for identifying and managing security risks throughout the organisa8dgNIST

CSF, 2021(ISO/IEC 27002, 2017)An alternative to traditional risk management frameworks

for security and privacy is the zetrust security modellhe zeretrust securitymodel assumes

threats from both inside and outside the network and requires verification for anyone accessing
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resourceslt provides a robust security and privacy solutionsdsh on continuous
authentication, strict access controls, and least privilege a@#isgn andBarth, 2017 pp.
1-6). Another alternative approach is the Privacy by Design (PbD) framework. The PbD is a
methodology that involves integrating privacy safeguards into the design and architecture of
systems, processes, and technologies from the vgmyrideg, rather than as an afterthought or
addon solution(Cavoukian, Taylor and Abrams, 2010his framework prioritizes proactive
measues to ensure privacy, instead of reactive responses to privacy breaches. A resilience
focused approach is a strategic approach that aims to make an organization more adaptable to
the uncertain and rapidly changing business environment. It is an altertwatraditional risk
management, which focuses solely on identifying and mitigating risks. In contrast, resilience
is about building systems and processes that can quickly adapt and recover from unexpected
events or disruption®ejtlich, 2013) The Zeretrust security model was not considered as the
implementation bthe Zerotrust security model in healthcare applications can be a complex
process. It often requires significant changes to network architectures, policies, and workflows
to comply with regulatory requirements. Additionally, the implementation of PbDnaBs
considered due to the technical expertise and resources required to integrate privacy features
into existing systems or to design new systems with privacy in mind. This process can be

complex and may require a significant investment of time, moneyrampower.

Upon analysing the options, | choose to develop a risk management framework. This
framework will facilitate a systematic approach to identifying, assessing, and managing any
potential risks that may emergeer the course dhe application'sifie cycle. The framework

will be designetb provide a comprehensive approach to risk management, incorporating a
range of tools and techniques to identify and evaluate potential risks effectively. By
systematically identifying and analysing risks, orgatis will be able to prioritise and
allocate resources effectively to manage them. This leads to better dec#iony, as

organisations can make informed choices based on accurate risk assessments. Additionally,
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this framework will helporganisationgo build resilience by anticipating potential risks and

developing mitigation strategies.

The literature review resulted in a total of four risk management frameworks: ISO/IEG 80001
1:2010, AAMI TIR57, ISO 14971 and NIST 8@D. An initial analysis found #t only two of

these four frameworks were Ohealthcare spec
frameworks, that is ISO/IEC 800412010 and AAMI TIR57. Further analysis of the ISO/IEC
8000%1:2010 and AAMI TIR57 found that neither of these framewaniese suitable for
developing WBAN applications. IEC 800012010 was primarily developed for applications
which operate within a he anktwonkc\ahereas WBANI very
applications may operate in a public, open network using-s&iagé communication media.

AAMI TIR57 provides guidance for manufacturers to perform information security risk
management to address security risks within medical devices. AAMI TIR57 was developed
with guidelines provided by ISO 14971 and NIST SP-800Thisframework does not provide

any guidance for managing security and privacy risks for res@artgrained sensor devices.

A WBAN application consists of resource constrained sensor devices which have limited
memory and computational power and cannot accodate complex security solutions like
traditional healthcare applications. Neither framework provides any guidance for managing

security and privacy risks for resource constrained sensor devices.

Considering the challenges that organisations and develtgmerdor assuring security and
privacy of PHR data followed by the outcome of the literature review, a Data Security and
Privacy Risk Management Framework for WBAN Based Healthcare Application
(WBANSecRM framework) has been developed as part of this sflidg aims of the

WBANSecRM framework are that:

1 It should provide a clear pathway for developers to assure data security and privacy,

and assist them to fulfil the medical device security and privacy related regulations
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1 It should assist medical device de@mment organisations who have limited resources

and expertise in this area to assure security and privacy

The WBANSecRM framework consists of three key eleméragisk assessment process to
identify the threats and vulnerabilities, a list of WBAN seguand privacy controls with
implementation details, and a process to evaluate the effectiveness and efficacy of the controls.
This framework provides a list of assets, threats and vulnerabilities that apply to WBAN
applications. This list of assets, thiea@and vulnerabilities will assist WBAN development
organisations in conducting the risk assessment process. The implementation details for each
security and privacy control were extracted from various standards and best practice guidelines.
As standardsral guidelines providesufficientimplementation details, this framework uses
additional standards, external sources, research papers and blogs to further define

implementation details for each control.

The focus of this study i the development and evaluatioritef WBANSecRM framework

which will provide the answer to the following overall reseayobstion

AiHow can the development of a data security and privacy risk management framework for
wireless body area networ®VBAN) based healthcare applicatioassist developerand
organisationsin improving the securityand privacyof data, and put them on the road to

regulatory compliance®

1.3 Research Context

The focus of this studi onorganisatios thatdevelopWWBAN basedhealthcare applicati@n

The senscebased healthcare application market size was valued at USD 5.69 billion in 2020
and expected to reach USD 10.11 billion by 2026, with a compound annual growth rate of
10.07% (Researchandmarkets, 2021he Body Area Networkmarket is anticipated to
increase from USD 9.09 billion in 2018 to USD 21 billion by 2025, at a CAGR of 13%,

accordng to Market Research Future (MRFRYlarketresearchfuture, 202Ijhe healthcare
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industry is faced with the constant challen§eomplying with stringent healthcare regulations
and assuring security and privacy wialsoproviding quality healthcare to patientherefore,

this study is motivated by tHellowing aspets:

1 Theimportance of WBAN based healthcare applicataom the desire to assist medical
device organisatianto assure security and privacy and put themthe pathto
regulatory compliance

1 Organisatiofs lack of security and privacy expertise

T Nonmrmedi cal applications such as an O6athl e
comply with the same stringent requirements as medical applications, however non
medical applications still need to comply with security and privacy requirements as

they colect, process and store PHRta

1.4 Research Objectives and Questions

In order toanswer themain resarch questionthis studywasdivided into two distinct but

equally important objecti\gas detailedn Tablel-2:

Table 1-2 Research Objectives

Obijective Research Objectives
1 RO 1: Todesign and develop a Data Security and Privacy Risk Managementakr
which will assistdevelopes in assuing security and privacy of WBAN based healthc
applicatiors.
2 RO 2: Tovalidate the Data Security and Privacy Risk Management kvarke

To meea these objectivegour research suguestions have been identified which are detailed

in Tablel1-3.

Table 1-3 Research SubQuestions

Objective ResearchSub-Questions
RSQ 1: What challenges are faced by developers of wireless body area ng
applicationsn assuringhesecuity and privacy oPHR date?

RSQ 2: What frameworks, methods and techniques are usassioradata securityand
1 privacyfor wireless body area networks?

RSQ3: What should aVBANSecRM frameworkcontain to assist wireless body ar
network applicatiomevelopersn assuringsecurity and privacy and put them on the p
to regulatory compliance?

10
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2 RSQ4: To what extehcan theWBANSecRM frameworladdress the challenges fac|
by developers in assurindata security and privacy while developing WBAN bas
healthcare applicatios?

1.5 Research Approach

The research approach taken to address each objective and reseayobssion is presented
in Figurel-2. To answer RSQ 1 a literature reviess conducted to investigate the challenges
faced by theleveloperdor assuring security and privagyhile developing a WBANbased
application.Additionally, one organisatiodeveloping WBAN applicationwas interviewed

to identify the challenges tlrganisation faces in assuriagcurity and privacy.

Objective 1 Objective 2
RSQ RSQ
2 4
 Literature || Y Literature T I;;?/riiwre
Reweyv Review fRegulations and
flinterview Standards analysi
oneWBAN
organisatiof ¥
WBANSecRM Developmgntand Expert Validation
Industry Implementation
Sovao Develop Expert Review|
wBANsecRM| | WBANSecRM J
(Beta Version
(Alpha \ J o
Version) Findings/
\ WBANSecRM
;ﬁl% [ Findings/ ) update
Implement WBANSecRM \
update

Figure 1-2 Relationship between Research Elements antle Research Questions and Objectives
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To address RSQ 2, a literature review was conductedntierstandavailable methods,
techniquesind best practices to assure security and privacy of WBAN applisafiomnswer
RSQ 3,ananalyss of the existing regaitions and standards withine healthcare application
domainwas conducted to identify the security and privacy requireme&hts analysis helped
in determining theountermeasusgequiredfor assuring security and privadydditionally, a
literature review was conducted to identify the properties of a risk management framework,
making the framework easy to understand, easy to use, and easily adaptable by organisations.
The alpha version adhe WBANSecRM frameworkvas developed, consisting of the security
and privacy requirements with respective countermeasures required to assure the security and
privacy of WBAN based healthcare applications. Upon completion of the development of the
alpha \ersion of theWBANSecRM framework, it was then implemented in an industrial
setting. The feedback and comments received from the industrial trial were analysed, which

resulted in the beta version of WBANSecRM framework

To evaluate thasability andcefficacy of theWBANSecRM frameworland address RSQ 4, the
betaversion oflWBANSecRM frameworkvas validated througéxpert review by experts from

both acadenaiandindustry.

1.6 Research Contribution

Assuring data securityand privacyis a key challengein the WBAN based application
development procesghe literature review amahinterview with an organisatiorthat develops
a WBAN applicationhighlighted a needor a data securityand privacyframework. This
research will helglevelopersn assuringdata secrty and privacyand assist them to develop

regulatorycompliantWBAN basedhealthcare applicati@n
The primary contribution is:

1 A data security and privacy risk management framewuanich will allow WBAN

based healthcare developtrs

12
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1. Identifypossible threats and vulnerabilities specifithgir WBAN application
The WBANSecRM framework includesa list of threats andulnerabilities
which applyto WBAN applicatios. The list of threats and vulnerabilities will
assistlevelopers to understatite threat and vulnerability landscape of WBAN
applicatiors

2. The WBANSecRM framework also consists o& stepby-step 6 cont r ol
implementatiorguid®d . Thi s gui de wi Imnimasauiityst dev

expertise to implem# security and privacy controls

Further original contributions of this research include:

1 An extensive literature review identified a list of eleven types of attacks and twenty
two types of security and privacy requirengeitthis list will be useful to developers as
it identifies the attack typeashichdevelopers should consider when developing WBAN
applications and also identifies the security and privacy requirements developers need
to implement to assure security and pdy and to achieve regulatory compliance

1 A list of assetsand respectivahreats and vulnerabilitieashich applyto WBAN
applicationsThis list of assets and respectiheeats and vulnerabilitiesill assist the
developer in understanding the threat awalnerability landscape of WBAN
applicatiors

1 A list of security and privacy controls with implementation details to mitigate these
threats and vulnerabilities. The develofreendly implementation details will assist
the developer in implementing safegigto mitigate the threats and vulnerabilities.
Thecontrofs implementation details are extracted from various relevant standards and

best practice guidelines. Therefore, the developer does not need to look at multiple

13
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sources to get the implementationtads. This will help the organisation reduce

development time

This research also contributes to learning through:

1 The publication of knowledge gathered during the rese&uwhlication$

1.7 Document Structure

The thesis is orgased irto four parts.Part 1 containghree Chapters. Chapter 1 iseh
introducton. The literature review, which is presented in Chagieprovides a review of
research already undertaken in the areaedfurity and privacy for WBAN applicatien
Chapter3 presents the findings from interview with one medical device organistion which

conducted in order to identify the challenges for assuring securityrasaty.

Part 2 contains one chapter. Chapdepresentsa review of the principal philosophical
approaches to researdBach research method was reviewed in tevintheir suitability to

conduct and evaluate this research.

Part 3 contains two Chapters. Chafelescribes the methodology used to developatplka
and beta vesions of theWBANSecRM frameworkpresentshestructure othealpha and beta
versiors, andprovidesresults from themplementatiorof the alpha versiorwithin a WBAN
developmentorganisation. Finally, Chapter 6 describes how thebeta version of the
WBANSecRM frameworkwas evaluated bgxpert reviewand presents the results this

evaluation.

Part 4 containswo chaptes. Chapter7 provides a detailed discussion on how the framework
assists irassuringsecurity and privacyFinally, Chapter8 summarses the contribution of this

research, addresses its limitas@md also explores directions for future research.

14
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2 Literature Review

2.1 Introduction

The purpose of this chapter is to provide ad@pth analysis of research already undertaken
in the areaof WBAN basedhealthcareapplications, with emphasis on security and privacy
challenges related to data at rest and data in transit. This chaptey inegutlining the process
adopted in conducting this literature reviewidentify thesecurity and privacy requirements
and types of attack for WBANs. Additionally, a review of existing approachessorringlata
security and privacy of WBAN applicatis is presenteérinally, the chapter concludes with a
summary of thesecurityand privacy requirements, attack types, and weaknesses of existing
data securityand privacysolutiors when applied to WBAN applicationBhissummaryshows

the needo developa new framework t@ssuredata security and privacy of a WBAN based

healthcarepplication.

2.2 Approach Taken

This literature review followd the guidelines proposed kKitchenhamet al.007) The

approach taken to structure the literature reveeshown inFigure2-1.

Define Research
Questions

v

- ->[ Select Sources ]

'

[Deﬁne Search Strings

'

Ask
colleagues or
external experts
for review

[ Search for Literature ]

[ Synthesise Studies ]

Produce Review
Report

Figure 2-1: Steps taken in conducting the literature review
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2.2.1 Research Questions Defined

This study was motivatelly a needo assist WBAN development organisations to assure
security and privacgf data at rest and in transit WBAN healthcare application¥herefore,

the focus of this review was to analyse the challemgassuring data security and privaoyd

to provide solutios for one or more of these challeng@&sis literature review is centred on
research suluestionRSQ 1, RSQ 2, and RSQ 3 which are listed in Sedtidmf this thesis.

These research suuestions havbeen further dividethto the following questions:

RSQ 1: What challenges are faced by developers of wireless body area network applications

to assure the security and privacy of PHR data?

1 RSQ11: What types of attacks threaten data in WBAN applications?
1 RSQ12: What are the requirements for assuring data security and privacy in WBAN

applications?

RSQ 2: What frameworks, methods and techniques are used to assure data security and privacy

for wireless body area networks?

1 RSQZ2.1: What existing security andvarcy frameworks, methods and techniques are

used to secure data in WBANS, and what are their limitations?

RSQ 3: What shouldhe WBANSecRM frameworkcontain to assist wireless body area
network application developers in assuring security and privacy @nithgm on the path to

regulatory compliance?
1 RSQ3.1: Whafpropertiesshould therisk managemenframework contairto assure
security and privacy?
1 RSQ3.2What legislation and standards are availableagsuringsecurityand privacy

of PHRdatain wireless body area networks?
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2.2.2 Data Sources

The second step was to choatectronicdatabases of peeeviewed papers. The databases
should contairiterature from key journals and conferencescerning WBANapplicatons.

The following electronic databases were used duringehechprocess:

1 IEEE Digital Library (Explore)
1 ACM Digital Library
1 SpringerLINK

1 ScienceDirect (Elsevier)

These databases were selected as the DKIT library provides access to them. If any msblicatio
identified in Google Scholar were not available through IEEE, ACM, SpringerLink or
ScienceDirect, t hey wer elibranelogn sesviteddtiitionalyy o u g h |
Google Scholar was used as a search engine to findamgess publication§&oogle Scholar

does not allow for the export of | arge searc

was used to export the results.

2.2.3 Search Strings

To identify the relevant primary literatyreearch stringgwere designedby using keywords
from the research questionBhe search strings were used to run a pilot search. The search
results were then reviewed with supervisors and colleagues. Through an iterative process the

search strings shown below were developed and used during the search process

1 (WBAN OR "wireless body area network" OR "wearable wireless body area network™)
AND ("security risks" OR "security challenges” OR "security issues” OR "security
requirements” ORprivacy risks" OR ‘privacy challenges” OR privacy issues” OR
"privacyrequirements'OR "types of attack")

1 (WBAN OR "wireless body area network” OR "wearable wireless body area network")

AND ("securityframeworKk OR "privacy framework OR "datasecurityframework

18
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OR "securitysolutior’ OR "privacysolutiori’ OR "datasecuritysdution” OR "security
techniqué OR "datasecuritytechniqué)
1 healthcare AND (security OR privacy) AND (standard OR regulation OR compliance)

AND (barrier OR challenges OR difficulties)

2.2.4 Initial Search

The initial search entailed querying each digital lipraith the search strings and using the
inclusion and exclusion criteria presented able2-1. A wide range of papenserereturned

from the selected databases. Among therd,gapers were removed due to being duplicates.

The duplication occurred as the Google Scholar search resplitsated papers found in the

other four databases. Removing the duplicate records resulted in a total of 1872 papers. These
1872 papers wemecordedn a spreadsheetith a unique record number, article title, abstract,

type of publication, publicationadt e, a ut h dherusibemokitat®ns.a n d

Table 2-1: Inclusion and exclusion criteria

Inclusion Exclusion
- Publication year: 2062021 - Literature thaneither identifies nor addresses data secarity
- Language: English privacychallengesthreats security and privacy requiremets
- Full text available security and privacy frameworks f&'BAN applications
- Exclude position papers, book reviews, anonym
publications
- Exclude duplicatestudies

2.2.5 First Screening

The first screening involved an analysis of each paper by reviewing the abstract. If the abstract
addressed securitgnd privacychallenges, attacks, securignd privacyrequirements or
securityand privacyframeworks for WBAN or sensdyasedhealthcareapplications, itwas
selectedor a second screenin@therwiseit was discarded. As indicatedkigure2-2, a total

of 742 out of 1872 papersmained after the first screening
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IEEE
2
Xplore 413
SpringerLink —274l v
First Screening Second Screening
74— >
ScienceDirect—180- (1872 papers) s (742 papers) ol 20 ppecs
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Remove
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Figure 2-2: Paper selection process during théterature review

2.2.6 Secmd Screening

In the second screening, individual papers were analysed by reading the full text. In this

screening process, research papers were selected for further analysis if the paper presented

securityand privacychallengesattacks securityand pivacy requirement®r frameworkgor
WBAN or sensotbasednealthcareapplicatiors. Where multiple terms were used to refer to
the same attack or securégd privacyrequirementterms are separatedi t h, asindiéated

in sectior2.6.1and2.6.2 For example, physical attack and nadenpromising atick are used
interchangeably in the literature, aimhis document they areeferred to as physical attack /
nodecompr omi sing attack. This was achieved
term. The second screening resulted in a totaUofrelevant papers. Finally, all papers were
divided intothreecategories;l) papers which addressed secudtyd privacyrequirements
(207 papers) 2) papers which addressed various attadk&8 paperspand 3) papers which
addressed securignd privacyframenork or solution approaches WBAN applicationg124

papers)If any papercoveredmultiple categoriest was added into multiple categories.

2.3 Overview of WBAN Applications

WBAN based applications are becoming popular due to the recent advasessas, micre
electronics technology and wireless communicaMgBAN applications spamany domains

such as military, ubiquitousealthcareandsportandentertainmentW/BAN applcations can
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also be categorised asedical and nomedical applicationgsillustratedin Figure 2-3. A
WBAN based healthcare application gamovidelong term healthmonitoring of a patients
natural physiological states without constraining their normal activitialsdthelps talevelop
a smart easily accessibland affordablehealthcaresystem Additionally, a WBAN based
healthcareapplication an also assist Wi diagnosticprocedurs, maintenance of chronic
conditiors, supervised recovery from a surgipabcedureand can handle emergency events
(Ullah et al, 2012)

M edical Applications Non-medical Applications

Vital signs monitoring
Respiration monitoring
pH monitor

Video streaming
Data file transfer

GIPCOSé WBAN Forgotten things monitoring
~ Hearing aid Applications Entertainment applications
Disabililty assistance Gaming
Muscle tension monitor Sports

Speech disability
Figure 2-3: Categories of WBAN applications bylEEE 802.15.6 standardKwak, Ullah and Ullah, 2010)

WBAN applications include one or multiple medical sensors which can meagueetai e nt 6 s
physiological data and transmit this datatmentralmedial server.This means that a patient
can get continuous medical support whigsidng at home, instead of ihospital care. Imn
emergencythis medical sensocan alsoraisean alarmand send amrgentnotification to a
nearbymedical centr¢Arefin, Ali and Haque, 2017)¥urthermore, a WBAN application can
be very useful for other types béalthcareservices whsh requirereattime monitoring such
as; glucose level for diabetes control, cancer cell monitoring, artlogascular disease

monitoring.

Non-medcal WBAN based applications include soldier monitoring applications for military
and defencereattime video streaminggamingand sportsapplicationswhich are becoming
increasingly popular. Advances in gaming have been achievieddggatingdifferent gagets
such asmicrophones, MPplayers, cameras, displayand headmounted routerswith

advanceccomputing device (S Movassaghet al, 2014) With the help of bodyensorsa
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gamer can control thgameusing hand and body motion. Additionally, the body sensors can
provide feedback to the gaming console which enhancesntagminmer experience. WBAN
applications can also help athletes itoprove their performance and prevent injury. An
at hl et e 0 betracketbyusisgseadlasensosto monitor the physiological activities
of the athlete such ablood pressureheartrate blood oximetry, navigation, distancand
posture(Wanget al, 2016) Similarly, a WBAN based application can play a vital role in the
military and defence domain byonitoring soldiersactivities, health condition, location,
hydration leveland surrounding information ireattime. In a battlefieldscerano, a health
monitoring sensor along with a camera and @R3ementedin a military uniform carprovide

more accuracy,svivability and connectivitf{T and K, 2018)

WBANSs are considered a subset of wireless sensor networks (WSNs) due to similarities in
network developma (Samaneh Movassaght al, 2014) However, because of the typical
properties of a WBAN application and the unique environment of the human body, current
protocols and algorithms of WSN are not always well suited to support a WBAN application

(Latréet al, 2011) Table2-2illustrates thelifferencebetween WSN and WBAN applications.

Table 2-2: Comparison between WSN and WBAN applications(Samaneh Movassaghét al, 2014)

Comparison criteria Wireless sensor network Wireless body area network

Network Dimensions Few to several thousand nodes over an area { Dense distribution limited by body size
meters tkilometres

Topology Random, Fixed/Static Onehop or twehop star topology

Node Size Small size preferred (no major limitation in mg Miniaturization required
cases)

Node Accuracy Accuracy outweighs darge number of nodes an{ Eachof the node$as to be accurate and robust
allows for result validation

Node Replacement Easily performed (some nodes are disposable) | Difficulty in replacement of implanted nodes

Bio-compatibility Not a concern in most applications Essential for implants and sorerternal sensors

Power Supply and Accessible, Capable of changing more frequer Difficulty in replacement and accessibility

Battery and easily implanted settings

Node Lifetime Several years / months / weeks Several years / months (applicatidgpendant)

Power Demand Power is more easily supplied, hence appare| Energy supply is more difficult hence apparen|
greater lower

Energy Scavenging Wind and Solar power are most apparent candidg Thermal and Motion are most appareandidates

Data Rate More frequently homogenous More frequently heterogenous

Data Loss Impact Data loss over wireless transfer is compensated | Data loss is considered more significant (may n
large number of nodes additional measures toassure reattime data

interrogation capabilities and QoS)

Security Level Lower (applicatiordependant) Higher security level to protect patient information

Traffic Application  specific, Modest data rat{ Application  specific, Modest data rat
Cyclic/sporadic Cyclic/sporadic

Wireless Technology WLAN, GPRS,Zigbee,Bluetooth and RF 802.15.6, ZigBee, Bluetooth, UWB

Context Awareness Insignificant with static sensors in well-defined | Very significant due to sensitive context change|
environment body physiology

Overall Design Goals Selfoperability, Cost optimisation, ~ Energy| Energy Efficiency, Eliminate electromagnet
Efficiency exposure
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2.4 Wireless Body Area Networks in Healthcare Applications

WBAN based health care applicatsumsedifferent biomedial sensors to provide continuous
monitoring of patient healtiBaba et al.2018). The sensors in WBAN based health care
applicationsare usedo monitor vital parameters of a patiesuch as cardiac activity (ECG),

arterial oxygen saturation (SPO2), heart rate (BPM) and breathlirdata collected from the

sensorss transmittedo a central node. This central nadeconnectedo a computer which
displays the datausingagrapghic i nt er face. A patientds heal't
collection, processing, and transmission happen intireal Hadjem et al(2013) present a

WBAN basedealthcarapplication which enables the early detection of myocardial infarction

for cardiovasculadiseases using alectrocardiograrsensor.

Wearable sensor noslevhich harvestsolar energy erde the implemenation of an
autonomous WBANbasedhealthcareapplication.Wu et al.(2017) proposea WBAN based
application usinglifferent wearablesensos such as an accelerometennperature angulse
sensors whiclre placean different mrtsof the body These sensoraeasure physical signals
such agemperature and heartbe@hey can also detect falls using theo d e 6 somaterc e | e r
and notify of anemergency situatiorSimilarly, Bhattacharyaet al(2016)propose a WBAN
based distributed posture recognition application which consiststhafe triaxial
accelerometersThese accelerometers amorn on the thighbone trunk, and shinbone
respectively The proposed solutiamelps to detect patiefdlls by differentiaing between the
static and dynamic posturedalman et al(2013)present a WBAN based application using a
noninvasive lung monitor sensor which detectsand diagnoses lung diseasarly.
Traditionally, Xray and CT scans habeen usedbr diagnosing abnormalities in theng. By
analysing the data collected from the lung sengotential abnormalitiesf the dielectric

constant of the underlying lung tigsare identified
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WBAN based applications can be very useful in helping disabled or blind people in their daily
life. Choi et al.(2008)discussed how attachingcamerao eyeglasseand adding a sensor in
an assistance stick can be useful in assisting blind people. By analysing the collected blips and
images, a portable signptoceser can convert this data tice which is helpful for blind
people. Additionally, aisablel person who is unable to speak@adcan convert bodgnotion
to voice by attaching a sensor to tHaiger. KavithaandPerumalrajg2014)present a WBAN
based realime healthcareapplication which monitors driverd $iealth condition by using
various sensors to periodically collgmtysiologicaldata sich aspulse rate, breathing rate,
temperature andlood pressurd. f t here i s any abnormality fou
a smartphondased application will send current health data to both a transport office and a

healthcargrovider using theellularnetwork.

2.5 Challenges for Wireless Body Area Network Applications

The main design requirements for AMBAN application is that theody sensonodeneed
to be extremely small and thin, capable of wireless communicainmuse minimapowerfor
data collection and processitigntonescu and Basagni, 2018)ser requirements such as
privacy, safety, ease of use, security and compatibility are also of great imp¢8altagana,
Al-dubai and Romdhani, 2017)his section will detail thenost challenging issueslated to

the development of WBAN basedealthcarepplication.
Energy efficiency

WBAN devices require an efficient energy source for data collection, processing and
transmissionwith data transmission likely to consume the most enfrgiré et al, 2011)

Most sensor devices in WBAN applicatiosie powered by batterielh some casesuch as
sensorgmplanted in the human bodhese batteries are not replaceéBkrakah and Ammad
Uddin, 2012) In WBAN applications, the power required by the sensor nodevaa

depending on the application type and the communication medium. Therefore, it is essential to
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designan ultralow powered radio transceiverhich does not downgrade the reliability of the
communication(Salayma, Aldubai and Romdhani, 20175 the applicationrequires ahigh
datatransmission rate, aanergy efficient data compression algoritandtransaver needto
be usedo reducethe numbenof bits. Reducing the number of bits helps to reduce the power

consumption fodata transmissiofChin et al, 2012)
Antenna Design

To assurethe reliability of the communication in a WBAN applicatjansuitableantenna
design isa key elementDesigning a suitable antenna is difficuliedtofactors such athe
weight, posture anthetype of skin of the person wearing the sensor négaeonescu and
Basagni, 2013)The size and shape of the antenna can be changeddraefszition inthe
body where iis worn. Asthe humanbodyis consideredh large inhomogeneous object with
high permittivity, electromagnetic interactibetween the human body and the antedfie@ts

the properties aiheantenngS Movassaghet al, 2014)
Quiality of service (QoS)

In a WBAN applicationsensor nodes need to communicate with each other oapétsonal
handheld deviceThis means thatommunication channelsan beheavily attenuated and
shadowed by the human bodyo preserve the quality of service (Qof&chniques including
adaptive channel coding, dynamic power adjustmamd,QoSawareMedia Access Control
(MAC) need tdbe consideredhendesigring theapplication(Antonescu and Basagni, 2013)
WBAN applications demand a high degree of sensor data reliainilioyder toprovide a
guality patient monitoring servicReliability of the data can be measured by the quafitire
link or by the efficiency of entlb-end communicationTo assuredata reliability a WBAN
system neegito be fault toleranand have aminimum quality of servicgSalayma, Aldubai
and Romdhani, 2017Assuringa reliable QoSmeans thaall packets arrive on time and in

their correct orderTo achieve thisthesystemneedto have anechanisnio avoid or manage
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traffic congestion. Cavallaritel. (2014)discusseshe needo implement appropriate error
correction and interfereneesoidance methods ihe physicallayer. This helpsto reduce the

bit error rate and entb-end delay in communicatiandprovidea higher-level QoS
Security and privacy

Datasecurity and privacy of patiehthealth recordare two essential componeifvs WBAN
applicationsData security mearassuringhat datas protected fronunauthorsedusers while
thedatais beingcollecied processd storal and tranmiitted. Data privacgonfers a rightor
individuals to control the collection and use of personal health inform@mli and Ahmad,
2011) In a WBAN application, communication of patidrgalthrelatedinformation needs to
be private, confidential and unaltered while cdileg the data from aensoior sending it over
to the internet to a server. It is also necessary tansgppropriatencryptiontechniqueto
protect data from being tampered with or leai@drakah and Ammatlddin, 2012) Due to
the resource constraints in terms of power, memory and computational capability, the security
specifications andolutiors proposedor other networkslo not applyto WBAN applications
(Samaneh Movassagét al, 2014) It is necessary to implemenontrolsthat guaranteghe
confidentiality,integrity, availability andprivacyof patient health record data in WBAdMsed
healthcareapplications. As @mplex mechanismsrequire more computation and power

resources, iis necessaryo have a solution thaminimises both (Chin et al, 2012)

2.6 Security and Privacy Requirements and Attacks for WBAN Applications

Due to the advancement technology and the increasing popularity of healthtased
applications, WBAN applicatiaaareone of the primary targets for security breaches and cyber
threats. A WBAN security breach costs money and can createthrifgtening event in some
caseqKotz, 2011) So, proper safeguards need to be considered to protect the security and
privacy of the WBAN based healthcare applicatiofo develop the safeguardsg first need

to identify the list ofattacks and security and privacy requirementdisfof attacksand
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security and privacy requirements uneartkdedng the literature reviews now presented
along with a brief note on how these attack types and security and privacy requirements could

affect a WBAN application.

2.6.1 WBAN Application Attack Types

Sensornodes operate in an environment where many people have open internet access
thereforeWBAN applicatiors arevulnerable and open to many types of attacks and threats
Open connectivitycreats a large attack surfaceAdditionally, WBAN applicationsare
vulnerable to many types of attacks and threats as sensor nodes operate in an environment
where thesensomnode uses low powered radio signals for communication. These attacks make
security and pwiacy of PHR data one of the primary challenges for WBAN systauhacks

can also affect the performance and availability of the service, sometimes leading to life
threating situations or even dedikotz, 201). Table 2-3 presentsa list of attacksand a

description of the attadlound during the literature resiv.

Table 2-3: Types of attacks for WBAN applicatiorsin current literature

Types of attacks Description
As WBAN applications use different lefrequency wireless mediums including Bluetooth &
ZigBee for communic&n, an attacker can transmit noisy signals to interfere with an actual
signal of a wireless network to drop the traffRartalaet al, 2013) This attack can lead t
unavailability of the service for other sensor nodes in the network with respect to channel
(Omooguret al, 2017)

An attacker can collect information along with personal health data by intercepting communi
between the sensor node and the base station. This information can be used to break the key
Eavesdropping technique during the pairing phase betwt#ensensor node and the smartph@eneviratnet al,

2017) By analysing data collected by eavesdropping, an attacker can introduce themselve
authorised member of the network and launch an impersonation @@muolpara and Holbl, 2018
An attacker can place himself as a relay or proxyantommunication session between two entit
The attacker can eavesdrop and manipulate the messagetimeealithout the sender or receiv
noticing. In this case, the sender and receiver will presume that they are communicating dir
each othefKompara and Holbl, 2018)
In WBAN applications an attackean launch an insider attack by using a physically compron
node with authorised system access. As an authorised node is familiar with the netw
Insider attack application security policy, the attacker will get distinct advantages over external attackers
an insider attack, an attacker can drop, modify and misroute data packets to harm normal
functionality (Alsadhan and Khan, 2013)

In WBAN applications an attacker can place an adversary node in the network to intercept

to the wireless communication channel. Due to wireless networks being a less secure an
medium, if data packets are not encrypted, they can be remfnetwork sniffing tool{ D E M
and TATLI, 2018) An outside attacker can retrieve vital information including source add
destination address, port and protocol type from network data pécketsone, Setola and Lope
2017)

As sensor nodes of a wearable WBAN application are placed on the body, a node can &
physically tampered with as they are ramper proof(Li, Lou and Ren, 2010)By injecting
malicious code, an attacker can alter the information-enggneer the system. This altered hea
relateddaa may result in a patientds deat h.

Deniatof-service
(DoS)

Martin-the-middle

Sniffing attack

Physical attack /
nodecompromising
attack
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Types of attacks Description

attacker can extract all data including the cryptographic key or sensitive health information fr
sensor nodéAl-Janabiet al, 2017)

In WBAN applications a compromised node can advertise itself as a best possible route to
Sinkhole attack station to its neighbouring nodes. Using the compromised node, the attacker can also drop o
all collected packets which will never reach their degton(Kompara and Hélbl, 2018)

In a WBAN application an attacker can impersonate or clone an authenticating device to Ig
masquerading attack. By using this attack, an attacker can use this masquerade node to §
inject false information or get full access to thealthcareapplication. With full access to th
application, the attacker can modify or delete PHR data from the medical d{@ihasdi Zeadally,
Jesus Téllez Isaac, 2016)

A spoofing attacks when a malicious node masquerades as another legitimate entity of the
to disrupt the network while avoiding detection. In WBAN applications this attack also facil
the larger Sybil attack where identities of multiple nodes in the netwertcanpromised. In a Syb
attack, a single malicious entity can also present itself with multiple identBiesrathi and
Venkateswari, 2018)

An attacker can perform unauthorised modification of data packets to falsify the inforn
Data falsification / | transmitted in the network by placing a compromised node nearby. In WBAN application
Data modification | modified information can triggea false alarm or send unnecessary respofideamilarasu ang
Odesile, 2016)

In the WBAN application scenario, the attacker can collect sensitive health informatio
continuoudy retransmit to trick the receiver into gaining credentials or to cause confusion and
in the system. It can harm the patient by continuously sending old health information, whi
prevent the system from detecting a critical situafisadhan and Khan, 2013)

Masquerading
attack

Spoofing and Sybil
attack

Replay attack

The literature indicates that the most referenced attacks for WBAN applgat®boS(120
papers) eavesdropping114 papers)replay attack (106 papers)data falsification(103
papers) and physical attask(55 papers)The least referenced attacks are insider at{fd&k
papers)and sniffing attack (9 papers)An attackercould make applications unavailable by
launching a DoS attack arlgis can cause lé-threating events. Eavesdropping attacks can be
utilisedto collect PHR data and cryptographic information which will compromise the privacy
of theuser The number ofttack typedor WBAN applicatiors referenced in the literature
gradually increased from five in 2008 to eleven iRRA detailed analysis afavesdropping
attacksdbased on occurrences MMBAN applicatiors from 2008 to 2@1is presented ifigure

2-4. The chart illustrates a steady increase in the number of papers remax@sgiropping
attacks from 2008 (2 papers) to 2017 (14 papers). However, 2018 indicates a major increase in
the number of papersportingeavesdroppingttacks (32 papers). While this literature review
extended to the first quarter of 2021, the growth is similar to 2028gNerading attacknd
physical / node compromise attaslere added to the list in 2008y using acompromisd

node, an attacker can launch several other types of attac&ksuostaer attack, sinkholattack,
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and replay attack. It is necessary to takantermeasure® make each sensor no@enper

proof.
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Figure 2-4: Attack landscape based on occurrencdsr WBAN applications throughout 20082021
For the period of this literature review, spoofing attacks were introduced in 2011. Between
2015 and 2020 the number of references to spodfitagks has steadily increased. Due to
recent developments of various tools for extracting device identity and localisation
information, attackers can use this information to launch spoofing ati@ktkeugh sniffing
attacks are a widely known attack etcontext of network securjtyery few authors have
addressed these attacks for WBAN applicatidng WBAN application, an attacker can use
popular sniffing tools such as Wireshark and Fiddler to capture data packets over the network.
By analysing thes data packets attackers can gain details about the communication protocol

and the nature of the data

2.6.2 Security and Privacy Requirements for WBAN Applications

The securityand privacyof healthrelated data is one of the primary challenges of WBAN
systemsThe data confidentiality, integrity and availability (CIA) triad is a common concept
to assuredatasecurity.Confidentialityassurs that data is not made available or disclosed to

unauthorised individuals or entities. Integrity provides assurance #tatisl not modified
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accidentally or deliberately, safeguarding the accuracy of the data. Availastitys the
reliable accessibility of the system for authorised entities. Data privacy governs how data is
collected, shared and used; it alssurs tha only authorised persons can access the data.
However, datprivacycannotbe achievedy securing only personally identifiable information
(PI). As PHR data includeboth PIl and patient health record data, so privacy needs to be
assured for both PII a@nhealth record data. According to tNESTIR 8062standard, privacy
concerns can arise from intentional or authorised processing of PIFaatee2-5 details the

relationship between information security and prixa

Security Concerns Privacy Concerns
Security .
of Pll Arise from byproduct
Arise from of authorised PII
unauthorised system processing

behavior

Figure 2-5: Relationship Between Information Security and PrivacyNISTIR 8062)
The literature review conducted as part of tlasearch unearthed 22 secumtyd privacy
requirements. A description of these 22 secwitgt privacyrequirements and their relevance

to WBAN applications is presented Tiable2-4.

Table 2-4: List of security and privacy requirements with a description for WBAN applications

Security and Description
Privacy
Requirements
Data Since WBANhealthcareapplications contain sensor nodes that store and transmit sensitive
Confidentiality information, data confidentiality is one of the most important challe(Rasli and Ahmad, 2011

Li et al. (2010)state that PHR data needs to be protected from unauthorised access and leaki
in storage in a sensor node or local server.

Data Integrity As data confidentiality does not protect data from external modifications, data integrity is n
Data integrity provides assurances that data is not modified during transmission or while in
(Dodangeh and Jahangir, 2018 WBAN based healtcare applications contain sensitive p4g
medi cal information, a patientés |life cou
example, in ahealthcareapplication scenario, a little modification to a laboratory report
prescription can lead to the wrong medication being pitesst by a docto(Sajid and Abbas, 2016
Authentication In WBAN applications the authentication presewill check the identity of a user before allowi
the user to access any PHR datkJanabi et al. (20173tate that WBAN network senders a
receivers need to calculate a Message Authentication Code for all the data before transmisgig
this code allows both entities &ssurethat the message is from a trustworthy source. Addition
both the sender and receiver in the network can authenticate each other by saatherdlcation
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Security and
Privacy
Requirements

Description

technique before sharing any data. This helps tigate marin-middle attack¢gKompara and Holbl,
2018)

Nonrepudiation

To preserve the privacy of the PHR data in WBAN, the application needs to have the ahigyte
that an entity cannot deny the authenticity of a message which originated from it. While the
is accessed by an authenticated user, it is necessarggakaonstant check on the activity of tf
authenticated user. The entity will be unable to deny that it made certain ck@aj@snd Abbas
2016)

Access Control

Access control is also a growing concern for maintaining the privabgalthcaredata in WBAN
applications due to the sensitivity of the informatiBajid et al. (20163¥tate that it is necessary
define a finegrained access control policy in WBA&pplications tassurghat PHR data will no
be accessed by an unauthorised ettt al. (2010)present a WBAN applation scenario wher
PHR data may be accessible by doctors, medical staff, pharmacists and other service agen
insurance company got access to patient health information, they might offer higher health in
premiums to that patient. Thereora finegrained access policy needs to enforce different ac
privileges to users.

Availability

In WBAN applications, data availabilitgssure data is available to the application or authori
entities whenever it is required. An attacker may tatgeservice by launching DoS attacks to m
the application inaccessible or flood the network with traffic to make it unavailglylev and
Cusack, 2014)In a medicalkemergency, the unavailability of the network means doctors wi
unable to access PHR data, which may lead to loss of life of a patieassBangdata availability
must always be a high priority in d&lealthcaresystemgNaik and Samundiswary, 2016)

Data Privacy

Data privacyassure that only authorised persons can access the data. In WBAN application
privacy is amajor concern as sensor nodes collect, process and transmitre&sitd data. It ig
necessary tassurehat this healthrelated data is not leaked to unauthorised perdtast al., 2017)
According toAra et al. (2017)data privacy is a major challenge due to resource constraints v
WBAN based remote health monitoring services, as disclosure of sensor data will viola
privacy.

Encryption/
Cryptography

As WBAN sensor nodes havenited processing power, memory and energy constraints,
encryption is a key challenge. With the help of lightweight and epeffigient cryptography
algorithms, data will be converted into a human unreadable format while it resides in g
(Cavallari et al., 2014)By using symmetric and asymmetric cryptognapifigorithms, usehealth
data can be encrypted. Data Encryption Standard, Advance Data Encryption Standard, Ellipti
Cryptography, and the Rivest Shamir Algorithm are some widely used cryptographic algq
(Sawaneh, Sankoh and Koroma, 2017)

Key Management

In WBAN applications, key management is constrained by sensors computational power,
power, memory and transmission randasdari et al. (2017present the operations of a k
management service as key generation, key refreshing, kegnagnt, key distribution and ke
revocation. Generating unique cryptographic keys is the most important challeaggutedata
security. Similarly, key revocation andenewal processes need to be in place to revok
compromised cryptographic key

DataFreshness

Data freshness is an important factor dssuringdata integrity and confidentially in WBAN
applications. It assures that data packets are in the correct format and not previoudWaiksadd
Samundiswary, 20165awaneh et al. (201pyesent two types of data freshness techniquesrdiyr
in use: strong freshness and weak freshness. Strong freshness is required when a sens
performing a synchronisation process with the coordinator or a personal server as it prg
guarantee of time delay with data packet frame orderirgal/fteshness is required when the ser
node is working with a lovduty cycle pulse, as it will not require any guarantee of time délay
Janabi et al., 2017)

Firewall

In WBAN applications firewalls can be used as the first line of defence to protect se
information.Omoogun et al. (201®iscuss the use of firewalls and specific access control listg
protect WBAN applications from differeattacks such as DoS attacks. They also state that fire
can also restrict malicious users from gaining access to the application.

Accountability

Accountability is the process of identifying unauthorised actions and holding users accounts
their actions(Ramli and Ahmad2011) In WBAN based applicationbealthcargroviders need tq
safeguard PHR data by making the user (both authorised and unauthorised) accountable
actions(Al-Janabi et al., 2017pimilarly, toassurelata privacy in &ealthcareystem, it is necessa
to identify dishmest users (both authorised and unauthorised) and make them accountable

actions(Sajid and Abbas2016)

Revocability

I n WBAN applications it is necessary to h
sensor node as soon as they are identified as compromised or behave maljiBiodahgeh ang
Jahangir, 2018)As the number of users and sensor nodes can be larg&/BA& application, a
fine-grained revocation process needs to be implemented to revoke one or many entities
system. During this revocation process, i
key by using broadcast messafdsLou and Ren, 2010)
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Security and Description
Privacy
Requirements
Intrusion An intrusion detection system is a set of techniques or methods to identify and block sus
Detection activity in a network or hdgAl-Janabi et al., 2017Thamilarasu et al. (201@resent two types o

intrusion detection system that can be used for a WBAN application, 1)bRséel detection and Z
Anomaly-based detection. Ruleased detection techniques use a signature database to e
network and host activities against fuefined attack patterns and signatures. Anorbalyed
detection uses profibased techniques, which evaluate network or host activities agairtfpred
behaviour profiles. If any inconsistencies are found during the evaluation process, it will thed
as an anomaly.

Trust Managemen

In a WBAN basedhealthcarepplication trust management needs to take place in-timeaketting
to providetrustworthiness between sensor nodes to provide a tgmnpeir and efficient servic@Al -
Janabi et al., 20171t is also essential to verifjiat data originates from a trusted sensor and not
an attacke(Saleem, Ullah and Kwak, 2010)ithout a trusbased solution in place, cryptograph
solutions can become inefftive or useless against an internally compromised (ibumilarasu
and Odesile, 2016)

Forward secrecy
Backward secrecy

To preserve data confidentiality and privacy in WBAN applications iiteicessary tassurethat an
attacker can not trace any data by collecting information from previous and future commun
Proper key management and cryptographic techniques with forward and backward secrecy ar
to preserve data confidentialiand privacy(Challa et al., 2018)

Resilience

In WBAN applications resilience is defined as how capable the system is in resisting exter
internal failures and how fast the system can recover from a failure state to a statfiaktatea et
al. (2017)state that designing an efficient and resilient WBAN application is challenging due
diversity of sensor nodes and dynamic environmentste@uongoing research mostly focuses
mitigating technical issues such as mobility and sensor design, but designing fault detect
system recovery in WBAN applications are still at an early stage of development.

Physical
Protection

In WBAN applicatons it is necessary tassurephysical protection for all sensor nodes, mol
devices and medical backend data serv8isgel et al. (2008)sted the medical backend data ser
as one of the most securityitical devices in a WBAN application. The backend server is use
collect and store PHR data from all the sensor nodes. It iss@getoassurephysical security by
implementing appropriate access controls.

Auditability

Auditability is one of the least addressed requirementadeuringdatasecurity andorivacy in a
healthcareapplication(Sajid and Abbas, 2016)n a medical emergency scenario, patients usi
WBAN application might not be convinced to grant access to thafthheelated data due to mistru
of the Emergency Medical Care (EMC) provider. It is necessary to keep track of access acti
PHR data even if it is by an authorised enfgjid and Abbas, 2016f EMC providers try to misuss
the PHRdata, it can be tracked through auditing.

Client  Platform

Security

Usually, in WBAN applications sensor nodesdeéata to a personal handheld device which is ¢
for storing or processing dat8ajid et al. (2016yliscuss how very limited work has been done
assuringdata security and privacy of the software and hardware used bysersl inhealthcare
applications. The endser system includes mobile devices, personal computers and networ
these endiser systems are comprised by an attacker, the privacy of stored PHR data
jeopardised, or it may leave the system open to attacks. Theréfareyecessary tassuredata
security and privacy on these euasker systems.

Anonymity

Anonymisation is a process which aims to prevent identification of the individual with whom @
related. For a WBAN application, it is necessarpdsurehat anadversary cannot trace any user
collecting sensor datéDhillon and Kalra, 2018) Similarly, in Sajid et al. (2016)ktate that
anonymisation can be usedassue data security and privacy of the user in WBAN applicationg
hiding the patientdés key identification i
as a particular individual will not be able to be linked or associated with the data theidgta
retrieval or the data storage processes.

Regulations
compliance
requirement

ang

Assuringthe security and privacy of PHR data has become a global concern. To preserve data
there are different sets of regulations or rules availableetithe world. Among them, the two mo
important are the American Health Insurance Portability and Accountability Act for the US
and the General Data Protection Regulation for the EU region. It is necessary to implemen
rules or policies IWBAN applications toassureaccess to patient healtblated data which wil
protect t he (Al-danabienat, 80d7)nboth cases; the regulatory compliance bo
provide a set of rules for doctorsealthcareproviders and hospitals tassuredata privacy ang
securityof PHR data. If anyhealthcareservice provider fails to meet the rules and a data br
happens, the service provider can face civil or criminal consequences, including fines.

As discussed earlier in this section, @A triad along with privacy is uired forassuring

data securityand preserving the privacy of Pll and PHR dataMBAN basedhealthcare
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applicatiors. Table2-4 shows that b assuredata securityand privacyin WBAN applications
other securityand privacyrequirementsieedto be takennto account such as proper access
control, key management and lightweight cryptography algoritlsoshe of the securitgnd
privacy requirements hel to assuremultiple properties of the CIA triad and privacy. For
example, proper access control will helpassuredata confidentiality and privacy while key
management and lightweight cryptographic techniques will protect data confidentiality and
integity. Implementing the correct client platform security measures asBuredata
confidentially integrity, availability and privacy.
One of the goals of this research istoveythe securityand privacyrequirements landscape
for WBAN basedhealthcareapplications. During the literature review process, a total of 22
securityand privacyrequirements were identified which are requireégdssuredata security
and privacy of WBAN baselealthcareapplications. Adable2-5 indicates the securityand
privacyrequirements were recorded in an excel spreadsheet along with the research paper ID.
This table is a snapshot showing just fifty papers. The full taldeasable inAppendixA.
This list of securityand privacyrequirements will help to develop a data secuaitg privacy

framework for WBAN applications.

Table 2-5: Mapping of occurrence of security and privacy requirements for WBAN applications in current literature
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Theliteratureindicates that the most referenced WBAN secuaitygl privacyrequirements are
data confidentially(186 papers) data integrity(181 papers) authentication(186 papers)
encryption (139 papers),data privacy (138 papers),data availability (97 papers) key
managemen{93 papers)and access contrd’6 papers) Authenticationwith fine-grained
access controt required forassuringdata confidentiality and privaqRagesh and Baskaran,
2012) Lightweight cryptographic techniques care usedin memory and computational
powerconstrained systems #&ssuredata integrity and confidentialliMohd, Hayajneh and
Vasilakos, 2015)To achieve data integrity using a cryptographic technique, a proper key
management process withrward and backwed secrecy support is also requir@ddasdari,

Ahmadzadeh and Bidaki, 2017)

The least addressed securagd privacyrequirements are @irewall, physical protection,

auditing, client platform security, and anonymi@moogun et al. (2018tates thato assure
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data availability in WBAN applicationsit is necessary to have a firewall and intrusion
detection system in place so thatdpplicationcan take the necessary prevention and detection
actions against different types of attack. Furthermore, in WBAN basathcarepplications,

it is necessary tassuralata privacy by adopting guidelines provided by regulatory b¢éies

Janabiet al, 2017)
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Figure 2-6: Security and privacy requirements landscape based on occurrencdsr WBAN applications throughout
20082021

To view how security and privacy requirements for WBAN based healthcare applications have
changed from 2008 to 2021, a stacked graph was created. This graph was created by using the
number of occurrences of each security requirement eachgare2-6 presents security and
privacy requirements by year from 2008 to 202&an be seen that the number of secuaiitgl
privacy requirementsncreasedrom 10 in 2008 to 22 in ZL. The chart illustrates a steady
increase in the number of papeeporting requirements from 2008 (3 papers) to 2020 (3
papers). While this literature review extended to the first quarter of 2021, the growth is similar
to 2020.Among them confidentiality, integrity and authenticationénthehighest occurrences

each ar. Due to easy access to apps installed on mobile deaigtiing, client platform
security and anonymity hawappearedrom 2015 onwards. As security and privacy of PHR
datahas become a global concern, regulatory compliance requirements for WBAdhBpE

staredhavingapresencdérom 2012 onwards.
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2.7 Existing Approaches for Addressing Security and Privacy Requirements
and Attacks

Substantial research has been conduated data confidentially, integrity, availability,
authentication and privacy WWBAN basedhealthcarapplications. In this section, we present
a detailed overview of the existifigmeworks osolutionapproaches and ndteeirlimitations

in addressinghe securityand privacyrequirements detailed in the previous section. Duriag th
review process, each framewaksolution approactvas analysetb determine theecurity
and privacyrequirements for whichhey provide countermeasure$able 2-6 presentsa
mapping of existingframeworks or solution approachesto the securityand privacy
requirements presented in secti@6.2 In most cases, the approacks provide a

countermeasure for multiple securétgd privacyrequirements

Table 2-6: Mapping of framework or solution approach with security and privacy requirements for WBAN

applications
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Liu et al.(2014) XXX X X X
Li et al.(2016) X | X X X X X X | X X | x
Ramli et al.(2013) X X X
Mantaset al.(2009) X X
Odesile et al. (2017) X X
Han et al. (2014) XX X X X X
Yin et al.(2017) XX XX
Alsadharet al. (2013) | X | X X X
Sridhararetal.(2014) | X [*| | X X X
Hussien et al(2016) X X X
Alshamsiet al.(2017)
He et al(2014) X | X X X X
G. Thamilarasy 2015) X
Wang et a(2018) X X
Thampiet al.(2015) X
Das et a(2017) X
Sridhararet al.013) X X X
Igbaet al. 2013) X | X X X
Andrew et al(2018) X | x X| x| x
Wu et al.(2016) X | X X X
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Al-saleen et al.2017) X X
Cagalaban et §2012) X X | X X X X
Ramu(2018) X | X X
Abdmeziemet al.014) | x | X X X X
Dhillon et al.018) X | X|x|x]|x X X
Zhouet d.(2013) X
Ragestet al.012) X | X X X X X X | X
Sarvabhatl®t al.2015) X| X X
Li et al(2013) X X
Gebrieet al.017) XX X X X
Sampang{2014) X X X X X
Huanget al.2016) X X
Shankaet al.015) X X X X
Shen et a{2018) X | X x| x| X X X
Dodangetlet al.2018) XX X X X X X
Wu (2014) X X X
Li et al.015) X
Zhouet al.Q015) X | X X X X

Liu et al.(2014)developed twaertificatelessremote anonymous authentication schemes as

a certificateless cryptography (CLC) primitive by carefully exploring the special
charateristics of WBANSs. The proposed solution addressed a total of 6 from 22 seautity
privacyrequirementsThe CLC still requires a trusted thipéirty key generating centre (KGC)
which will producea parti al private key dentiyrSigpcethe mast e
KGC does not possess the secret value, it does not know the full privaid&edvantage of
thisschemas that there will be no key escrow problem nor issue thigpulic key certificate.

The preliminary version of the authenticati scheme cannot provide anonymity since a
constant value related to user identity is transmitted. The seeutignced version of the
authentication scheme is also vulnerable to the identity threat or masquerading attack since
every application provideshould maintain an identityerifier table.Li et al. (2016)design an
efficient certificateless signcryption access control scheme based onvii€h addressed a

total of 11 from 22 security requirmeni&his modified version of thaccessontrol scheme
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can be used tauthorse, authenticate, and revoke user access to WBANSs. This scheme helps
to achieveconfidentiality, integrity, authentication, n@apudiation, public verifiability, and

ciphertext authenticity.

Ramli et al(2013)suggest diometricbasedsecurity framework model for data authentication

in WBAN applicatiors which addressed 5 from 22 securépd privacyrequirementsThis
method usguser vital sigs such as ECG data to generatgptogiaphic keydor sensors to
secure the communication and encryption and decryptidheohessage This scheme also
usesthe Message Authentication Protocol as a key for authentication between source and
destination and omits complex key generation metliodsmplementing authentication in
WBANSs. Theauthorsdid not present any discussion about energy and power efficiency of the

scheme No authentication protoceVas presentenh the framework

Han et al.(2014) proposed aMulti-valued and Ambiguous Scheme (MAR) secure
communi cati on bet we e n hdaltheresygstemsrhis sehente mafByA NG s |
deals with data confidentiality ammtovides a general paradigm for deploying applications in
Cloud-assisted WBANsThe aithoralso proposed a new method to design cryptosystems as

the standard approach to protect data. In this new method casenscode data with a secret

key that can ol be decoded by the intended receivéfsh e pr oposed scheme u
cryptographic algorithm with the concept of muléilue rules for encoding tassurethe
patientds data confidentiality. However, as

scheme would have high overhead in terms of encryption and decryption.

Sridharan et al. (D14) proposed a Data Authentication Model (DAM) to achieve
confidentiality and autheigity with the help of a private key thigtsharedetween both parties
before the message transfer. In this proposed DAM model, authentication challenges are
addressed specifically by usingsemple shared private key technique instead of a complex

cryptographic key distribution algorithm. This simple shared private key cryptographic
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technique will require less computation resources for encryption and decryption processes. It
will save power utilization for the entire process of medical data transiee bealthcarainit
while adequate security measures are employegtlshramsi et al(2016)the authors proposed
a Lightweght Encryption Algorithm (LEA) as an efficient algorithm for WBAN applications.
This adds a layer of encryption to patient vital signs captured by the sensor and sent to a mobile
device that a patient carries. The authors also stated that LEA is motdesthitan other
cryptographic algorithms for WBAN environments, where the sensor devices have limited

memory space and processing power.

Zhou et al(2015)proposed grivacy preservingey management scheme fdoud-assisted

WBAN applicationsThe aithorsused a blinding technique aathbed@dbody sensoraskey

partsof thesymmetric key establishment mechanismcryptography, blinding is a technique

where service providers will prade service to a client in an encoded form without knowing

real input and output. This techique wille | p t o achieve the privacy
deployment, and locatiofhe proposedsolution will also help tagesist both timéased and

location-based mobile attacks

Odesileet al. 017)proposed armntrusion detectiorsystemfor WBANS usinga distributed
autonomousnobile agentwhere every node in the network acts as the computing node, and
mobile agents migrate and collaboratively perform attack detedti@proposed framework
alsouses machine learning algorithms to perform local andgar&tlevel anomaly detection
Sensor agents can perform local detection using the attack features available in the limited
sensing region, while gateway nodes and servers can perform global attack deféion

proposed solution is capaldéidentifying DoS and eavesdropping attacks.

A trust management scheme is required in WBAN applicatoconsider whether a node is
trustworthy, reliable and secure while interacting with other sensor nodes. However, very few

trustbased solutions have been proposed¥BAN applicationsLi et al. 015) proposed a
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lightweight trust system named BANust, which does not rely on any encryption technique
and is easily deployable on commercial 4fe-shelf sensor nodes. This approachsuse
collaborative filtering techniques based on the recommendation of neigidpsensor nodes
in a network. Each sensor node mairgarvector of its trust values and everye i ghbour 0s
sensor node in the network. The sendingnodequsiese i ghbour 6s node about
on the intended recipient and subsequently assign a weight to their opinions based on the level
of similarity between the sender and the neighbdur's vectoés value. The sending node
computes the trust of the receiver node by a weighted average of the individual opinions from
i'ts nei glb banewde ismddeder a neighbouring node cannot evaluate the node,
the neighbouring node willveigh the node with a default rating. Once the default rating is
received, the sending node will calculate the trust based on the default rating and the similarity

of the new node with the existing node

A blockchain is an advanced distributed ledger sting of a series of blockwhich are time

slotted and connected through a crygtaphic hash. This advanced distributed ledgealso

be usal to maintain and store transaction and agtidéta. InZhang et al. (201%he authors

propose an efficient conditional identity privapyeserving public auditing echanism which

checls the integrity of data hosted in the cloud server. The proposed auditing schems assign
ananonymous id to eagbiece ofpatient data before storing ingocloud server which will
preserve the privacy of the user ddtae authors also integrate Ethereum blockchain to store

the transaction data. The patients can anonymously use this transaction data to check whether

privacy is comprisedue to the maliciousualiting behaviours.

In summary,Table2-6 indicates that none of the approaches provide a countermeasure for all
the securityand privacyrequirements listed in Secti@.6.2 The literature indicates that most

of the security approaches provide for data confidentiality, integrity, authentication, key
management and cryptographitechniques. Very few of the approaches address

countermeasures for privacy, auditability, trust management, intrusion detection and resilience.
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WBAN PHR data can be storemh ¢ | mebiet dévices however none of the existing
security approaches praa any guidelines on how to achieve security for thosbile
devices As a WBAN basetiealthcarepplication processes patient PHR data, it is necessary
to assuredata security and privacy by adopting guidelines provided by different regulatory
bodies. iring the review process, it was noted that none of the authors discussed regulatory
compliance requirements during the development of the security framework or solution

approach.

2.8 Regulations and Standards

Security and privacy are key concerns for WBANdxh healthcare applications due to the
sensitive data they process, store and transmit. The implementation of effective security and
privacy controls are important tasks which can have significant impact on the operations and
budgets of an organisationontry-specific rules and regulations also need to be taken into
account during the implementation of security and privacy controls. This section presents a
detailed description of widely used regulations from the USA and Europe followed by a review

of international securitand privacystandards.

2.8.1 Regulations

Healthcareapplications and medical devices need to be compliantwaitiousregulations.
Assuringsecurity and privacy is a vital requiremdot compliance with regulationd his
section presents the various regulations from the US and EU markets with their individual

security and privacy requirements.
FDA

The 800 series under Title 21 of the Code of Federal Regulations (CFR)stiiéimegulations
which govern medical deues within the United StatesS). These regulations are enforced
by theFood and Drug AdministratiofirDA). The FDA recognises that the security and privacy

of medical devices is a sharedsponsibility among stakeholders, includihgalthcare
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facilities, patients healthcargroviders, and manufacturers of medical devi¢d3A, 2020)
Medical devices should be designed to protect assets and functionafitto reduce the risk
of loss of authenticity, availability, fagrity and confidentiality. As part dlitle 21 CFR part
820- Quality SystenRegulatiodstates thathe medical device manufactureseds to employ
a cybersecurity risk management progré@#R, 2020) The aim of the risk management
program is to reduce the likelihood of the device functionality betogipromised
intentionally or unintentionallyby inadequate cybersecuritgn effective cybersecurity risk
management program should address cybersecurity in both premarket and postmarket medical

device development lifecycle phases.
HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) was brought
forward by thesecretary of the US Depimnent of Health and Human Services (HHS) as a law

to enforce regulations for governing electronically managed patient information in the
healthcare industryand includegrivacy and securitprotectionof electronic personal health
information (e-PHI) (HIPAA, 2020) Title Il of HIPAA provides five rulesPrivacy Rule,
Transactions and Code Sets Rule, Security Rule, Unique Identifiers Rule, and Enforcement
Rule The purpose of these rulestasprevent fraud and abuse within the healthcare system.
The Privag Rule's objective is to guarantee that people's health information is appropriately
secured while permitting the flow of information required to deliver and promotecjoigiity
healthcare and safeguard the general public's health anteil. The Priacy Rule requires
different policies and procedures to provide federal protections for personal health information
held by covered entities. This rule alassurs patient rights concerning the authorisation,
revoking consent, viewing the&PHI, and askig for changes if thee-PHI is inaccurate or
incomplete.The Security Rule specifies a series of administrative, physical, and technical

safeguards to assure the confidentiality, integrity, and availability of electronically protected

42



Literature Review
health informationBelow are the key security and privacy requirements outimgeeHIPAA
Security and Privacy Rule:
1 Assurethe confidentiality, integrity, and availability of a#d-PHI while creatd,
receivel, storel and transmted

1 Identify and protect against reasbhganticipated threats to the security or integrity of

the information

1 Protect against reasonably anticipated, impermissible uses or disclosures of the

information
1 Perform risk analysis as part of the security management processes

1 Implement technical padies and procedures that allow only autkedi persons to
access 4°Hl

1 Implement policies and proceduresassurethat ePHI is not improperly altered or
destroyed

1 Implement security measures to guard against unastoaiccess to-BHI

EU Medical Device Reqgulations

The European Medical Device Regulation (EU MD&ysurs high standardsf safety,
security, and quality of medical devices being marketed within the EU for humaiUse
Commission, 207). The EU MDR is also known as EU Directive 2017/748d2017/74%,
was published in 2017The cybersecurity requirements listed in Annex | of the MDR wéhl
premarket and postmarket aspects of medical devBxsw is the list of key cybersecurity

requirements fronthe EUMDR:

1 Manufacturers shall establish, implement, document and maintain a risk management
system

1 Medical device software shoultk develod in accordance with the stabé-the-art
principles ofthe development life cycle, risk manament, including information

security, verification and validation
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1 Manufacturers shall set out minimum requirements concerning hardware, IT network
security measures, including protection against unauthorised access

1 Implement proper safeguartb avoid unathorised access, disclosure, dissemination,
alteration or loss of information and personal data processed

1 Implement adequate safegusitd assureconfidentiality of records and personal data
of subjects

1 Implement proper incident response plan and safdguar case of a data security

breach in order to mitigate the possible adverse effects
GDPR

TheGeneral Data Protection Regulati@DPR ) is a regulation on data protection and privacy
for citizensin the European Union (EU) and European Economic AEt&d Commission,
2016) It was introduced in May 2018. The EU commission designed the GDPR to atlgeve

following key goals

1 Protect the rights, privgcand freedom of individuals in the EU

1 Reduce the barrier for free movement of data inside the EU

91 Inform individuals how personal data will be processed and who will get access
1 Individuals will be able to obtain their data and reuse it for their owpgses

1 Individuals have the right to restrict access and erase their data

GDPR will have a significant impact on the healthcare sector due to the volume and nature of
sensitive personal data. This data is mainly used to provide patient catameeadonibring

and for scientific researcBelow is the list of key cybersecurity requirements of GDPR:

1 Security measures must protect the confidentiality, integrity, and availability of the
systems and services which process and store the personal data
1 Privacy bydesign includes minimisation of data sources, raw data, data storage and

processing of only the necessary data
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1 The proper execution of a Privacy Impact Assessment (PIA) should be supported by a
risk management system which identifies and reduces thepnigks
1 Organisations should use measures such as pseudonymisation and encryption to protect
the privacy of their data

1 Implement a realime detection and response system to protect against cyberattacks

and unauthorised access

2.8.2 Standards

Adoption of thefollowing standards can help an orgaationto achieve regulatory compliance

from a security and privacy perspective

IEEE 802.15.6

IEEE 802.15.6s the first published standard felortrangewirelessbased medical and nen
medical applicationsThis standard aisto provide better quality of servicewith strong
security for sensitive health information by assuring authentietion, integrity and
confidentiality for WBAN based applications. This standaido definesew physical and

MAC layers for WBAN applications which will help to standardise the frequency range
selection process for communication for different countiiée. standard also provides three
levels of security properties. LevelOisnamied n s ecur e d © thelowestsSeardyt i o n
level where data is transmitted without authentication and encryption. Level 1 is named
Afaut hent i cwahere data isotrahsyiied with authentication only and has no
encryption. Finally, level 2iscalldi aut hent i c at i ovhereadatals transroittegg pt i o1
securely with authentication and encryptidhis standard does not provide any guidelines to
assure the privacy of the data. Additionally, this standard does not provide guidelines to achieve

regulatory requirements while developing a WBAN based healthcare application.
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IEC 62304

IEC 62304 provides guidelines for each stage of the medical device software lifecycle with
activities and tasks required for the safe design and maintenance of medical device software
(IEC 62304, 2019)This standard is recognised by the FDA, EU and other regulatory agencies
across the worldlEC 62304 recommersdthat organisations establish and maintain a risk
management process to manage risk associated with security. The process should provide a
methodology to identify the vulnerabilities, evaluate the associated ttaedisiplement risk
controk to mitigatethese threats. Finally, the process should also monitor the effectiveness of

the risk control.
NIST 800-53

The NIST 80653 standard provides security and privacy controls to protect applications, data,
assets and organisations fromiierse set of attacks, threats and ridhST SP80653, 2020)

These controls support the development of secure atidmefederal information systems that
meet the requirements set by Fesleral Information Security Management Act (FISMR)is
guideline applies to any component of a system which stores, processes and transmits
information. NIST SP 8083 provides cainols for he operational levelthe technical level

and the management levebf information systemsThese controlsare usal to assure
confidentiality, integrity and availability of the federal information system. This guideline
adopted a mukHiiered risk management approach and designed the contaligrionith SP
80037 - a risk management framework of information system and agton for security

and privacy By adoptinga risk management approgatach control is classified into three
different classes: Low, Mediuwr High based on theimpact. SP 80%3 also introducethe
concept of aecurity baselinerhich will help to crate the security controls baselohepending

on operational need, functional need ahé most common types of threats faciag

information system.
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ISO 27002

ISO 27002 is an information security standard developetdinternational Organization for
Standardization (ISO) which provides best practice recommendations and information security
controls to assure confidentiality, integrity, and availability of {E&®/IEC 27002, 2017)

This standards designed for orgagations to use as a referencguide organisatiato sdect,
implement, and manage controtmsed on ISO/IEC 270010 minimise security risk
Additionally, this standard also helps to devaloustryandorgangation-specific information
security management guidelindy consideing their specific informationsecurity risk

environment

FDA premarket and postmarket quidelines

The FDA provides premarket and postmarket guidelines for organisations and developers that
need to be considered during the development lifecycle of a medical device or healthcare
application.The premarket guidancgDA, 2018)outlines the following key security and

privacy relatedecommendatiosifor medical device manufactuse

1 To employ a riskbased approach to the design and development of medical devices
with appropriate cybersecurity protections

1 Take a holistic approach to device cybersecurity by assessing risks and mitigations
throughout the productods | ifecycl e

1 Identify the assets, threats, and vulnerabilities

1 Perform anmpact assessment of the threats and vulnerabilities on device fuhigtiona
and eneusers

1 Assess the likelihood of a threat and of a vulnerability being exploited

1 Determine the risk levels and suitable mitigation strategies
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As cybersecurity risks to medical desae continuously evolving, it is possible to mitigate
the risk within thepremarket contra alone. Thereforehe FDA provides the followingkey

guidance for manufactureas part of postmarket medical device developr{feDA, 2016)

1 Take an approach toaonitor the cybersecurity infomation sources for identification
and detection of cybersecurity vulnerabilities and.risk
1 Identifyand assedbe threats andulnerabilitiesbeing exploited
1 Take a holistic approach tetect and assetigethreat sources
1 Establish aommunication process for incident response
1 Design a verification and validation process for software updates and patches used to

remediate the vulnerabilities

IEC 80001:1:2010

IEC 800011 Application of risk management for-fletworks incorporating mechl devices

was introduced in 2010 to address risks associated with medical devices when connecting to
IT-networks(IEC 800011, 2015) The framework aims to help orgaaiions define the risk
management roles, responsibilities, and activities to achieve medicz dalety and security.
IEC/TR 800012-2 (IEC 800012-2, 2011)is a technicakeport that provides background
processes to address security risk related capabilities for connecting medical devices to IT
networks.IEC 800011:2010 was primarily developed for applications which operate within a
healthcare delivery orgasai t | o méwsrk, Wwfereas WBAN applications may operate in a

public, open network using shednge communication media.

IEC/TR 80001-2-8

IEC/TR 800012-8 is a technical report which provides guidanceto Health Delivery
Organizations (HDOs) and Medical Device Manufacturers (MDRkdsestablish security
controlsfor applicatiors with security capabilities/hich areoutlined in IEC/TR 800012-2

(ISO/IEC 800012-8, 2016) A security control is a safeguard or countermeasure designed to
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protect security and priva®f an information system. Security capabilitaga combination
of secuity controls implemented by technical (functionality in hardware, software, and
firmware), physical (physical devices and protective measures), and procedural (procedures
performed by individuals) mean$EC/TR 800012-2 is a technical report that provides
background processes to address security and risk related capabilities for connecting medical
devices to ITnetworks (IEC 8000%12-2, 2011) The IEC/TR 800012-2 technical report
presents a total of nineteen hitgvel security capabilities to maintain the confidentiality,
integrity and availability of data. It also provides rolesl aesponsibilities of HDOs, MDMs

and IT-Network vendors in risk management:

a) HDOs with a catalogue of management, operational and administrative security
controls to maintain the effectiveness of a security capability for a medical device on a
medical dewe IT-network

b) MDMs with a catalogue of technical security controls for the establishment of each of

the 19 security capabilities

ThelEC/TR 800012-8 technical report was developed to establish security controls for the 19
security capabilities mentionea ithe IEC/TR 800012-2. These controls come from six
different international standards. The IEC/TR 80@9. report uses the following international

standards to develop the security controls:

1) NIST SP 80654 revision 4
2) ISO/IEC 154082:2008

3) ISO/IEC 154083:2008

4) ISO/IEC 27002:2013

5) 1SO 27799:2008

6) IEC 624433-3:2013
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The intent of these security controls is to protect confidentiality, integnithavailability of
the data and information systedll nineteensecurity capabilitiesnight not berequirel in
evay application. curity capabilities and security contrslsould be selected based amsé
assessmeniThe IEC/TR 800042-8 technical report does not provide adequate details for
implementing these risk controls. Therefore, this technical report tefetber standards for
the implementation details of the risk contfebr example, the ISO/IEC 80018 proposes
the use of a key management process as a risk control to generate, distribute and revoke a
cryptographic key. To achieve this the standafers to section 10.1.2 of ISO 27002 for further
details. Section 10.1.2 of ISO 27002 provides very high level and generic details about a key
management process and does not provide any information about how the key will be generated
and how the key wilbe transferred from the mobile application to the sensor device. ISO
27002 again refers to another standard ISO/IEC 11770 for further details about key
management, however ISO/IEC 11770 only outlines the details about the key generation and
not about the &y transfer. From the above example, the developer needs to review three

different standards to find implementation details for key management.
ISO 14971

ISO/IEC 14971Medical devices Application of risk management to medical devid&©
14971, 2018)provides guidance to medical device manufacturers to establish a risk
management process to identify and mitigate the safety risk. The standards recommend

performing thefollowing activities to manage safety risks within the medical device:

1 The risk management plan
1 Risk identification

1 Risk estimation

1 Risk evaluation

1 Risk control
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1 Risks arising from risk control measures
9 Verification of effectiveness of risk control measures

1 Residual risk evaluation
1 Risk/benefit evaluation

The only drawback concerning this study is that ISO 14971foolyseson safetyrelated risk;
this standard does not provide any guidance to manage security ang pelaged risk within
the medical devicel he process presented in the standard can be helpful to develop a new risk

management framework to assure security and privacy.
AAMI TIR57

AAMI TIR57 provides guidance for manufacturers to perform information riggctisk
management to address security risks within medical de(do®lIl TIR57, 2016) AAMI
TIR57 was developed with guidelines provided by ISO 14930 149712018)andNIST
SP 80030 Revision INIST:800-30, 2012) security risk management process developed for
traditional IT systemsThe goal of AAMI TIR57 is to assist manufacturers with the following

key outcomes:

1) Identification of assets, threats and vulnerabiti
2) Estimation and evaluation of associated security risk
3) Selection of security risk controls

4) Monitoring the effectiveness of the security risk controls

2.8.3 Summary

The 800 series under Title 21 of the CFR outlines the regulations which govern medical devices
within the US and are enforced the FDA. The FDA recognises that the security and privacy
of medical devices is a sharedsponsibility among stakeholders, includihgalthcare

facilities, patients,healthcareproviders, and manufacturers of medical desi Medical
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devices should be designed to protect assets and functionahtito reduce the risk of loss of
authenticity, availability, integrity and confidentialibdditionally, the USDepartment of
Health and Human Servicastroduced the HIPAA adio enforce regulations for governing
electronically managed patient information in the healthcare indastdyincludegprivacy and
securityprotectionof PHR data. Title Il of HIPAA provides five rules to prevent fraud and
abuse within the healthcaressgm. Furthermore, the EU MDRissurs high standardef
safety, security, and quality of medical devices being marketed within the EU for human use
The EU MDRstateghat nedical device software should be developed in accordance with the
stateof-the-art principles of the development life cycle, risk management, including
information security, verification and validatiofhe EU MDR alsstateghat manufacturers
need to mplement proper safeguards to avoid unauthorised access, disclosure, dissemination,
ateration or loss of information and personal data procegssitionally, the EU introduced
the GDPR in May 2018. The purpose of the GDPR &sBuradata protection and privacy for

EU citizens

Section 2.8.2 presensslist of standards which can hedm organisation achieve regulatory
compliance from a security and privacy perspectiiZ=E 802.15.6 is the first published
standard for WBAN based medical and aoadicalapplications While the IEEE 802.15.6

aims to provide a better quality of servicalwstrong security for sensitive health information

by assuringauthentication, integrity and confidentiality for WBAN based applications, it does
not provide any guidelines to assure the privacy of the data and achieve regulatory requirements
while devel@ing a WBAN based healthcare applicatibhST SP 80630 is a widely used risk
management framework to manage anavide guidancéo manage security risk within both

the application and organisatioWVhile NIST SP 8060 provide controls to protect
applications, data, assets and organisations from a diverse set of attacks, threats and risks, it
does not outline any guidelines which are tailored for healthmayanisationdo manage

security and privacy risk in healthcare applicatioi8O 14971 guides meaxhl device
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manufacturers to establish a risk management process to identify and mitigate saf@tiigisk
only drawback concerning this study is that ISO 14971 only focuses onsaédsd risk; this
standard does not provide any guidance to manageityeand privacy related risk within the
medical devicelEC 800011 provides guidance on managing risks associated with medical
devices within a healthcare delivery organi s
may operate in public, open networksng shordrange communication medidaAMI TIR57
provides guidance for manufacturers to perform information security risk management to
address security risks within medical devicABsWBAN application consists of resource
constrained sensor devicestiwlimited memory and computational power and cannot
accommodate complex security solutions like traditional healthcare applicalitiss.
frameworkdoes noprovide any guidance for managing security and privacy risks for resource

constrained sensor devices

2.9 Challenges For Adopting a Security and Privacy Framework

Adopting a cybersecurity framework helps organisattorcreate a baseline for measuring the
effectiveness of security and privacy controls as well as to meet compliance requirements.
Adopting a gbersecurity framework requires overcoming a range of both technical and
organisational barriergTownsend, 2017) According to Townsend (2017) 95% of
organisations have faced issues in implementing the chosen cybersecurity framework due to
lack of trained staff, lack of budget and lack of management sugpdvtacMahon et al.,

(2018) the authors conducted three case studies willeialthcare DeliveryOrganisatios

(HDO) who attempted to implemerthe IEC 8000211 risk managementrameworkfor IT-
networks incorporating medical devicd$ie case studiagere carried out in HDOs of varying

sizes and in different geographical locatibmsdentify the baiers to adopt théEC 800011

risk management frameworkhese barriers include:
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1 A lack of motivation and support from management teduesto a perceived lack of

return on investment

1 Existing standards are too complicated and complex to implensrd lack

implementation detall
1 Existing standaslaret oo abstract and not tailored to

Chen and Benus#2017) state that small organisatianhave limited knowledge about
informationsecurity and privacframeworksand they often failed to perform risk assessments

or to create security and privacy policidsie authors also state that small organisations are
facing major challenges complying with regulationghe authors suggested ththe
management team of a small organisation should take regulatory compliance seriously and be
selfeducated on the relevant regulations and standards. The authors also suggested seeking
professional advice when confusion or different interpretatioress @ause occuiTable 2-7

presents the list of challenges identified from the literatevew.

Table 2-7: Challenges br adopting security and privacy framework (Literature review)

Challenges Sources
Lack of trained staff, responsibilities, budgy (Townsend, 2017 Holden, 2014)
and management support MacMahon et al., (2018§Q. Chen et al., 2016)

(Shah and Khan, 202QEom and Lee, 2017)
(Benz and Chatterjee, 2020¢hen and Benusa, 2017)
(Mariani and Mohammed, 20131 j ul ni kov et

The existing standards are too complex ¢ MacMahon et al., (2018jEom and Lee, 2017)

complicated to implement (Aljohani and Blustein, 2018fSkierka, 2018)
(Thapa and Camtepe, 2021)

Limited knowledge about markspecific (Chen and Benusa, 201 7pkierka, 2018)

regulatory requirements, security standar (Supriya and Padaki, 201,&tevovic et al., (2013)

and policies Abraham et al., (2019)

Standards outline each security control g MacMahon et al., (2018)

very high-level with limited amount of (Marianiand Mohammed, 2015)

implementation details

Identification ofappropriate security control Aceto et al., (2018)

with respective implementation details
assureCIA and privacy of data

Lack of security mechanisms for seng (Thapa and Camtepe, 2038upriya and Padaki, 2018)engar etl.,
device nodes connected to wireless netwo (2018)Paquette et al., (2011)

which are often limited by physical memor|
computational power and stge

In Mariani and Mohammed (2015he authors conducted a case study to investigate security

breaches that occurred in various US based healthcare organisations. The investigation showed
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that each of the breaches were ealigy equipment containing unencrypted data bleisigor
stolen, or systems with inadequate protections beixgjoited by hackers The authas
concluded that the implementation of an effective information security program and system
security controls camued to pose a significant challenge due to the lack of motivation from
the leadership and development team. Furtherndoe@uthors also identified that encryption
was not implemented due to a lack of adequate implementation details and a lack etigeowl

and motivation from the leadership and development.team

2.10 Security and Privacy Risk Management Framework Properties

TheNational Institute of Standards and Technology (NIST) dsfaneybersecurity framework

as voluntary guidance designfed anorgarisation based on existing standards, guidelines, and
practices to manage and reduce cybersecuritys.ri8kcording to NISTa cybersecurity

framework should be customisable based omthg ani sati onds r i(NIRTs, si t
CSF, 2021)Asorganisatios will have uniqueisks,threats, vulnerabilities, and risk tolerance,
implementing a framework and its outcomes will vary frorganisation tcorganisation.n
Garrabrantset al. (1990)and (Lichtenstein, 1996)the authors present sevproperties ofa

risk management framewovkhich arepresented below

1 Consistency: Given a particular system configuration, results obtained from the
independent analysis will not significantyffer.

1 Usability: Theframeworkshould be understandable, easy to use, simple and capable of
handling errorsit should be usablandunderstandabley the availal# resources.

1 Adaptability: The frameworknust be able to adapttoanorgant i on6s needs

1 Feasibility: The frameworkshould be feasible in terms of its availability, practicality
and scopeThe required data is available and can be economically gathered

1 Completeness: The framework should consider all relevant aspects and elements of a

systembébs information security
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1 \Validity: The framework should produce valid results, with recommendations for
safeguards. Validity is composed of relevance, scope and practicality
1 Credibility: The framework resultamust be acceptable to securfigrsonnelin the
organisationsndthemanagement. They must beligbhattheframeworkis producing

credible and reliableesults

NIST SP 80630 is a widely used risk management framework to managerande guidance

for conducting risk assessments of fedemdrimation systems and orgaations The goal of

this frameworkis to provide a foundation for assessing and mitigating risks identified within
IT systems, which will help organisations better manageldted riskg¢NIST:800-30, 2012)

NIST SP 80830 consists of raming the risks, assessing risks, responding to risks, and
monitoring the risks Among them, the framing risks stage is used to produce a risk
management strategy to assess the risks.sébend component is to assess the risk, which
includes identifying the threats, internal and external vulnerabilities, the impact, or harm that
may occur if the threat exploits the vulnerabilities and the likelihood of the risk. The third
component is defing a mitigaton strategy to respond to the risk identified from the second
component. Finally, the fourth component is to determine a strategy to monitor the risk over

time and measeithe ongoing effectiveness of the rgktigation strategy.

ISO 270® Information technologyd Security technique® Information security risk
managements developed by the International Organization for Standardization (ISO) to
manage risks that can compromise the organisation's information s€&@t27005, 2015)

ISO 27005 consists of five key phases: risk assessment, risk treatment, risk acceptance, risk

communication, and risk monitoring. The risk assessment phase includes:

1 Identification of the risk management context (organisational boundaries, systems, etc.)
9 Identification of assets

9 Identification of threats and vulnerabilities
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9 Identification of risk likelihood

1 The evaluation and estimation of potential risks

In the risk treatment phase, thrggansation implements the risk treatment plarmich includes

implementingselected controls to reduce the risk to an acceptable level.

OCTAVE is a risk assessment methodology to identify, manage and evaluate information
security (Alberts et al, 2003) OCTAVE is an asselriven evalation approach; using this
approach, an organisation can make informapimtection decisions based on the risks to the
confidentiality, integrity, and availability of critical informatioelated assets. The OCTAVE
approach is driven by two aspects: @ienal risk and security practices. The OCTAVE

approach consists of the following steps:

=

Identify informationrelated assets

1 Focus risk analysis activities on those assets judged to be most critical to the
organisation

1 Consider the relationships amongitical assets, the threats to those assets, and

vulnerabilities (both organisational and technological) that can expose assets to threats

1 Evaluate risks in an operational contektow t hey are used to cond

business and how those efssare at risk due to security threats

1 Create a practicbased protection strategy for organisational improvement as well as

ri sk mitigation plans to reduce the risk

Table 2-8: Comparison of the risk management framework phases

Risk management | Risk assessment Phases
framework approach
NIST 80630 Qualitative or| System Characterisation
Quantitative Threat Identification
Vulnerability Identification
Control Analysis
Likelihood Determination
Impact Analysis
Risk Determination
Control Recommendations
Results Documentation
ISO 27005 Qualitative or| Risk assessment
Quantitative Risk treatment
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Risk management | Risk assessment Phases
framework approach

Risk acceptance

Risk communication

Risk monitoring

OCTAVE Qualitative Build AssetBased Threat Profiles

Identify Infrastructure Vulnerabilities

Develop Security Strategy and Plans

AAMI TIR 57 Qualitative or| Identification of assets, threats and vulnerabilities
Quantitative Estimation and evahtion of associated security risk
Selection of security risk controls

Monitoring the effectiveness of the security risk contro

Table 2-8 indicates that risk managment framework are using eithela qualitative ora
guantitative approach for conducting risk assessmequalitative assessment approach uses
subjective values with a scale of qualifying attributes (e.g. Very Low, Low, Medium, High,
Very High) to desabe the impact and likelihood of potential consequences of threats and
vulnerabilities. The value of the impact and likelihood depends on the experience, expertise
and competence of the person conducting the risk assessment. The qualitative assessment
appoach is very easy and less time consuming to perform compared to quantitative, as this
approach does not require any special tools or methods. Quantitative risk assessments use a
scale with numerical values based on a set of mathematical methods, ruleistandal

incident data. This approach is usually expressed in a monetary term which reflects the amount
of money an orgasation may lose over a time period if the threat event occurs, or a
vulnerability is exploited. The quality of the analysis depewdthe accuracy of the numerical
values, historical incident data and the validity of the methods likedtomparison inrable

2-8 alsoshowed that there are only minor differences betwikeexistingrisk management
frameworksIn the first phase, each framework requires an inventory of relevant infrastructure

el ements and definition of t he -level pesspectiseat i on 6
the subsequent phase requires the identification of the threats and respective vulnerabilities.
The identified threats and vulnerabilities will then be used to determine the risk's impact level
and respective control for mitigating thekrign the final phase, the organisation will define

the strategy to monitor the effectiveness of the risk controls.
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2.11 Research Questions Revisited

This chapter partially provides answers to ResearchCudstions 1, 2, and 3.

RSQ 1 What challenges araced by developers of wireless body area network applications

to assure the security and privacy of PHR data?

The literature review indicates thdevelopes facethefollowing challengeso assure security

and privacy ot WBAN application

1 WBAN applicatons canbeaffected by a total of eleven types of attack. Among them,
denialof-service eavesdroppingreplay attacks, and data modification attacksaare
the most commoattackson WBAN applicatiors

1 Therearetwenty-two requirementthatneed tdoe consideedfor assuring the security
and privacy of WBAN applications

1 Developers also face challenges to implement safeguards for mitigating the threats and
vulnerabilities due to having limited knowledge about secand privacy standards

1 Existing standards consist of a vast number of controls, and these standards are very
complex and complicated to implement

1 Developes face challenges to identify the appropriate security and privacy ceturol
mitigate the threatand vulnerabilities

1 Existing gandards outline each security control at a very-heglkl with limited amount
of implementation details

1 Lack of security mechanisms for sensor device nodes connected to wireless networks,

which are often limited by physicenemory, computational power and storage
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RSQ 2:What frameworks, methods and techniques are used to assure data security and privacy

for wireless body area networks?

The literature reviewdentified a total ofsix risk management frameworks: ISO/IEC 8290

1:2010, AAMI TIR57, ISO 14971S0 27005, OCTAVENd NIST 80630. An initial analysis

found that only two of theseixf r amewor ks wer e Ohealthcare sp
risk management framework$SO/IEC 800011:2010 and AAMI TIR57 Among them JEC

800011 guides managing risks associated with medical devices when connecting to IT
networks. The framework aims to help organisations define the risk management roles,
responsibilities, and activities to achieve medical device safetyeandty.IEC 800011:2010

was primarily developed for applicationgi t hi n a healthcare deliwv
network, whereas WBAN applications may operate in public, open netwsirkg shordrange
communication medidEC 800011:2010 does not prose any guidelines for assuring security

and privacy in resoureeonstrained sensor devices that communicate over Bluetooth.

AAMI TIR57 provides guidance for manufacturers to perform information security risk
management to address security risks within gedievices. AAMI TIR57 was developed

with guidelines provided by ISO 14971 adtST SP 80630. Thisframeworkdoes noprovide

any guidance for managing security and privacy risks for res@ortgtrained sensor devices.

A WBAN application consists of resrceconstrained sensor devicesttwlimited memory

and computational power and cannot accommodate complex security solutions like traditional

healthcare applications.

ISO 14971 guides medical device manufacturers to establish a risk management process to
identify and mitigate safety riskThe only drawback concerning this study is that ISO 14971
only focus on safetyelated risk; this standard does not provide any guidance to manage

security and privacy related risk within the medical device.
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NIST SP 80-30 is a widely used risk management framework to manageranidie guidance
for conducting risk assessments of information systems and sagans This framework
aims to provide a foundation for assessing and mitigating risks identified within tAnss;s
which will help organisationso better manage Frelated risks. NIST SP 868D provides
generic guidelines to manage security risk within both the application and organiShésa.
guidelinescan be used to develop a new risk management framemadrkave been adopted
by ISO 14971 and AAMI TIR7A limitation of NIST SP 80630 is that itonly provides
guidelines to manage information systems and organisations' seqditdoes not outline any

guidelines for managingrivacy relatedisk in healthcare applications.

ISO 27005wvasdeveloped to manage risks that can compromise the organisation's information
security. 1ISO 27005 consists of five key phases: risk assessnmstireatment, risk
acceptance, risk communication, and risk monitoring to manage the security risk. This risk
management framework aims only to manage th
framework does not provide any guidelines to manageiggand privacy related risks within

an application.

OCTAVE is a risk assessment methodoloigy identifying, managhg and evaluang
information security. OCTAVE is an ass#riven evaluation approach; using this approach, an
organisation can make infoationprotection decisions based on the risks to the
confidentiality, integrity, and availability of critical informatieelated assets. But, OCTAVE

does not have any guidelines to manage security and privacy risks for medical devices.

RSQ 3:What shouldh WBANSecRM framewodontain to assist wireless body area network
application developers in assuring security and privacy and put them on the path to regulatory
compliance?

o0Title 21 CRRiapaty 826tem Regul ationd stat

manufacturer needs to employ a cybersecurity risk management program to reduce the risk of
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losing authenticity, availability, integrity and confidentialityhe literature review indicates
that a framework should be easy to understand, easy to use,asiy adaptable by
organisations. The framework also needs to produce valid and credible results for the
organisations that the security personnel will accCEperisk management framewoskould
useaqualitativeandbr quantitative approach for condungirisk assessmeriturthermorethe

framework should also consist the followingphasedo assure security and privacy:

Identification of assets

=

1 Identification of threats and vulnerabilities

1 Estimation and evaluation of associated security risk

1 Risktreatment

1 Risk acceptance

1 Selection of security and privacy risk controls

1 Develop the implementation details for security and privacy risk controls

1 Implement the selected security and privacy risk controls

=

Monitoring the effectiveness of ttsecurity risk controls

2.12 Summary

This chaptebegins by outlining thapproackemployed to conduct this literature review. This
approachis a lightweight version o& systematic literature review developed by Barbara

Kitchenham.

The literature review indit¢as that the most challenging issues related to developing a WBAN
based healthcare application are energy efficiency, antenna design, assuring the quality of
service, and security and privadylanaging the security and privacy of patient health rexcord

is a major concern for regulators and developers. In addition, medical device manufacturers,
healthcare organisations and application developers need to implement proper safeguards to

reduce the risks in the event of a cyb#rack.The literature review indates that a WBAN
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application can be affected by a total of eleven types of attBenialof-service
eavesdroppingreplay attack, and data modification attacks are as the most common attacks
for WBAN applications. The literature review also indicategthere are twentywo types of
requirements to assure the security and privacy of WBAN applicationandsiereferenced
security and privacy requirements are data confidentiddya integrity, data availability,
authentication, encryption, data priya key managemerd&ind access controllhe least
addressed security and privacy requirements fireveall, physical protection, auditing, client

platform security, and anonymity.

The literature review also indicates that none of the existing solutionaghes addresses all

the security and privacy requirementgarious standards and guidelines propose lists of
security and privacy controls for implementing proper safeguards of PHR data. Due to the vast
lists of security and privacy controls wiltick of implementation detailsmplemenation of

these controls is complex and challenging. The literature review also indicates that existing risk
management frameworks for healthcare applicatimreprimarily developed for applications
which operate within a healthcare delivery orgarni i o nn@twork Iwhereas WBAN
applications may operate in a public, open network using-stiege communication media.
When a WBAN application opera an environment where many people have open internet
accessthisleaves them vulnerable and open to many typetaifi@ and threats. Additionally,

open connectivity creates a large attack surff¢BAN applicatiors consist of resource
constrained sensor devices which have limited memory and computational godvéne
literature review indicates that none of the feavarks provide guidance for managing security

and privacy risks for resour@mnstrained sensor devices

Finally, this chapter provides a review of existing risk management frameworks to identify the
properties a risk management framework should contdie.literature review indicates that
each framework requires an inventory of relevant infrastructure elements and definition of the

organi sati onds mi s slava persgective, the sudequentEphaseeqairesh i g h
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the identification of the the#s and respective vulnerabilities. The identified threats and
vulnerabilitiesare then used to determine the risk's impact level and respective control for
mitigating the risk. In the final phase, the organisation will define the strategy to monitor the

effectiveness of the risk controls
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3 Challenges for Assuring Security and Privacy in Practice

3.1 Introduction

The literature review indicates thatapting a cybersecurity framewoika challenging task

due to the various technical and organisational barriers that need to be overcome. It requires a
thorough understanding of the orgsation's specific needs and environment, as well as the
technical apects of implementing and maintaining a cybersecurity framework. Additionally,
organgational barriers such as resistance to change, lack of resources, and insufficient
communication can hinder the adoption procés®erefore it was decided to investigabne

WBAN based healthcare application development organisalioa.investigation aimed to

gain insights into the challenges faced by the WBAN application developmentsatganin
implementing safeguards to ensure security and privacy. By undergfdhdse challenges,

the investigation can provide partial answersR8Q1: i Wh a t chall enges ar
developers of wireless body area network applications in assuring the security and privacy of

PHR data?bo

In the sectior8.2, the choice of interview selected for this part of the research and the sample
size are discussed. Additionally, the next section also outlines the organisation selected for the
interview dong with the steps to develop the questionnaire. On return of the completed
guestionnaire, the comments received from the interviewee was analysed by the author of this
study. The methodology for conducting this analysis is presented innsg&&ibinally, section

3.4outlines the challenges identified for assuring segant privacy for a WBAN application.

3.2 Data Collection

To understand the challenges faced by the organisatiomplementing safeguasdo assure
security and privacy ai WBAN application, it is necessary to collect data from the WBAN

application development organisation. The main data collectiethodsare conducting
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interviews, observing participant behavior, and reviewing documents. Among them, interviews

are the widely usedualitative method for dateollection(Braun and Clarke, 20430.77).

3.2.1 Qualitative Interviews defined

Qualitative interviews are a research method that enables researchers to gather detailed insights
into an individual's experiences, perspectives, and belravidhese interviews involve
engaging participants istructured semistructured, or unstructurembnversations, allowing

for a more indepth understanding of the topic being studidbin and Rubin, 2012p3). To

ensure a diverse and informative range of perspectives on a research topic, researchers often
use purposeful sampling to select participants. Moreover, when conducting qualitative
interviews, ethical considerations such as informed consent and participant anonymity are
crucial aspects to be taken into consideration. Qualitative interviews are an essential tool for
researchers to uncover underlying motivations, cultural nuances, and soc&aitdhat
guantitative methods may not capture fully. They play a crucial role in tiedliding,
hypothesis generation, and developing a holistic understanding of complex phenomena

(Creswell and Creswell, 2018)

3.2.2 Interview Structure and Question Types

There are various ways in which interviews can be structured, including structured, semi
structured, and unstructured. Additionally, interviews can be conducted using closed-or open
ended questions. However, before diving into the interview structureusstian types used,

this sectiorprovidesa closer look at these interview structures and question types.

3.2.2.1 Interview Structure

Structured Interviews: In structured interviews, the researcher follows a fixed, standardized
set of questions with little deviatm. This method is similar to a survey that includes closed
ended questions. Structured interviews are commonlhsadilwhen the researcher requires

consistent responses or quantitative data from the particifiznaisn and Clarke, 2013078.
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Semtstructured Interviews: Semistructured interviews are popular among qualitative
researchers, as they offer a balancevbeh a pralefined framework and the freedom to
capture participants' experiences and perspectives in (&tain ad Clarke, 2013p78.
Such interviews involve using a set of key questions or topics as a guide while allowing the
interviewer to ask followup questions and modify the conversation based on the participant's
responses. This method provides a congisipproach while enabling Htepth exploration

(Rubinand Rubin, 201pp149.

Unstructured Interviews: Unstructured interviews offer high flexibility, as there are ne pre

set questions for the researcher to follow. Instead, the conversation flows freely, with the
researcher having only a broad topic in mind. This allows for open exploration of the
participait's perspective and encourages them to share their thoughts, feelings, and experiences
about the topic at hand. Such interviews aim to collect narrative data, and the researcher
engages in opeaended conversations with participants to achieve this(goaun and Clarke,

2013pp78.

3.2.2.2 Interview Question Types

Closed Question:Closed questions are designed to elicitecigze, concise answer, often in

the form of a "yes" or "no" response or a short piece of information. They are particularly useful
in situations where the researcher needs to gather specific information quickly and efficiently.
Closed questions can help establish clear, objective data points and can be useful in

guantitative researdBraun and Clarke, 20143084).

Open Question: Open questions are designed to allow respondents to provide answers in their
own words and are not limited to specific options or ansyersswell and Creswell, 2018)
They encourage a more detailed and epeded response and enable the respondent to express

their thoughts, feelings, or opinions in greater depth. Open questions are often used in
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gualitative research to gather detailed information, explore ideas, and elicit subjective

perspectives.

3.2.3 Organisation Profile

CompanyA is a startup company that has quickly grown to be one of the leading suppliers of
performance tracking and monitoring systems foteesdiports. Due to the success of their
systems, they are expanding into the aregdafd based WBAN applicatioifhe system will

enable multiple users with access to a mobile application or a computer desktbpwsbr

to monitor the performance, movemend health information of elite sports players in real
time through the cloud systenihis will also allow for seamless monitoring of various
biometric parameters and will aid in the quick diagnosis and treatment of any medical
conditions.As part ofthe interview process, a group of three individuals from Company A
participated in the session to help achieve the objectives. The group was comprised of the CTO,

Tech Lead, and Senior Developer

The CTO is a highly experienced professional with over @&rsy of expertise in product
development. Throughout his career, he has demonstrated exceptional leadership skills, having
led product development teams for 19 years. He is a strategic thinker, with a strong focus on
creativity and innovation, which hasdl@éo the successful implementation of mamywel
solutions. He has led muddiisciplinary engineering teams, including hardware, FPGA,
software, mechanical, and manufacturing, and his expertise in these fields has been

instrumental in delivering highuality products.

The technical leatlasover 12 years of experience in product developnéatis anexpert in
making critical architectural and design decisions. He supervises system modifications and
ensures that all changes are implemented efficientlyedfedtively, guaranteeing that the
system runs smoothly. In addition to his technical responsibilities, the technical lead is also

involved in conducting regular security and privacy audits. These audits help to identify any
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potential security and privacsgsues, ensuring that the application's security and privacy
features are ufp-date and robust. By ensuring that the application meets the highest security
and privacy standards, the technical lead plays a crucial role in maintaining the application's

integrity and protecting user data.

The senior developer is an outstanding software engineer who is highly competent and
motivated to develop software. His expertise includes developing new software and improving
the existing systems. He has over eight yedrexperience in the software development
industry, working on a wide range of web, mobile, and desktop applications. He involved in
all aspects of the development process, from planning and requirements gathering to writing

and testing code

3.2.4 Creating Int erview Guide

The strategy used to develop the questions is based on the strategy identiathdryne
Dawson (2002 p.69. The question development phase contaireéght steps illustrated in
Figure 3-1. The first step involved considering the purpose of the interview and what
information the researcher sought from the interview. The purpose of the interview is to
identify the chdkenges faced by the organisation to assure security and privaen

developing WBANs
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Figure 3-1: Interview questionnaire development method

Step 20of this phase was to identify the topics to be investigated during the interview. Below

is the list of topics that were identified:

1 Security and privacy requirements in software development process

1 Healthcardegislation, such as HIPPA and GDPR

1 Knowledge about security and privacy standards

1 Knowledge about developirgystem architecture of the application

1 Understanding of the data flow and respective assets for the application
1 Identifying the security and precy controls

1 Prioritise the security and privacy controls

1 Implementing security and privacy controls on resource constidevices

Step 3involved taking the topics generated in Step 2 and categorising them under more general

topics (henceforth known asategories) as depicted ifable 3-1. This was achieved by
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merging strongly linked topics. Methodological challenges relate to the difficulties companies
found in integrating security identification, analysis, testing and monitoring in their

development methodology. Orgaait i o n a |

chall enges

r el

ate

t

about market and external stakeholders. Technical challenges relate to specific security

concerns when designing and implementing WBAN applications.

Table 3-1: Topics redefined to categories for developing the questionnaire

Category No. Category Step 2 Topic
1 Methodological 1,6,7
2 Organgational 2,3
3 Technical 45,8

Step 4of the question development phase is to order the categories into a logical sequence,

generally moving from the more general to the specific. The resulting sequence from this step

is presented ifable3-1 above.

Step 5 of the question development phase involved constructing questions around each

category. The questions are constructed with a combination oferpuksd and closeended

guestions. In general, the questions contained a greater proportion @rajezhquegins and

were kept short, neutral and to the point. With the combination of closed andt g

guestions, this step producselvenquestions listed inAppendixG.

Step 6 of the questionnaire development was to have the questionnaire independently

reviewed. This review was completed by a member of RSRC. The reviewer had extensive

experience and expertise in software processes for healthcare applications and developing

interview questionnaires. A copy of the questionnaire and a statement outlining the purpose of

the review was provided to the reviewer to determine how well the questionnaire fulfilled its

purpose and assure that it did not contain ambiguity. In step &viegver commented that no

changeswere required after reviewing the questionnair@he final seven questions are

presented iAppendixG.
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3.3 Data Analysis

Theinterview responswasreceived in electronic format via email, where review comments
were theresult of answers to @ombination ofclosed and opeandedquestions Due to the

nature of the responses, @neswers to thepenendedquestionsonsisted of tet with similar
concepts in different text locations. The challenges were then to structure the comments into
meaningful and analysable data from which conclusions could be drawn. Thstafiee
approach used to analyse the interview response is detafeglire3-2. This was developed
based on the guidelines presented Saunders,

Lewis and Thornhil2009 pp.478 for

analysing qualitative data.
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Figure 3-2: Methodology for analysing interview response
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The preparation stage involved recording all thenterview response&omments and the
researcher familiansg themselvesvith the commentsThe preparation stage involved the

following steps:

1) Record all the comments in a spreadsheet for better visualisation and for ease of

analysis, as thearticipantorganisatiorsent he response electronically\word format

2) Read each of the comments and check whether any clarification is reduines

found that no further clarification was needed.

Thecategorisationstage involved creating initial categories based on the inteigective,

research question, and aim of the research, which resulted in the following three categories:

1) Methodological challengesi comments related to thehallenges in integrating
security identification, analysis, testing, and monitoring in their eldgment
methodology

2) Organisational challengesi commentsrelated to the challenges arise due to the
companyo6s policies, factors about mar ket

3) Technical challengesi commentsrelatal to specific securityand privacyconcerns

whendesigning and implementing WBAN applications

Unitising data involves creating units of data from the comments and attaching it to an
appropriate category unit of data may be a number of wordgranscript ling a sentence,
severalsentences, a compéeparagraph, or some other chunk of textual data that fits the
category Unitising datainvolved carefully readinghe comments severéimes, each time
underlining the content that applied to any-sabegory and annotating the underlined content
with thesub-category code. This process was repeated until no new text for coding emerged.
During this step, a total of 15 units of code were produtsdn exemplaiTable3-2illustrates

the subcategory and unit of data creation for teehnical challengesategory.
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Table 3-2: lllustration of technical challengesategory subcategory and unit of data

Category Unit of Data Code Sub-category
Architectural Arch_Design_Con
consideration of

security at sensol
network, application
and data storage levi Architectural Design
Understanding thq Data_Flow and Data Flow
data flow around
their system an(
what assets need |{
be protected
Indentifying security| Ind_Sec_Risk_Con
and privacy risk

Technical

Challenges contrql .
Securityand privacy| New_Sec_Con_Source
risk control
implementation
details Security and privac
Security and privacy Sec_Con_Selection_Pro . Y P y

. risk control

mechanisms fol

sensor nodes, whic
are often limited by
physical memory
constraints,
computational
powers and storages

The next stepecognisingrelationships and developing the categorieimvolved organising

the list of codes with their respective categories followed by checking whether the key theme
or concepts are recurring in the code. If the concept is recurring, then merge the matching
codesAdditionally, check if any categories consist of a large number of codes, then divide the
category into a subategory and attach the appropriate cddepart of this step, a total of 8

subcategories were produced.

The developing and testing propositios stage involved creating the hypothesis or
proposition for each code. Once the proposition was developed for each code, a focus group
was set up to review the creditability of the proposition. In this research study, the focus group
consisted of two membe from the RSRC having extensive expertise in the area of security
and privacy for medical devices. The focus group members reviewed each proposition to reach
a consensus to address the comments. In cases where focus group members were unable to

reach aonsensus for a propositiomvisit the development processtioérespective code and
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key themeand update the propositioithe findings from this step are outlined in the next

section
3.4 Findings
3.4.1 Methodological Challenges

The interviewee faced methodological challenges in integrating security identification,
analysis, testing, and monitoring in its development methodology. In response to the question
ADo you face any challenges to incorporate
softwae devel op me, nthe intprvicveeestatedhat they have very limited
experiencedstaff to implement standasdjuideline in their existing software development
process. Thenterviewee alsostatedthat top management is reluctant to provide the sacgs

support budgetand resources for implementing a standard.

Intervieweealso mentioned that while reviewing the security and privacy stas)dlaeg found

each standard consists of a vast number of controls. This vast number of controls raises the
chdlenge of prioritising the control while preparing the release plan. Furthermore, the
organisation also found that the standards typically provide ddévghoutline of each security

and privacy control withougiving sufficient detail on how to implemethe contral While

this can be useful for providing a comprehensive overview of the security and privacy
landscape, it can also make it challenging for the organisation to know exactly how to
implement each control effectively. The organisation thinky tleed to onboard experienced
security and privacy experts who can help them translate the standard's requirements into
specific implementation details and best practices. Below is the list of methodological

challenges identified from the interview

1 Lackof trained staffbudget, and management support
91 Due to a vast number of controls, the challenge is psmgtithese controls in addition

to planning releases without compromising security and privacy
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i Standards outline each security control at a verj-lagel with limited amount of

implementation details

3.4.2 Organisational Challenges

Organisational challenges can arise from a variety of factors, such as a company's policies,
market conditions, and external stakeholders. Regarding the question about the regulatory
compliance,Interviewee mentioned that the organisation plans to incorporate regulatory
compliance related to the US and EU markets intoMBAN application. They specifically
mentioned regulatory compliance, such as HIPAA, and GDREIir limited knowledge about
marketspecificregulatory requirements, standards, and policies, poses a significant challenge
for incorporating security and privacy into the application. They also think the company must
stay upto-date with the latest regulations and security standards relevamrt EIRAA, and

GDPR to avoid compliance issues and potential security breaches. The organisation also
mentioned that they face another challenge regarding the existing standatdsmarket

specific regulatory requirements are complex and difficult fgleément. They also think they

need to seek expert guidance and resources to help them implement these standards effectively.

Below is the list of methodological challenges identified from the interview:

1 Limited knowledge about markspecific regulatory mguirements, security standards,
and policies

1 The existing standards are too complex and complicated to implement

3.4.3 Technical Challenges

Technical challenges can arise when designing and implementing Wireless Body Area
Network (WBAN) applications, particulariwhen it comes to assuring security and privacy.
Understanding the data flow around a system is crucial in identifying potential vulnerabilities
and ensuring that adequate security measures are implemented. It involveaghaly data

is collected, proessed, stored, and transmitted within the system and identifying all the assets
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that need to be protected. Assets can include hardware, software, network components, and
data itself. By understanding the data flow and assets that need to be protectety, sec
professionals can develop a comprehensive security strategy that addresses all potential risks

and threats.

One of the biggest challengés ensuring security and privacy in WBANS is the lack of a
comprehensive understanding of the architecturé/iAN security and privacy. WBANS are
designed to collect and transmit sensitive medical data, which makes them vulnerable to attacks
and breaches. However, the architecture for securing WBANSs is complex and involves multiple
layers of security measuresg¢inding authentication, encryption, and access control. Without

a comprehensive understanding of the architecture for WBAN security and privacy, it can be
difficult to implement effective security measures and ensure that sensitive medical data is
protectel. Therefore, it is important to invest in research and development to better understand
the architecture for WBAN security and privacy and develop effective solutions to address

these challenges.

Another significant challenge in securing WBANS is the lafckecurity mechanisms for sensor
device nodes connected to wireless networks. These devices are often limited by physical
memory, computational power, and storage, which makes it difficult to implement
comprehensive security measures. Furthermore, mérthese devices are designed for
specific medical applications, which can make it challenging to develop standardized security
protocols that can be applied universally across all devices. As a result, many sensor device
nodes are vulnerable to attacks éneaches, which can compromise the security of the entire
network. Addressing this challenge requires developing security mechanisms that are tailored
to the specific limitations of sensor device nodes, as well as implementing stabaseds
security preocols that can be universally applied across all devices. This will help to ensure
that all devices connected to the network are protected and that sensitive medical data is

securedBelow is the list otechnicalchallenges identified from the interview
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1 Understanding the data flow around the system and what assets need to be protected
1 Lack of comprehensive understanding of the architecture for WBAN security and
privacy
1 Lack of security mechanisms for sensor device nodes connected to wireless networks,

which are often limited by physical memory, computational power and storage

3.5 Conclusion

The literature review indicates that adopting a cybersecurity framework is challenging due to
various barriers that need to be overcome. It was found that there arerschalkenges faced

by organisations when trying to adopt a cybersecurity framework. During the interview, a total
of nine challenges were identified for ensuring security and privacy. All six challenges
identified in the literature review were also meng&d during the interview. The interviewee
pointed out that reviewing security and privacy standards is challenging as each standard
consists of a vast number of controls that need to be prioritised when preparing the release plan.
Additionally, the intervewee mentioned facing difficulties in understanding the data flow and
assets that require protection, which is essential in developing a comprehensive security
strategy that addresses all potential risks and threats. Moreover, the interviewee also
highlighted the challenge of securing WBANSs due to a lack of comprehensive understanding
of the architecture for WBAN security and privacy, which involves multiple layers of security

measures such as authentication, encryption, and access control.

79



Map of Thesis

Part 1 /)
Chapter 1: Introduction Identify problem an
— motivation.
Chapter 2L iterature Review ) o
Define objectives ¢
Chapter3: Challenges for the solution.
Assuring Security and Privacy in| —
Practice
AV 4
Part 2
You arehere Chapterd: Research Methods an
Strategy
AV 4 -
Part 3
Chapter5: Development of the Design and
Framework Develop
— Demonstrate,
Chapter6: Data Security and and Evaluate the
Privacy Riskmanagement solution
Framework (Beta Version)
Expert Review

|

Chapter7: Discussion

Part 4

Chapter8: Conclusion




4 Research Methodology

4.1 Introduction

There are manylifferent research approaches and methio@snpirical software engineering
research A challenge experienced by most researcli@rsmpirical software engineering
researchis selecting which research method is most apprap(Basterbroolet al, 2008)
Easterbroolet al. (2008) discussed that the pros and cons of research methods are not well
documented and lack of knowledge about the implications of #thads they use makes it
challenging to select the most appropriate research methoal.type of research being
performed will determine which research method is most suitdbls. chapter presents a
review of the principal philosophical approaches toeaesh. A number of research
methodologies are presented and reviewed in terms of their suitability for conducting and

evaluating the research to achieve the research objectives of this work

4.2 Research Paradigms

A research paradigm is a set of widelycepted beliefs and assumptions about ontological,
epistemological, and methodological concerns within a research comnaitetyatively, a
paradigm can be defidasfia parti cul ar worl dview where phi
to determine what kinde f evi dence o0 n ePatton, 2@D%) Tha eseaght ab |l e
paradigm sets the direction Imow the research will bearriedout. There are two dominant

research perspectives namtig Positivist and Interpretivist paradigi$iese paradigmsan

be differentiated by their epistemology and ontolo@pistemology asks wh&nowledgeis

and how it can be obtained, and the degree to which it is possible tcakoowany particular

subject Ontology refers to our ideabouthow the universe is mad @and the meaning of

things.
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4.2.1 Positivism

Positivismis commonly consideregiscientific approach with techniques used by the scientific
community to studyrealworld behavioursThe basic assumption of Positivism is that the
world is ordered and reguland it can be investigated objectivéyates, 2006)Saunderst
al.(2009 pp.119 describethat positivist research is generally conducted in a controlled
environment and the researchers will often use observations as a d&atioo method.

Positivism has the following characteristics:

1 The world exists independently of humans

1 Researchers use observations and measurements to develop hypotheses that will have

one explanation, i.e. o6the trutho

1 The researcher is an impartial oh&s and discovers the facts independently without

researchersodé perssonal values and belief

1 The researcher usesnpirical testingfor confirmation or refutatiorof theories and

hypotheses

1 Often use mathematical modelling and statistical anatysjgantiative data to provide

logical, objective means of analysing observations and results

1 The research looks for generalisations of thesfadtich are true regardless of the

researcher and tloontext

4.2.2 Realism

Realism is an ontological position, which assumes that reality exists independently of the
r e s e a packptianBhanna, 2018)As an example, healthcare researcher will view the
concepts of disease ékings in the worl@independent of his or her perceptioBsaun and
Clarke(2013 p.27 define that ealism assumes a world of knowledge that can be understood
through research, where the trutibi® u t andcaecessildle through the proper appitice

of research technigueshe authorslso state thatealism is the ontology that underlies most

guantitative studies, but it rarely informs qualitative studies.
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Interpretivism

Interpretivismexploreshow the factogin social settings are related andependentSaunders

et al. (2009 p.116§ advocatehatthe researcheneedsto understand the difference between

humansin our roles as social actoidsiterpretivismlooks at how people perceive their world.

Oateg(2006)characterise interpretivismasthattheresearcheis not neutral, and they need to

acknowledge how they influence the reseaildie authoralso states that reality can ordg

accessed or transmitted to others through social construstioh as langqage and shared

meaning.Positivists criticise interpretivisrfor being norscientific therefore interpretivism

hasto assureheir research is supported withtg e.g.,interviews, questionnaires, observations

and documentsnterpretivismhas the following characteristi(®ates 2006)

4.2.4

No single version of théruthd Reality or knowledge is a construction of our mind,
either individually or in a group. Different groups of people perceive the world
differently

Use socially constructed mediums such as language and shared meanings and
understanding to access and transmit reality for an individual or a group

Researchers must be intuitive or seffiective to acknowledge how their interactions

are going to influencene research

The research aims to better understand people within their natural social settings, not
in the artificial world

Strong preference faenerating and analysimgialitative data

Researchers expect to propose several explanations for what hapthemsresearch

Pragmatism

Pragmatism argues that the most important determining factogsefrchis the research

guestion and that both positivist and interpretivist viewpoints can be (Sadndert al.,
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2009) Pragmatism is the philosophical underpinning of mixed methods res€aeswellet

al. (2018)identify the followingkey characteristics for pragmatism:

Pragmatism is not committed to any one system of philosophy and reality
Individual researchers have freedom of choice
Pragmatists do not see the world as absolute

Truth is what woks at the time

= =2 =/ =2 =2

Pragmati st researchers |l ook to the Oowhat

consequences

1 Pragmatists agree that research always occurs in social, historical, paiidailther
contexts

This study involves interviews anttials in organisatios. It uses both qualitative and

guantitative methodologies. This mixatkthod research is supported by pragmatism

4.3 Research Approach

The researclpproach is a plan and procedthat consists of the details, steps, and methods
used for data collection and analy8¢hendesignng aresearch projectheresearcher need

to consider the appropriate research approach which will lktasgarry out lhe research.
Saunder®t al. Q009 p.129 presented two research appraaghwhich are aninductive and

a deductive approach. In an inductive approatdta is collected first, and then a theory is
developed by analysinthe data. A theory and hypotheses are developed in the deductive
approach, anthen a research strategydsvelopedo test the hypotheses. Tiable4-1 below,
Saunderset al. 009) presentseveralsignificant differences between the deductive and

inductiveapproaches

Table 4-1 Differences between Inductive and Deductive approach

Deductive approach Inductive approach
Scientific principles I Gaining an understanding of theneanings
Moving from theory to data humans attach to events

The need to explainausal relationships betwee| 1 A close understanding of the research context

variables 1 The collection of qualitative data
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Deductive approach Inductive approach
The collection of quantitative data 1 A more flexible structure to permit changes
The application of controls tassurethe validity research emphasis as the research progresse
of data 1 Less concern with the need to generalise

1 The operationalisation of concepts #ssure
clarity of definition
A highly structured approach
Researcher independence of what is be
researched

1 The necessity to select samples of sufficient

to generalise conclusions

Although both approaches are distinct and mutually exclusive, both approachesisadibe
conjunction with each other. This study takes both an inductive and deductive apptoach in
account while designg the research. Initially, an inductive approach isetako gather
information and the theory develope@BANSecRM frameworkto assure security and
privacy). A deductive approach is then takém prove this theorythe WBANSecRM

framework wagleveloped and trialled in test bed organisations

4.4 Research Choices

Research methods are the tools or techniquastasgather datalhere are two methodbkat

can beused in data collectigujualitative andjuantitativemethods

Qualitativeresearchis a processn which datacollection and analysis technicgemphasis
generating or usingnon-numerical data. This process explores attitudes, behavand
experiences. The qualitativeresearch process is generally inductive rather than deductive
which generatesheory fromthe interpretation of the evidend&prattet al, 2004) Action
research observation, interviews, ethnography, andumded theory are examples of

qualitative methodologies.

Quantitative researcks described as any data collection technique or data analysis procedure

that produces and utilissnumerical datdSaunder®t al.2009) Quantitative research places
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the emphasion measurement while collecting and analgsdata. The researcher can use a
largescale survey to collect data and geneeaséatistical report fronthe data.Quantitative
research ismore suitable when the research requires the measurement of variation and
diversity. Generally, it uses théeductiveapproach to draw a hypothesis from a theory.
Examples of methods used in quantitative research include questionnaires, surveys, interviews

experiments, case studies, content analysis and observations.

In a research projedhe researcher can use eith@ualitative or a quantitativeapproach or

a combination of bottwithin the same projedCrotty, 1998) Using a single data collection
and analysispproachin a research pregtis known asd Mo method€ The combination of
qualitative and quantitative methods known asé Mu | t i p | €Saumderetab2D@OYH
Multiple methods cabe further divided into two more categories nanéeti -me d haod 6

0 Mu-ine¢ t h Eigliré4-1 outlines the categorisan of research choices.

Research choiches

|
v v

Mono method Multiple Methods
I

A 4 Y

Multi-method Mixed-methods

Figure 4-1: Research Choices

Multi-method occus when more than one data collection technique and analysis piscess
usel, but these techniques must be all quantitative teclesiquelse all qualitative techniques
Mixing the qualitative and quantitative techniqueknown asMixed method& The use of
multiple approachem a single research projecan capitabe on eactapproacks strengths

and offset itsveaknessedulti-method designs are usually intendedupplemenbne source

of information wi tomanssueusihgearious data sources ta address aat e 6
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research problem from different parif view. Mixedmethod desigms conceptuly more

complex andnvolvesdifferent ways of conceptualising the problem.
This study usethe mixed-method approactfor the following two reasons

1) Data is collected qualitatively by conducting intervgewa one company, and is
collected bothguanttatively and qualitatively througéssessment of tHeamework

2) Data triangulation and method triangulaticorroborates the results the literature
review, organisational interviews, expert reviegand industrial pilot in a WBAN based
application develoment organisation This triangulation gives greater overall

confidence in the study

4.5 Research Strategies

A research strategy is an overall plan of action for conducting the researchfstedgarch
strategy guides researchers in planning, executing, and monitoring the researchTsieidy.
research strategies considered in this section are Ethnographgtddies, Groundetheory,

Action Researci{AR), DesignResearch{DR) and Action Design Research (ADR).

4.5.1 Ethnography

Ethnography is a systematic approach to shglyrommunities' social and cultural és
(LeCompteet al.,1999) The main aim of the ethnography approach is to provide a holistic
insightinto peoplé® siews, actions and the nater of the location they inhabiEthnography
usually involves the researcher integrating and living with participants for long periods.
Ethnography is not suitable for this research as the development of the risk management
framework does not require thesearcher to have close interaction and observation of

participants for long periods.
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4.5.2 CaseSudy

Case study is a research strategy that involves an empirical investigation of a particular
phenomenon within its redife context(Robson and McCartan, 2016150Q. Case studies

focus on understanding a specific phenomenon in context using examination and observation.
This study focuses on developing a risk management framework that can be used across
different medical device organisations (not a single context). Hence, the case study is not a

suitable research strategy for this research.

4.5.3 Grounded Theory

Grounded thegris a research strategy used to develop a theory by analysing the material or
studying a field or procegElick, 2018 p.539. Researchers are responsible for developing the
theory by observing a groupaunderst al.009 p.142 propose to use a combination of
inductive anl deductive approaelsto develop the theorythe grounded theory approach was

not considere@ppropriate for this research. This research does not aim to create abtiteory
rather aims atleveloping a solutioby addressinghe research questions thatVeabeen

developed early in the research process.

45.4 Action Research

Action research (AR) is a research methodology where the researchasratevith a group

of people to improve a situation or solve a problem in a particular s@avgson, 2019p.17).

The author alsstates thatin ARit he r esearchers do not 0dod r
researchers workvith them and act as a facilitatarA range of activitiess required which

focus on research, planning, theory, learning and development. AR reqgsieecontinuous

research and learning process thatilds a longterm relationship with a problem
(Cunningham, 1993)AR is essentially a chaegriented approach in which complex
processes are studied by introducing change and observing the Bfesiterville, 1999)

Given (2008 p.4 states aotal of five overlapping cycle are involved in AR which are
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illustrated inFigure 4-2. These cycles argvestigation, action planning, piloting of new
practices, evaluation of outcomesdincorporating at all stagehe collection and analysis of

data and the generation of knowledge

1

Investigating the
current situation in
partnership and
planning change

with the aim of
improvement

4

Analysing and
interpreting data to
generate actionable
knowledge

Monitoring the impact c
changes: collecting a
wide range of data

5

Reporting
(final cycle

Figure 4-2: Model of Action Research (Given, 2008)
The godof AR is to findthesolutionto a practical problem while simultaneously contributing

to scientific theoryMaintaininga balance between the geaf the researcher artde goals of
the organsation must beachieved AR creates a bridge between the gbteoner and the
generation of theoretical knowledge. The role of the researcher and practitioner are presented

in Table4-2.

Table 4-2: Different role of actors in Action Research during three phases of research (Jarvinen, 2012)

Researcher Practitioner
In thebeginning Non-dominant Dominant
During the real process Collaborative Collaborative
At the end Dominant in scientific evaluation Dominant in practical evaluatio

This research method is very popular in areas such as sayamal managemerntpmmunity
developmenteducation and agricultur@®awson, 2019p.17. AR was not suitable for this
study as the researcher will have the dominant role during the three stages of the research. The

researcher will develop the security and privacy risk management framework (dominant in the
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beginning), and the researcher wills@l oversee the validation through expert reviews
(dominant) and implement it in the host organisati@o#iaborative). Furthermore, AR is most
suitable for solving a particular problem within an organisation but is not suitable for
developing a frameworkor generic use. This research aims to develop a data security and
privacy risk management framework for WBAN based healthcare applications that will not be

limited to a particular company setting.

455 Design Research

Design researcfDR) is a methodologysedfor building and evaluatg IT artefacts It intends

to solvea class of problenThe outcome of DR not only provides a new innovative artefact, it

also helps develop knowledge about creating another artefact which belongs to the same class.
Hevneret al.(2004)d e f i ne d e s i Bhe desigrssience paradigna seekgito extend

the boundaries of human and orgsational capabilities by creating new and innovative
artefact®. March and Smith(1995) outlinedtwo main processes of DRhatis6 bui | dé anc
0 e v a |l Heaneret@l. (2004 p.75 also states thathe DR frameworks &nowledge and
understanding of a problem domain aitd solution are achieved in the building and
application of the designed artefactThese two processgbuild and evaluateare used to

design the artefagtahich will fulfil the business neetlarch and Smitlj1995)also identified

four possible outputs for DR; tpnstruct 2) models 3) methodsand4) instantiation

Pefferset al(2007)stateghat the slow agption of DR in Information Systems is dueda h e
lack of a methodology to serve as a commontgpied framework for DR and of a template
for its ploa&adressthatidstiesauthmsproposed and developede@sign science

research methodolodipSRM). Pefferset al(2007)alsointroducel asix step process for DR:

1) Problem identification and motivation
2) Define the objectives for a solution

3) Design and development akolution

90



Research Mthodology
4) Demonstration through experimentation, simulation, case study, proof, or other
appropriate activity
5) Evaluation- compaing the objectives of a solution to actual observed results from use
of the artefact in the demonstration
6) Communication- communicate the problem, its importance, and the solution to

researchers and practising professionals
Jarvinen(2012)identify therole of the researcher and practitiomeDR based on

a) Whether the researcher or the practitioner is the originator of the research process
b) How they cooperatduring the research process

c) How rigor and relevance are applied

The role oftheresearcher and practitioner DR during the three phases of the researeh

presented iTable4-3.

Table 4-3: Different role of actors in DesignResearch during three phases of researddarvinen, 2012)

Researcher Practitioner
In the beginning Dominant No Involvement
During the real process Dominant Non-dominant
At the end Dominant in scientific evaluation Dominant in practical evaluatio

DR assumes neither any specific client nor joint collaboration betvessarcherand the
client while carrying out the resear(ivari and Venable2009) The roles presented Trable

4-3 also reflect that thpractitionerplaysa nordominant role during the real process phase of
the researchlin this study, the researcher requires collaborative support from the practitioner
to develop and revieuhe WBANSecRM frameworkluring the framework's development
phase. Eisting DR methds focus on building thartefact and relegate evaluation to a
subsequent and separate phage build and evaluate DR processes do not meet the rigorous
cycles and organisational intervention needs for designing arté&aitset al, 2011) The
author also concluded the DRSM DR model developedPéiferset al(2007) does not

recognisethe artdfacts materialisation within the interaction of the organisational elements
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Cole et al(2005) also statesthat DR methods are useful for supporting abstractions and
invention, but they considerganisational intervention secondary. DR method is inappropriate
for this researchas design, development and revievirdd WBANSecRM frameworkequire

decisive organisational intervention with rigascycles.

4.5.6 Action Design Research

Action Design Resealnc(ADR) is a crosdertilisation of AR and DRIt provides guidelines

for building, intervention, and evaluatira research strategfhe ADR methodology was
developed to facilitate a useful approach to benefit the interests ofnbotimation system
research and organisational resedf@ble et al, 2005) Seinet al, (2011)define ADR adia

method that focuses on the building, intervention, and evaluation of efadrthat reflects

not only the theoretical precursors and intent of the researchers but also the influence of users
and ongoi ng UheathadrsralsocdesoribesthDROmethodologyassupporing

the inclusion of the evaluation stage in DR when building the artefact, rather than the relegation
of this phase to a subsequent and separate. &4 consists of four stages and principles

presented ifrigure4-3.
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( 1. Problem Formulation 3. Reflection and
" > Learning
Principle 1: Practice-Inspired Research
Principle 2: Theory-Ingrained Artifact
—— : Principle 6: Guided
2. Building Ir}tewentlon and L de——
Evaluation (BIE)
S
Principle 3: Reciprocal Shaping
Principle 4: Mutually Influential Roles
Principle 5: Authentic and Concurrent
Evaluation
%, J

Y
(4. Formalisation of Leamingw

Principle 7: Generalised Outcomes

Figure 4-3: Stages andorinciples of action design research methogMaung K. Seiret al, 2011)

Stage 1 Problem formulation:

The initial phase of ADR is problem formulation, which provides an opportunity to identify
and conceptualise the problem. The problem can be identified based on existing theories,
technologyor organisational perceptiqrSan et al, 2011) The problem formulation stage is
based on the two principles of Practiospired Research and Thedngrained Artefact.
Practicelnspired Research emphasidbe use of field problems as a knowledge creation
opportunity, while TheoryIngrained Artefactis used to create and evaluate an artefact

informed by theories.
Stage 2 Building Intervention and Evaluation (BIE):

The second stage DR involves taking the output from Stage 1 and generating the initial design
of a solution artefacThe initial artefact which consists of implementation details for security
and privacy controlsvasshaped by conducting multiplgerviewswith a companyThe result

of the BIE stage is the final design of the artefact. There are two approa&iEs in
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1 OrgangationDominant BIE: Orgarsationrdominant BIE isuitable in situationghere
organisational intervention is a primary source of innovation to generate design
knowledge. This approadb BIE deploys the artefact in the organisation early & th
design process. During the itexetprocessthe ADR teamconsisting of the researcher,
practitioner and endsercan challengehe organisation participastabout specific
ideas and assumptisrof existing artefactsThis iteratve process helpto create or
improve the artefact design. The itevatiprocess will stopwhen an organisation
decides to adopt or reject the artefaatsd/ordesignchanges are very marginal.

1 IT-Dominant BIE:IT-Dominant BIE is when the artefact is deygtd by researchers
with large contributions from practitioners. It commences with designing the alpha
version of the artefact, which is usually developed without input from an organisation.
Then, the artefact is continuously refined through organisatiterviention. This
iterative process involves engagement between the researcher and practitioners and

helps to build and reshape the artefact.

Stage 3 Reflection and learningThe reflection and learning stage helps to apply the knowledge
gathered from stagg 1 and 2 to build a solution that can apply to a broader class of problems. Stage
3is an iterativegprocesghat isconducted in paralletith stages 1 and 2 The principle at this stage

is guided emergenc@he collaborative artefact will replicate theeliminary design developed by

the researchers afitd ongoing formation through orgaationalengagement.

Stage 4 Formalisation of Learning:The final phase of the ADR process is Formalization of
Learning. This phase of the research process is conceiitire@ssuring that ADR provides the

ability to generalise learnings, meaning that the solution is applicable in a range of contexts.

ADR helps researchers to make a significant scientific contribution while at the same time
assisting in solving practiti@n problems. ADR involves developing collaborative artefacts in

the technological and organisational context and shaping the artefacts within a dynamic and
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flexible development environment. ADR promotes the te@inrigour in artefact
development, but not at the cost of organisational relev#igR. is the chosen strategy for

this research for the following reasons:

1 The researcher identifieand formulatd the problem by executing the literature review
and interviews

1 Given the nature of this research and the nature of threats and vulnerabilities in WBAN
applications, artefact development reqdickose collaboration with organisations

1 ADR allowedthe reseather and practitioner to collaborate using a rigorous iterative
cycle during the early stage of the development ofMBANSecRMframework

1 The researcher produtan artefact in the form of a framewattkat validated in the
context in which it will be used

1 The outcome of this study produta generalised version of the artefact

4.6 Application of Action Design Research

This section presents each of thieR stages and associatgdnciples andliscusses how and

why they are applied in this study.
Stage 1 Problenmformulation:

In this research, the problem wiatially identified througho n e o r g amequestafdri on 6 s
guidelines forassuringdata securityand privacyin their fitness tracking applicatioi.his

research problem was further defined andceptualised through an interview conducted with

the organisation to identify the challenges faced by developers in assuring data security and
privacy. The interview resulted in developers needing extensive knowledge about ths, attack
threats, vulnerabties, and security and privacy requirements for WBAN based healthcare
applicationsFurthermore, a structured literature review was conducted basedresutis of

the interview to identify the attacks, threats, vulnerabilities, and security and yrivac

requirementsThe findings from thiditerature reviewwere then publishe(Paulet al, 2019)
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Additionally, a literature review was also conductedidentify the existing frameworks,
methods, and techniques used to assure data security and privacy of WBAN based healthcare
applicatiors. An analysis of tese frameworks, methods and techniques revealed that none of

them fully addressedll of the previously identified challenges.
Stage 2 Building Intervention and Evaluation (BIE):

This research adopted the Dominant BIE approach as the initial framaw will be designed

outside of the organisational context. The artefact will then be iteratively reviewed and piloted

in an organisational setting. An illustration of theD®dminant BIE approach used during this
research is presentedrigure4-4. At the BIE stage, the ADR team consisted of a combination

of the researcheand practitioners. The practitioner team included a chief technical officer, a
technical lead and a senior develofyem the organisatiohenceforth known as Company A

The endusersar e t he organi sat i on 06The serof dewelapereplaydk v el o p
dual roleasboth practitioner and endser.The researcher woekl closely with the practitioner

group to @sign and evaluate the design artefact in an iterative prétgsse4-4 represents how

the WBANSecRMframework evolvd throughout the iterative process.

« Literature review
¢ Conduct interview in Company A

‘Develop béta version of data
| security and privacy risk
| mana; t framework

Researcher(s) Artefact — Data security
and privacy risk
management framework |

ADR
team

review on beta
of data security

d privacy risk
gement framework |

Practitioners

End-users

hin'Company A

Figure 4-4: BIE diagram for developing a data security framework
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As illustrated inFigure4-4 an alpha version of the @asecurity guidelines (DSG) was developed
by the researcher after conducting a literature revievaamderview with Company A. The alpha
version of the DSG consists of a data flow diagram of the application and the guidelines to
implement securitgandprivacycontrok. The practitioner group reviewed this alpha version of the
DSG. A beta version of the DSG was developedting into account feedback from the review.
Theimplementation details for each security and privacy control of the DSG beta vamsion
presented ippendixC. The beta version of the DSG was then used to craatdpha version
of the data securitnd privacyframework. During the implementation phase the researcher
worked closely with the developmieteam to collect feedbaekout the usability and effectiveness
of theWBANSecRMframework When the development team completed the implementation of
the alpha version of thH&/BANSecRMf r a mewor k, t he or g aapplicaton i onds
was then d@sted by an external penetration testing organisatibhe goalof on-boarding a
penetration testing team wastast the application frora securityand privacyperspective. The
penetration test also helped to determine the efficacy aeitigrity and pvacy controk proposed
by theWBANSecRMframework All feedback from the penetration testengd developmeream
was collected and analysed, and necessary modifications were made to the alpha version of the
WBANSecRM framework. These changes resulted in the beta versieghedVBANSecRM
framework. As the primary goal of this research is to devettgia securitand privacyframework
for WBAN based healthcare applications, this research intends to demonstrate thésgeifity

of the WBANSecRMframework in stag8 and stage.4

Stage 3 Reflection and learningThe design and redesign of WdANSecRMis reflected upon

by the researcher based on the feedback received from practitimeérding expert reviewsr

and enduses. This reflectionassurs that the aefact (WBANSecRM adheres to the design
principles byassuringthat the aefact has absorbed the organisation specific learnings and has

expanded the learnings from the specific contexagsureapplicability to a broader class of
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problemsThis involves the iterative evaluation\MBANSecRMby theexperts/practitionerfsom

acalemia and industry.

Stage 4 Formalisation of Learning:Any solution must be generadisle anccan then be tailored

for use by any organisation developing WBAN based healthcare applgagardless of size or
geographical location. The formalisation ofaining phase also involvegublishing and
communication of the research outcomBse WBANSecRMwaspublished as a research paper
andmadeavailable to practitioners. In addition to the publication of the WBANSecRM, a number
of papershave been published relation to the development and useh&WBANSecRM. These

papers are listed in thgiblications section at the beginning of this thé€Bigblication$.

4.7 Data Collection Methods

The data collection methodsonsidered in this section agecument analysissurveys and

observation.

Document analysis a systematic procedure for reviewing and evaluating docsrireatder

to identify the presence of a certain text or a contspteading, skimming and interpretation

In qualitative research document analysis helps to identignd elicit meaning, gia
understanding and develop empirical knowledge about a cofg@pen, 2009) This type of

data collection method is suitable for this research, in particular, to identify the challenges faced
by the organisation to assure security and privaacito compilelists of assets with respective
threats and vulnerabilities. Furthermore, thisthodis also suitable for analysing the security

and privacy requirements and controls from various medical device regulatiorteeand

respective standardad guidelines

Surveysarea data collection methdtatuse a predefined group of people or organisations to
gain informatiorand insightsnto various topics of interesdurveys areraexcellen@approach
to collect large amoustof data from a sample population aiwl provide a broadand

representativeperspectivefrom the whole populationA survey can be conduced and
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adminisered electronically, oy faceto-faceinterview. Since this resealcis concernedot
only aboutwhatdata securityand privacychallengesan organisation is faced with but also
about how the organisation should address these challengesnistructured interviewvas
usedto identify the challengescedby the organig#on in assuring security and privacy for a
WBAN based applicatianAdditionally, a semsstructured interview was used to collect
feedback and suggest®rafter implementing the alpha versiaf the WBANSecRM
framework. Furthermore, a survey was used tecbdata from expert reviews to identify the

usability and efficacy of the WBANSecRM

Observatione nt a i tecrdinghfield rotes) of events, behaviours and artefacts in their
social setting(Saunder®t al, 2009 p.289 and is fundamentally qualitative in its approach
There are two types of observation which goarticipant observation and structured
observation(Saunderset al, 2009 p.283. Paticipant observations a type ofqualitative
observationand $ructured observations a type of quantitative observatioRarticipant
observation enables the researcher to directly observe the events artitypate in the
activities studied in the rgearch settingStructured observation is a type of quantitative
observation that focuses on the frequency of certain (&&tanderset al, 2009 p.288§.
Structured bservation normally necessitates the researcher spendiggiticant amount of
time in the settingHowever gaining access to orgaations for such a period of time can be
problematic This study aims to assist organisations in assuring security and privacy; observing
the participant behaviour while develogithe application will not help tassuresecurity and

privacy. For these reasons, observations were not thought suitable for this research.

4.8 Summary of Methods, Strategies and Choices

An overview of the path takemthis study in terms gshilosophy, approach, choices, strategies
and data collection techniqusresentedbelowin Table4-4. This study involves interviews

and organisational trials, whicincludes the use of both qualitative and quantitative
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methodologies. This mixechethod research is supported by thragmaticphilosophical

perspective advocated in this study

Table 4-4: Overview of ResearchProcess

Research Research Research Research Strategies Data Collection
Philosophy Approach Choices
Pragmatism | Inductive/Deductivel Mixed Methods | Action Design Research | Surveys,
DocumentAnalysis

During the research design, this study considers aotimductive and deductive approach.
Initially, an inductive approach was taken to gather information and develop a theory about
how the development of a risk management framework can assist the organisation in assuring
the security and privacy of WBAN bed healthcare applications. Furthermore, a deductive
approach was taken to prove this theagthe WBANSecRMframeworkwas developednd

tested iman organisational settinffhe mixedmethod approach was used in this study as data
was collected qualitatively through organisation interviews #reh quantitatively and

gualitatively through the expert review of tBANSecRMframework.

AR is most suitable for solving a particular prablevithin an organisation but is not suitable

for developing a framework for generic use. This research aims to develop a data security and
privacy risk management framework for WBAN based healthcare applications that will not be
limited to a particular copany settingDR methods are useful for supporting abstractions and
invention, but they consider organisational intervention secondary. DR method is inappropriate
for this research, as design, development and review of the WBANSecRM framework require
decisve organisational intervention with rigorous cycles. 8@ overall research strategy
chosen for this study is ADRADR allowed the researcher and practitioner to collaborate using

a rigorous iterative cycle during the early stage of the developmehiedfVBANSecRM
framework.Additionally, using ADR he outcome of this study produced a generalised version
of the artefactin addition, this study selected document analysis and survey as suitable data
collection methodsDocument analysis is suitable fibiis research for analysing the security

and privacy requirements and controls from various medical device regulatiorthesnd
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respective standardbinally, surveys are thought to be a suitatdea collection method, as
this studyconducted interviewsvith Company A to understand the difficulties they were
having in assuring security and privacy, and also to gather their feedback with regard to the
efficacy and usability of theWBANSecRM f r a me wo r k throughout
Additionally, a survey wasonductedwith a group of experts to determine the usability and

efficacy of the WBANSecRMframework.

4.9 Action Design Research Applied

This section outlines how ithstudy's objectives and reseastibquestionsvere addressed

using theADR methodologyFigure4-5 is a graphical representation of héR is applied

in this study.
Objective 1 and Objective 2
Stage 1: [ )
Problem RSQ 1 Literature Organisations
Formulation Review Interviews
Stage 2: ( .
Building RSQ 2 therz}ture
Intervention Review
and
Evaluation -~ :
: Existing Regulations
(BIE) RSQ3 L;{tz:}ziigge frameworks and Standard
analysis Analysis
Stage 3:
Reflection RSQ 4 WBANSecRM Development and Industry
atid Implementation
Learning
Implementation and
Alpha »| validation within an
Version industrial setting
I
Suggestions and
recommendati(ms
Expert - Beta Version
Validation
Stage 4: ( )
Formalisation > Conference and
of Learning Journal
publication

Figure 4-5: Action design research applied to this research
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The two objeates of this study are to

1 Design and develappe WBANSecRM which will assist developers in assuring security

and privacy of WBAN based healthcare applications
1 To validate the WBANSecRM
To meet these objectivebhe following four researcbubbquestionsvere identified:

RSQ 1: What challenges are faced by developers of wireless body area network

applicationan assuringhe security and privacy of PHR data?

RSQ 2:What frameworks, methods and techniques are used to assure data security and

privacy for wreless body area networks?

RSQ 3: What should a WBANSecRM contain to assist wireless body area network
application developers in assuring security and privacy and put them on the path to

regulatory compliance?

RSQ 4: To what extent can the WBANSecRM address the challenges faced by
developers in assuring data security and privacy while developing WBAN based

healthcare applications?

The first stageof the action design research methodology provides answers to R8@ 1
RSQ2 A literature review anén interview with a WBAN development organisatiomere
performed to identify the challenges fddey the developer and organisation for assuring
security and privacyAdditionally, the literature review and organisation intew also
revealed that the solution should not be complex slralild not require additional trained

resources to implemettte safeguards for assuring security and privacy

The secon@nd thirdstageof the action design research methodology ansR&R2,RSQ 3
and RSQ 4To answer RSQ 2, a literature review was conducted to identify the existing

frameworks, methods, and techniques used to assure data security and privacy of WBAN based
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healthcare application. An analysis of those frameworks, methdds@miques revealed that
none of them fully addressed the challenges identified in RSQ 1. Additionally, the analysis also
revealed that these approaches only partially assure security and privacy, but none of them
provide any guidelines thelp put the eoganisation on the patto achieving regulatory

compliance.

An analysis wasconducted toidentify security and privacy requirements fromarious
healthcare legislati@ Furthermore, a review of international security and privsdapdards

was conductetb identify the controls to fulfil theegulatory complianceequirement$rom a

security and privacy perspectivehe alpha version of the WBANSecRM was created, which
was subsequently refined based on the suggestions and feedback received from the
implementation within an industrial setting. The feedback received after the alpha version's
industrial trial resulted ithe beta version of thé&/BANSecRMframework.To evaluate the
usability and efficacy of thieeta version of th&/BANSecRM, an expert review was conducted

with a combination of experts from both academia and industry.

Finally, stage4 of the ADR methodologis the Formalization of Learning, which resulted in
thegammaversion of the WBANSecRM which can be tailoteényorganisation developing
WBAN based healthcare applicatioreggardless o$ize or geographical locatiorProducing

the generalised versiorf the WBANSecRM requires more validation by implementing the
gamma version of th&/BANSecRMframework in multiple organisations with different sizes
and locationsThis research was unable to prodaggneralised version of the WBANSecRM
due to having linted access to WBAN application development organisatioishe
formalisation of the learning phase also involpessentingresults and communicating the
research outcomeshe WBANSecRMframeworkhas beepublished as a research paper and
madeavailableto practitioners in this area. In addition to the publication of the WBANSecRM,

a number of papers have been published in relation to the development andthee of
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WBANSecRM. These papers are listed inghblications section at the beginning of thissike

(Publication}.

4.10 Research Quality

The word@ualitydis hard to defingand there are no absolute criteria to judgéowever
criteria exist to differentiatgoodand pooiquality. Reliability and validty are common criteria
for evaluating qualitativeand quantitativeresearch(Braun and Clarke, 2013p.27§

(Golafshani, 2003)The following sectiordetailshow reliability and validityare addressed

throughout this research study.

4.10.1 Reliability

Reliability is concerned with the extent to which the results ctuly or a measure are
repeatable by a different researcher or in different circumstaftaiability can be assessed

by posing the following three questiofisasterbySmithet al, 2012)

1. Will the measures yield the same results dreobccasions?
2. Will other observers reach simil@nclusions?

3. Is there transparency in how sense was made from the raw data?

Every effort has been made to include the instrumentation and protocols used in this study and
to present a clear chain of evidenexplaining how this research has been condudted.
safeguard the reliability of this research, the WBANSecRM framework produced in this study
was developed based on the guidelines provided by AAMI TIR 57. AAMI TIR57 is a widely
used risk management framork that guides the developer to perform information security
and privacy risk management to address security and privacy risks within the medical device
domain. To evaluate the alpha version of\#fiBANSecRMframework a penetration test was
conducted wh the help of a thirgharty penetration service provid&urthermore, this study

also documented the comments received dutirgexpert review phase and how those

commentsvereincorporaté in the next version of the WBANSecRM framework.
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4.10.2 Validity

The vdidity of the research can be defined as the best avadgipleoximation to the truth of a
given proposition, inference, or conclusid@mochim, 2020)Validity has been subdivided into
four types Conclusion Validity, Internal Validity, Construct Validitgnd External Validity
(Trochim, 2020) This sectioroutlines the importance of each of these aspects of validity and

the steps taken to address the validity issuésis study.

Conclusion Validityis the degree to which the conclusmmade about relationshipare
reasonablecredibleand believableThe conclusion of a study is considered valid if the results are
likely to be replicated if the study was conducted by another reseéfebehim, 2020)Conclusion
validity is only concerned with whether there isedationship or there is no relationship.
Threats to conclusion validity include making two kinds of errors:

1. Conclude that no relationship exists when in fact there is one

2. Conclude that a relationship exists when in fact there is none
These errors may arise if theeascher is not alert to tlessumptionsnadeduringtheanalysis.
For example if the findingsfrom a literature revieware not repeatable under the same
conditions, research bias could have unduly affected the initial refaleddress conclusion
validity, this studyassurethereliability of themeasure bysinga structurediteraturereview
protocol which was pilad and reviewedby other researcherdzurthermore, astandard
approachbased on the strategy identified®gtherindDawson(2002 p.69 was usedo design
the questionnaires for conductitiggexpert review to evaluate the usability and efficof the
WBANSecRM framework. Thequestionnaie was piloted to check whether all relevant

information was gathered from the expert reviewmgssureaeliability.

Internal Validity is concernedbout whether the results reported areeality being triggered
by researcheimterference rather than any other conflicting fa¢iraun and Clarke, 2013)

This study employedeveraimethods to limit potential threats to internal validEystly, the
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organisations selected the periogter which theWBANSecRM framework vas to be
implementedDuring the implementation of tH&BANSecRMframework, no other changes
were made to the development process, which helpgareghat any effects wergue to using
the WBANSecRM framework. Furthermore, data triangulation and method triangulation were
employed to strengthen the internal vayid Data triangulation uses various data sources,
including organisational interviews, and analysaxpademic research papers, international
standards and guidelingslated to assuring security and privacy for medical devithe
method triangulation was achielrasing multiple experts from academia and industryaand

industrial pilot in aWBAN based application development organisation

Construct Validity focuses on whether theoretical constructs are interpreted and measured
correctly or refers to the exterd twhich a study investigates what it claims to investigate
(Gibbert and Ruigrok, 2010 a research projedb assurea high level of construct vality, the
parameterstudiedmust be relevant to the research questMmight et al. 2010) This study
employed expert review of the WBANSecRM framework followed by disomss with
supervisors about these comments before reaching an agreement for ehamgeesise the

threats to the construct validity

External Validity addresses the degree to which the findings oésgarch studgan be
generalised in other contexts beyond ¢batextin which it was initially performedA study

is said to be externally validift he concl usi ons hol d (Wrighted ug hout
al. 2010) This study usdthe basic architecture ¢ie WBAN application which consists of a

sensor device, mobile app and backend applicatiomeamodnmendatiasfrom AAMI TIR 57

and ISO 8000-2 to develop the WBANSedR framework. Furthermore, this framework

also consist®f possible threats and vulnerabilities with respeccountermeasures that can

be tailored for a new WBAN based application in different settirggditionally, the

WBANSecRMframeworkoutlinesthe process to identifynethreas and vulnerabilities if any

106



Research Methodology
newasseis addedn anew environmental contéx Finally, this framework was validatéxy

conducting expert reviewsith expertdrom both academia and industry

4.11 Summary

Thisstudyd sesearch perspective is pragmatism as it involves-fiakkd components (interviews
and organisation trials ahodelg, which involvesqualitative and quantitative techniques. This
mixed-method research is underpinned by pragmatismally, an inductve approach is taken
to gather information and the theory developed (WBANSedRImeworkto assure security
and privacy). A deductive approaslastaken tatestthe theorybasednitial frameworkwhich
wastrialled in a testbed organisatioh mixed methodapproachs usedin this studyto collect
qualitativedata throughnterviews withinorganisatios and quantitativelatathrough theexpert
review. The research strategy chosen for this study is Action Design Re$eatbtle following

reasons:

1 Theresearcher identifeand formulatd the problem by executing the literature review
and interviews

1 Given the nature of this research and the nature of threats and vulnerabilities in WBAN
applications, artefact development reqdickose collaboration witlerganisations

1 ADR allowedthe researcher and practitioner to collaborate using a rigorous iterative
cycle during the early stage of the developmernthefWBANSecRM framework

1 The researcher produtan artefact in the form of a framewattkat validated inthe
context in which it will be used

1 The outcome of this study produta generalised version of the artéfac

The final section of this chapter considers research qaaldyutlines the steps taken in this study
to mitigate threats taeliability and vaidity. To help assurereliability, the WBANSecRM
frameworkproduced in this study was developed based on the guidelines provided by AAMI TIR

57.Additionally, this study documented the comments received during the expert review phase and
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how those commentisere incorporated in the next version of the WBANSecRM framewiak.
address conclusion validity, this studgsurs the reliability of the measure lginga structured
literature review which was piloted and reviewed by other researchedgionally, a standard
approach was usdd design the questionnaires for conductingexpert review to evaluate the
usability and efficacy of thrd/BANSecRMframework. The protocol was piloted to check whether
all relevant information was gathered from the expevtew toassureeliability. Furthermore, a
protocol was also used to analyse the expert r
comments Data triangulation and method triangulation were employed to strengthen the
internal validty. To limit threats to construct validitygn expert review of the WBANSecRM
frameworkwas conducte@dnd eaclcommentfrom the experts was discussetith supervisors

before reaching an agreement for changes.

108



Map of Thesis

Part 1 B

Chapter 1: Introduction Identify problem an
— motivation.

Chapter 2: Literature Review . o
Define objectives (

the solution.

Chapter3: Challenges for
Assuring Security anBrivacy in || —
Practice

Part 2

Chapterd: Research Methods an
Strategy

Part 3

Chapters: Development of the Design and
You arehere Framework Develop
— Demonstrate,

Chapter6: Data Security and and Evaluate the
Privacy Risk management solution

Framework (Beta Versior)
Expert Review

|

Chapter7: Discussion

Part 4

Chapter8: Conclusion




5 Development of the WBANSecRMFramework

This chapter details the development of the Data Security and Privacy Risk Management

Framework (WBANSecRM framework). As discussed in Chaptee&ior.8, Action Design

Research is the research methodology adopted in this thesis. Stage 2 and stage 3 of ADR define

the objectives of a solution to an idiéied problem.The two main research objectives of this

study were identified in Chapter The first objective (RO 1) is the design and development of

a framework which will assist developers and organisations to assure security and privacy of

WBAN basedhealthcare applicationbigure5-1 illustrates the approach taken to develop the

WBANSecRM framework.

Develop the data security and
privacy guidelines (DSG)

'

»

Develop alpha Conduct
version of DSG review

t

|

Review feedback

Beta version
of DSG

Develop the alpha
version of
WBANSecRM

_ | Implementation within

an industrial setting

Develop the final version
of WBANSecRM

Suggestions and feedback

A

|
Suggestions and feedback from
implementation of alpha version

Develop the beta version
of WBANSecRM

/

Validate the beta version

from expert review

of WBANSecRM using
expert review

Figure 5-1: Development approach of the WBANSecRM framework

Following the ADR methodology, the initial development of the WBANSecRM fraoniew

was based on a literature review and an interview conducted within Company A. The literature

review identified a total of twentfwo security and privacy requirements. Furthermore, an

interview with Company A indicated that developers and organisafeces challenges

implementing countermeasures due to limited implementation details in the existing standards.

Implementation guidelines for the controls were developed, néni2d t a Secur i ty

Guidelines(DSGY in this thesis. The methodology dstor developing the implementation

details is outlined isection5.1 The data security and privacy guidelines were reviewed with

a team from Company A which costd of the CTO, Tech Lead and a senior develdjes.
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same group participated in the interview to identify the challenges of implementing safeguards
for assuring security and privaceveral iterations of this review resulted in the beta version
of theDSG. For each iteration the DSG were updated based on feedback. An alpha version of
the WBANSecRM framework was created, which was subsequently refined based on the
suggestions and feedback received from the implementation within an industrial setting. Th
feedback received after the alpha version's industrial trial resulted in the beta version of the

WBANSecRM framework.

Section 5.2 discusses the structure of tladpha version, whilesection 5.3 outlines the
implementation process of the alpha versi®ection5.4 outline the implementation of the
alpha version within an industrial settirf§ection5.5 presentshe approach taken to develop
the beta version, whilgection5.6 details the structure of the beta version. Finaigtion5.7
provides a summary of the chaptEne next chapter in this study details the approach taken to
validate thebeta version of the WBANSecRMhe next chapter alseportsthe findings and

modifications nade as a result of performing tkepert review.

5.1 Development of the Data Security and Privacy Guidelines

This sectiordetails the development of tdata securityand privacyguidelines fothesecurity

and privacyrequirements identified during the literature revids discussedh Section2.8.2
there are several popular standafois assuringdata security and privacy. 8T andthe
International Organization of Standardization (ISO) asedihg standards provider$SO/IEC
800012-2 is a technical report which ispecifically designed for developingealthcare
applicatiors. This technicalreport presents an informative sétcommon, higHevel security

and privacyrelated capabilities useftdr understanding the user needs, the type of controls to
be considered and the risks that lead to the conffalshermore,his technical reports also
recommended by several regtdry bodies such as the FDA aHtPAA. Therefore, inthis

researchthe ISOIEC 800012-2 standardvasselected atheprimarystandardor developing
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datasecurityand privacyguidelinesfor WBAN based healthcare applicatioidree steps,
illustrated inFigure 5-2, were followed to identify appropriate security and privacy controls

and develop the imementation guidelines

__________________

ISO/IEC [ msotEc | : StapT
80001-2-2 "1 80001-2-8 : : Control
: ISO/IEC NISTSP |, collection
I 27799 800-53 I
* 3
Mapped controls against WBAN
T security and privacy requirements Sl
1. Business operation Y - Control
2. Organisational facilities selection
3. Management operation Match Discard the
4. Offices, rooms and facilities <- - - exclusion >Yes  controls
5. Human resource security criteria <
6. Personal security
7. Network cabling s
Y
Review implementation details
for respective security and
privacy controls e
Additional sources:
1. ISO/IEC 11770
2. NIST 800-175B implementation Step3:
3. NIST 800-56A <«No details sufficient for each Development of
4. RFC 6749 security and privacy > implementation
5. OWASP control details
6. Blog and website
7. Research paper
Yes
Y
Data security and privacy

A

\

control implementation
details

Figure 5-2: Data securityand privacy control implementation detailsdevelopment process

5.1.1 Control Collection

The ISO/IEC 8000R-2 technical report provides 19 securagd privacycapabilities with
high-level details for Health Delivery Organizations (HDOs) and Medical Device
Manufacturers (MDM}g These capabilitiesinclude categores of technical, administrative or
organsational controls to managesksto confidentidity, integrity, availability andorivacy of
data and systemsThe ISO/IEC 8000R-8 (ISO/IEC 8000312-8, 2016)technical report
provides controls to establish the capabilitidentified in ISO/IEC 8000R-2. ISO/IEC

800012-8 also provides controls from other standards such as NISBBQMUST, 2013) ISO
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27002(1SO/IEC 27002, 2017)and ISO 277991SO 27799:2008, 2016)hese controls will
help HDOs and MDMs to implement each capability identified in ISO/IEC 8@2R1In this
step all the controls for the respective capabiliti@gere collected for further analysis.
Appropriate controlsvere selected using exclusion criteria and a review process which is

described irthe next step

5.1.2 Control Selection

Eachcontrolwasmapped to the WBAN securignd privacyrequirementsdentified through
theliterature review presented 8ection2.6.2 The appropriate controlgerethen selected by

excluding controls that related to:

1 Business operation

1 Organisational facilities

1 Management operation

7 Offices, rooms and talities
1 Human resource security
9 Personal security

1 Network cabling

The above controls were excluded becatigereview of the controls indicatethat these
controlswerenot requirel for assuring security and privacy of the application. For example,
theiNe t wo r k con&dboutiings thepolicythat needs to beonsideedduringthesetup
of an office networkFurthermorethei Hu ma n r e s o ucontratoutnes thehuman y 0

resources relatgablicy for managing existing resources dadonboardihg new resource

5.1.3 Development of Security and Privacy Control Implementation Details

As stated earlietSO/IEC 800012-8 refers to other standards such as NISTFB8JSO 27002
or I SO 27799 for I mpl ementation guidelines.

extracted from the respective standaimisreview. The review team was composed of the
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reseacher, a tech lead and a senior developer from Comparyuling the review process,
each control 6s | mpl e mefortwhdtherd had dneugla detaisforwe r e
developers to implement. If the implementation details were not adequate, then diettils
were selected from other sourc€gher sources included standards or technical repodis
as OWASP guidelines, blogs, websites and scientific research pdparsexample,the
ISO/IEC 800012-8 standargroposs a key management process as a risk control to generate,
distribute and revoke a cryptographic kegrthekey management proce#ise standard refers
to section 10.1.2 of ISO 27002 flurther details. Section 10.1.2 of ISO 27002 provides very
high leveland generic details about a key managenpeotess andloes not provide any
information about how the key will be generated and hovill be transferred from the mobile
application to the sensor device. ISO 27002 again refers to another steEB@AKC 11770
(ISO 11770, 2018jor furtherdetails about key managemghbwever ISO/IEC 117700nly
outlines details about key generation and not about key trafi$ferdevelopexr neectd to
review three different standarasthe above exampl® find implementation detalfor key
management. Aoal of this framework is to provide implementation details for each security
and privacy contropresented i\ppendixC. As an example, implementation details for key

maragement, which a developer can quickly adopt, are outlined below:

1 A policy on the use, protection and lifetime of cryptographic keys should be developed
and implemented throught their whole lifecycle (NIST 80%3 SG12, ISO 27002
10.1.2)

1 Create keys withappropriate key size and block size. Do not use a laptgelér
designedapplication to generate the key. Only generate the key using an application or
service provider which supports hardware security modules (HSMs) (ISO/IEC 11770)

1 Do not use anyself-designed or weakryptographic algorithms. Select onilgose

which arelightweight andrecognised by different standards. For example, ABSS
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and TDEA are currently recognised by the Federal Government standard body for
symmetric techiques (NIST 804L.75B)

1 Consider the proper key size during cryptographic algorithms. For AES 128, 168 or
256-bits key size can be used (NIST 8D16B)

1 Generated keys need to be distributed secbyehssuringconfidentiality and integrity
(ISO/IEC 11770)

1 Use key wrapping techniques to exchangeskiagtween mobile applications and
devices. DiffieHellman provides the capability for two parties to agree upon a shared
secret for exchanging keys over a public channel (NIST58#)

1 If any user or device is @htified as compromised, the respective key of the user or
device needs to be removed from the application and key management server. After the
revocation of a compromised keynhaw key neesito be generated and distributed
usingtheabove steps (ISO/IEC1770)

1 Log each activity related to key management and use this data to perform auditing (ISO

27002 10.1.2)

5.2 Structure of the Alpha Version of the WBANSecRMFramework

The alpha version of the data secugtydprivacy framework consists of the followirigree

stages

1) Identification of possible threats and vulnerabilities
2) Implemenation of controls to protect the application against those threats and
vulnerabilities

3) Evaluaton of theefficacyof the controls

Identification of threats: To identify the threa and vulnerabilitiesa structured process is
required to examine how vulnerable an application is and which types of attack can be launched

to compromise the application. Threat modelliwgd attack treeare widely recognised
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processs for identifying the possible threaend vulnerabilitiedo an applicationand are
considered a significant step in assuring secaity privacy Threat modeing helpsassure
system security by understanding an adversary's goals and targets in gqiasystem based
on its important asse{Bediet al, 2013) Threat modellingalso helpgo specify the security
andprivacyrequirements throughout the development of an applicétadimeji, Supakkul
and Chung, 2006 hreat modelling activities will start with defining the scope and data flow
of the applicationSeveral tools and methods aeailable to conduct threat modellirguch

as STRIDELINDDUN, the Process for Attack Simulation & Threat Analysis (PASTA), and

Trike.

Control implementation: Once the threat modelg process is complete, the next task is to
analyse the threat modielg report to identify the appropriate controls to mitigate the tlareat
vulnerability. During the review process, each threat description, tbategoryand data flow
interaction needs to be considered. In some cases, if a threat does not contdirdetsolig

then the threat category will be used to select a control as a countermeasure. Upon completing
the securityand privacycontrol selection process, the next task teamplementhe controls.
Implementation detailfor each control ar@utlined n Appendix B. The examples below

illustrate the implementation details for th&¥eak authentication scheteaulnerability.
Vulnerability nameWeak authentication scheme

Control: Authentication

Implementation detalils:

1 Force users to have a strong password.

1 Do not display or transmit the password in clear text. Validate the email address and
password through an input validation technique. Validate email address by sending an
email verification link.

1 Lock user accounts after a certain number of failed login attempts during peirod.
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1 Maintain a list of commonly used, expected, or compromised passwords and update the

list when passwords are compromised directly or indirectly

Evaluation of control efficacy: To evaluate the efficacy of the controls, the organisatéaus

to employ security testing techniques such as vulnerability scans and/or penetration testing.
This security testing will help the organisation to identifyMuat degree the application will
assure the security and privacy of the PHR data. An organisation can conduct vulnerability
scans and/or penetration testing by forming a team of people who have technical expertise in
conducting vulnerability scans and/penetration testing. Additionally, an organisation can
also onboard external resources to conduct vulnerability scans and/or penetration testing, for

example, security consultants

5.3 Implementation Process of the Alpha Version

Having presented theverall structure of thalpha version of the data securégd privacy
framework this section describes the procesgdfor the industrial implementation of the
alpha version of th&®WVBANSecRM framework. Figure 5-3 illustrates the implementation

process of thalpha version of thdata security and privacy framework.

Apply threat
modeling

Develop the data
flow diagram

Scope and use-case
of the application

Conduct
vulnerability scans
and/or penetration

testing

Implement propose data
security and privacy
control guidelines

Is additional

N ;
control require

A

vulnerability
scans and/or
penetration test
failed

data security and Get respective control

privacy guidelines implementation details

from the standard /
external source

Product \=No
release

A

[ Update in existing ] L]

Yes Is
control
available in

Review tbc i WBANSecRM
reason of failure

Record rationale for
addressing the N
failure

Figure 5-3: Implementation process of the data security and privacy frameworkalpha version)
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Implementingthe data securitgnd privacyframework commences by defining the scope and
the WBAN application useases. The developer then needs to convert the proposedsese
into a data thw diagram used as input for the threat identification process. As discussed in the
previous section (Section5.2), a threat modelling technique used as part of the threat
identification process. The threat modelling will produce a list of threats and vulnerabilities for
the applicationThe developer needs to cheok able Appendix EL for the respective control
for the threats and vulnerabilitief. all the threats and vulnerabilities are availabléable
Appendix E1 then the developer needs to implement the individual security and privacy
controls to mitigate the identified threats and vulnerabilities. Furthermore, suppose any
identified threats and vulnerabilities are not availabl€ble Appendix EL. In that case, the
devel oper needs to find the respective contr
external sources and update &hxsting security and privacy guidelindsnally, to evaluate
the efficacy of the controlulnerability scans and/or penetration testiegds to be conducted
upon completion of theontrol implementationUpon completion of vulnerability scans and/or
penetration testingf there is a failurehe development team needs to review the reason for
failure. If no control is required to address the failure, the team must record the rationale for
addressing the failure. Hdditional controk are required, the developer needs to find the
respective security and privacy controls frarable Appendix EL. If the control is not
available in theTable Appendix EL then the developer negtb find a suitablecontrol from
theexternal sources and implement toatrol Once the control is implementetieyneed to

re-run thevulnerability scans and/or penetration testtogralidate tlatthethreat ismitigated
Implementation of the Alpha Version

5.4 Implementation of the Alpha Version Within an Industrial Setting

The purpose of this section is to demonstrate the implementatiotsdetaalpha version of

the frameworkThis sectioralsooutline the results of threat modelling, which was conducted

118



Development of the WBANSecRM Framework
on Company AO0s WBAN appl!l iadprivagcontrolsavhichivgre wi t h
implemented as a result of vulnerabilities ideatfthrough the threat modelling. Finally, the
results of a penetration test are presented. The penetration test was conducted in order to verify
to what degree the controls assure security and privacy of the WBAN fitness tracking

application.

5.4.1 Scope and Application Use -Case

TheFitnessXapp is the first consumer product for Company A following on from the success

of the core product for professional sports teams. The product usesiagifagtivity monitor,

known as a pod, which uses GPS arsler i es of sensors to track
training and gameplay, and relay this information to the app running on either iOS or Android
over Bluetooth. In the app, users can sign up for an account and pair their device, before
tracking sessias and syncing this data to the cloud. Sessions generate statistics and analysis
which can be used by the individual to track their performance and they can choose to share
some of their data in a global leadmerard. They can also create mini private rmug leagues

to use the same leam-board functionality among a closed group of individuals.

5.4.2 Develop Data Flow Diagram

A data flow diagram (DFD) is used to provide an overview of the application and graphically
represent the flow of the data through ai@imation system or application. A DFD can also
provide insight about input and output of data, how data will flow and where it will be stored
in an application. There are several levels of DFDs that can be drawn for an application. These
are categoriseddsed on the level @iomplexity. Increasing the level of a DFD increases the

A

complexity. Level 06006 and Level 06106 are wide

5.4.3 Apply Threat Modelling

STRIDE is a widely recognized threat modelling technique forbasedapplications It was

developed by Microsoft, which also provide an ogenrce tool named the Microsoft Threat
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Modelling Tool (TMT). This tool includes a graphical interface to conduct threat modelling.
By using the graphical interface, a user can easily design the dataliigram, configure
necessary parameters and track the threatreghectivamplementation status. Conducting

threat modelling using this tool is carried out in three steps:

1 Design and configuration.
1 Generate threat report.

1 Identify the security contts by analysingthe report.

The design and configuration step starts by drawing the Data Flow Diagram (DFD). This DFD
diagram is enhanced by adding the proper data flows, data stores, processes, interactors, and
trust boundaries. Each of the DFD elememtpgirties is configured based on the respective

el ement behaviour. For example, device attri
GPS, data, store log data, encrypted, write access, removable storage and backup. After that,
each of the DFD eleents isconnectedby defining the proper connectivity attribute. The
connectivity attribute is set to ABluetoot hc
mobile app to REST 0OAPIT hies R& SRelattardalldatdvase idN o n
configuredas Awi redo as both are deployed in cl ou.
configured to enable the trust level between DFD elements for data exckange.5-4

il lustrates the applicationés updated DFD.
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One of the key features of the Microsoft TMT tool is the ability to generate a threat report based
on the DFD and element attributes. The threat report consists of a list of threats, threat
categories, data flow directions and respective descripflade5-1 illustrates some sample

threats and vulnerabilities with their respective descriptions.

Table 5-1: Sample vulneralilities identified using Microsoft TMT tool

Vulnerabilities

Description

The device data store
could be corrupted

Data flowing across iOS_to_S_Response may be tampere
with by an attacker. This may lead to corruption of device.
Ensure thentegrity of the data flow to the data store.

Potential weak
protections for audit
data

Consider what happens when the audit mechanism comes
under attack, including attempts to destroy the logs. Ensur
access to the log is through channels wiizhtrol read and
write separately.

Potential data
repudiation by REST
API

REST API claims that it did not receive data from a source
outside the trust boundary. Consider using logging or audit
to record the source, time, and summary of the received d¢

Weak authentication
scheme

Custom authentication schemes are susceptible to commo
weaknesses such as weak credential change managemen
credential equivalence, easily guessable credentials, null
credentials and a weak credential change managemeginsy

Potential lack of input
validation for REST
API

Data flowing across Android_to_API_Request may be tam
pered with by an attacker. This may lead to a denial of ser
(DoS) attack against REST API or an elevation of privilege
tack against REST APIran information disclosure by REST
API.

The description of each threat will help to identify the appropriate securityraisn After

exporting the threat report from the TMT tool, each threat needs tc\newed to identify
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appropriate controls. Dung the review process, each threatsdaption, threat type and data
flow interaction needs to be considered. In some cases, if a threat does not contain enough
description of the threat, then the threat category will be used to select a control as a
countermeasureTable 5-2 outlines a snapshot of the list of controls for mitigating the

vulnerabilities.

Table 5-2: Mapping of the control for respective vulnerabilities

Vulnerabilities Control
Weak authentication scheme Authentication Authentication, Encryption
Weak credential transit
Potential data repudiation by Android and/or iOS Auditing, Non-repudiation

application

Potential process crash or stop for REST API dy Access control, Intrusion detectiol

to the DOS attack Auditing

Lack of data input validation Data integrity, Input validation

Lack of encryption on transmitted data Encry_ptlon, Communicain
security

Lack of encryption on private/sensitive data at r§¢ Encryption
Lack of physical tamper detection and response| Physical protection

Weak remote access controls Access control
Lack of system hardening Physpal protection, Cliemtlatform
security

5.4.4 Implementation of the Controls

Upon completion of the security control selection process, the next task was to implement the
controls. The developer needed to follow the implementation details outlifgupandixC
for each control. The examples below illustrate the implementation details for one vulnerability

from Table5-2.

Vulnerability nameWeak authentication scheme
Security contral Authentication

Implementation details:

1 Force users to have a strong password.
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1 Do not display or transmit the password in clear text. Validate the emdrkead and
password through an input validation technique. Validate email address by sending an
email verification link.
1 Lock user accounts after a certain number of failed logins attempts during-a time
period.
1 Maintain a list of commonly used, expected, or comprethgasswords and update the

list when passwords are compromised directly or indirectly.

5.4.5 Evaluate the Effectiveness of the Controls

The goal of this stage is to evaluate the effectiveness of the controls implemented to mitigate
the threats and vulnerabits. To carry out this evaluation, a penetration test was conducted
with the help of a thirgbarty penetration service provider. The goal of this stage is to evaluate
the effectiveness of the controls implemented to mitigate the threats and vulnerabiities.
carry out this evaluation, a penetration test was conducted with the help of -pattiyrd

penetration service provider.

5.4.5.1 Scope of the Testing

The scope of the testing consists of what networks, applications, databases, accounts, people,
physical secuty controls and assets will be attacked during the testing. So, the sensor device,
mobile application, database, and respective communication medium was set as scope for the
testing. Furthermore, a combination of manual and automated tools was usediitlespl

system.

5.4.5.2 Testing Tools
As discussed in the previous section penetration testing can be conducted using a combination
of manual and automated toolable Appendix D9 in AppendixD illustrates some of the

automated tools used during penetration testing.

123



Development of the WBANSecRM Framework
5.4.5.3 Penetration Test Result
The penetration tests identified taiferent types of vulnerabilities. Along with the test result,
the penetration service provider also included recommendations on how to mitigate the
vulnerabilities. Below is the list of vulnerabilities, along with mitigation recommendations

which were iéntified during the penetration testing:

1 Potential denial of service points: During testing, there were four potential DoS points
found. These are requests that timeout within 10s due to malformed data inside the
payload. These can be run multiple timesitiple threads, driving up the usage and

putting stress and strain on the service.

Recommendatiorit was advised that the API endpoints backend code should handle
potential malformed data gracefully by input validation. Additionally, a proper HTTP
respnse is needed if an API endpoint failed to process a request, so that the user can

retry a request later.

Action: Added input validation to validate the input data stream. Additionally, an error
response code was also added to notify the user that Alpbieis were unable to

process the malformed input data.

1 Security misconfiguratiod Stack traces enabled: During testing, it was discovered that

stack traces were enabled for some API endpoints.

Recommendatiorit was advised to turn off the stack trace &l endpoints and use a

code review process to detect this coding error during development.

Action: Stack trace was disabled for all the endpoints and the exception wasnwrit

into a log file for auditing.
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After making the necessary changes in théet@ase to address the issues found during the
penetration testing, the update was shared with the penetration service provider. A retest of the

updated application was conducted, and it was unablepdeice these vulnerabilities.

5.5 Development of the Beta Version

As discussed in stage 2 of ADR (BIE stage) in sectiénthe development of theeta version
of the WBANSecRM frameworkwas based on the findiagrom implementingthe alpha
version After implemening the alpha version of tBANSecRMframework n an industrial
setting, a followup review session was conducted with the CTOthadevelopment team of
Company A. The goal of the review session was to gather suggestions and feedback about the
usability and efficacy of the WBANSecRM framework. The suggestions and feedbacke
presented below:

1 Identify the threats and vulnerabilities in both the requirement analysis and system

architecture phases to produce the security and privacy requirements

1 A guideline for the system architecture reviewuhd be ugful to check whether the

relevantsecurity and privacy requirements are taken into consideration

1 A risk evaluation processauld be helpful to identify the severity level of the threats

and vulnerabilities

1 A risk treatment process will be useful to identify tigks which require controls to

mitigate

T Acode review process during the control 6

coding erros

1 Conduct unit testing during the implementation phase to idembiBther the control is
implementeccorrectly.

To address the above suggestjanseview ¢ existing risk management framewenwas
conductedto explore the steps and proaest manage security and privacy risk while
developing applicatias The AAMI TIR 57 is a widely used risk management framework for

developing healthcarleased applicatia This framework is also recommended by several
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standard such as ISO 62304 and regulatory bodies such &DeDuring the development
of the beta versiartherisk management guidelines provided by AAMI TIR 5&readopted.
Furthermore, security activities in the healthcare application lifecycle guidance provided by
IEC 800015-1 were also taken into consideration. Tdeta version of th&®VBANSecRM

frameworkconsists of three different stages:

1) Securityand privacyrisk assessment

2) Securityand privacyrisk controls

3) Evaluation ofoverall residualsecurityand privacyrisk acceptability
These stages are similar to AAMI TIR57 lawedifferentiated as follows:

1 AAMI TIR57 does not clearly define how to conduct the security risk assessment at
both the requirements analysis and the system architecture phases. This framework
providesthe stepgo perform asecurity risk assessment at both phases. Additionally,
theWBANSecRMframework provides a list of assets, threats and vulnerabilities which
are specific to WBAN applications, which can be used as a starting point for conducting

security riskanalysis

1 AAMI TIR57 does not provide any design review guidelinethasystem architecture
phase. Thebeta version of th&/BANSecRM framework added the design review
guidelines recommended by IEC 806®1

1 AAMI TIR57 does not include risk treatment temtfy unacceptable risks which
require contrato mitigate Thebeta version of th&/BANSecRMframeworkprovides

risk treatment steps as part of the security risk assessment

1 The beta version of th&®VBANSecRM framework also consists of a mapping of
possilbe threats and vulnerabilities with respective risk controls along with

implementation details for the controls

1 The beta version of th& BANSecRM frameworlconsists of secure coding guidelines
which developes can use during code review. Furthermore, tinlsnework also

presents the steps and tools for conducting automated code review
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1 Thebeta version of th&VBANSecRM frameworlprovides steps and tools to conduct
in-house vulnerability scans and penetration testing

Thebeta version of th&/BANSecRM framewdk takesnitial product requirements as gput
butdoes not perform any validation or verification of the quality of the product requirements.
To develop quality product requirements, guidelines provided by ISO/IEC 62d0he

utilised.

5.6 Structure of the WBANSecRM Framework Beta Version

As discussed in the previous sectithe beta version of th&VBANSecRM frameworkvas
developed basl on the guidelines provided by AAMI TIR 5Figure 5-5 illustrates the
structureof thebeta version of the/BANSecRM frameworkThe rest of section outliseach

stage. Adetaileddescriptionof the beta version is outliden AppendixB.
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The securityand privacyrisk assessment helps to identify, analyse and evaluate potential
securityand privacyrisks. This assessment will help an organisation to make decisions about
which risks require controls for mitigationlo conduct the security and privacy risk
assessménthe WBANSecRM frameworktakes initial product requirements as input and
produces list®f assets, threats, and vulnerabilities, followedaltigt of security and privacy

risks that require contrsto mitigate Figure5-6 illustrates the steps foerformthe security

Risk assessment report
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The securityand privacyrisk assessmeitredivided into two key stages;

1) Risk analysis

2) Risk evaluation and treatment

The risk analysis stage aims to identify the assets, threats, vulnerabilities and adverse impacts
on an application. To assistth the risk analysis, an organisation may use relevant information
obtained from a previously conducted risk analysis of a similar type of product as a starting
point. The degree of reusability of data from previous analyses depends on the timaframe
when the last analysis was done on a similar proding.risk evaluation and treatment stage

will identify acceptable risks and unacceptable risks, requaamgrols to mitigateThe steps

for conducting risk assessmetboth requirements analysis asygstem architecture phase

presented isection4.1 underAppendixB.

5.6.2 Security and Privacy Risk Controls

Securityand privacyrisk controls are safeguards or countermeasures whose purpose is to
mitigate the threats and vulnerabilities to an application. Org#msashould form a team to
identify, implement and verifyhe securityand privacyrisk controls tamitigate unacceptable
risks. The teanmay compriseof the product owner, project manager, technical lead, senior
software engineer, developer, QA engingat @A team. The purpose of this stage is to select,
implement and verify securitand privacyrisk controls. This stage will take a list of
unacceptable riskas the input and produce an application waitithe necessary securiynd
privacyrisk controlsimplemented and verifiedkigure5-7 presents the steps feelecting and

implementingsecurityand privacyrisk contros.
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Figure 5-7: Selection and implementation process of securignd privacy risk control

In the development phase, tteamwill implement and verify each of the controls. During the
implementation of the securitgnd privacyrisk controk, the teamshould consider secure
coding practices. Secure coding practices help reduce the chance of introducing unwanted
vulnerabilities during development. The developer will use organisation defined secure coding
practices if availableptherwise the teamcan follow the secure coding guidelines provided

below. Finally, to verify whether controls have been implemented properly, code review and

unit testing should be conducted.
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Secure coding guidelines

i Validate input from all data sources

1 Compile codeusing the highest warning level availabte the compiler andtake
necessary action to resolve the warnings

1 Use version control to track changes made to the code

1 Sanitise thenput to SQL statements. Use parameeetiSQL statements. Do not use
string coratenation or string replacement to build SQL statements.

1 Use the latest version of compilers, which often include defences against coding errors;
for example, GCC protects code from buffer overflows

1 Include proper error/exception handling. Check the retiaues of every function,
especially securityelated functions. Also, check for leakage of sensitive information
to untrusted users

1 Encode HTML inpufield data Attackers use malicious input to conduct XSS attacks.
Encoding of everyusers uppl i ed i nput can prevent t he
interpreting these as executable code. Do not store sensitive data in cookies

1 Encrypt all confidential data using strong cryptographic technidques a published
and strong cryptographic algtimn with a sufficiently long key

1 Use code analysis tools to find security issues early

Code review is an effective technique to examine the source code to minimise codisg error
and redue the risk ofintroducingvulnerabiliiesduring theimplementation phaseaf software
developmentSecure coding guidelines also need to be considered during the code review
process. Code review can be performed manually and/or by using an automated tool. To
conduct a manual code review, organisations neexssign an experienced person from the
development team. Unit testing is a testing method which helps to test an individual unit or

components of an application. The goal of unit testing, from a security perspective, is to verify
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that each implemented wtwol effectively mitigates its respective secuatydor privacyrisk.
The steps for selection and implementation of security and privacy risk controls is presented in

sectiond.2underAppendixB.

Software integration testing a level of software testing where individual units are combined
and tested as a group. Integration téslg to identify whethemdependently developed units
of software work correctly when they are connected to each athegration testing can adopt
different approaches, such @&ack Box Testing, White Box Testingnd Gray Box Testing

methods. Duringaftware integration testing, the developer needs to conduct two key tests:

1 Security and privacy requirements testingo validate the security and privacy
requirements identified during the security risk assessment steps are implemented
properly. This carbe achieved by conducting functional, performance and scalability
testing

1 Threas and vulnerabilities mitigabin testing - to validate the effectiveness of the

securityand privacycontrols against the identified threats and vulnerabilities
The following steps should be conductaithe software integration testing stage:

1 Perform integration testing by conducting functional testing;tesit blackbox, white
box, and gray box testing. Organisations can use one or a combination of multiple
testing appraches to conduct the integration testing based on the QA resource expertise

and availability.
Example integration test cases for WBAN application:

o Verifying the interface link between the login page and the home pagehen a
0 Belbenters the credentials and logs, theyshould be directed to the homepage
o Verifying the interface link between the home page and the profile pagerofile

page should open up
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o Verifying the interface link between the home page and device page on the mobile
appi.e. device page should open up and show connected sensor devices
1 If an integration test fails, then check whether it failed dueintmppropriate
implementation of theecurityandprivacyrisk control
o If no, then take appropriate measures to fixsibfevare relatedailure case and
conduct the software integration test again
o If yes, thencheck whether any additional consahrerequiral. If yes, then
review the securityand privacycontrok based on considerations presented in
section4.2.5 of Appendix B If no, then implement the security and privacy

control as outline iMppendixC and conduct the software integration test again

5.6.3 Evaluation of Overall Residual Security and Privacy Risk Acceptability

Upon completion of the risk control implementation and verification stage, the overall residual
securityand privacyrisk needstobea s ses s ed. Evaluating an appl
securityand privacyrisk is a complex process as determining how an attacker will exploit the
application and the severity level of the exploit is difficult to assess. According FoAlé

TIR 57 staandard, an organisation can employ security testing techniques such as vulnerability
scans and/or penetration testingewaluate an application's overall residual secuaity

privacy risk. This stage will take the application with risk controls implemented and verified

as input to conduct the vulnerability scans and/or penetration teltedily, the team may

comprise the product owner, project manager, technical lead, software aychéteict

software engineer and thighrty resources (if required) such as penetration tebigige5-8

presents the steps for evaluating the overall residual seandtprivacyrisk of the application.
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Figure 5-8: Steps for evaluating the overall residual securitynd privacy risk acceptability

Vulnerability scans and penetration tegtare very different from each other, but both serve
important functions foevaluating the security and privacy risk controls.unerability scan

only discoversknown vulnerabilities; it does not attempt to exploit a vulnerability but instead
only confims the possible existence of a vulnerahilidn organisation can conduct
vulnerability scanning using an automated tool with some manual support. The limitation of
vulnerability scanning is that it ongcans for known vulnerabilitieprovides a list opossible

vulnerabilities and does not confirm whether those vulnerabilities are exploitable or not.

Penetration testing is a security testing approach which identifies exploitable vulnerabilities of
a system, or of individual components of a systBemetation testing helps to replicate the
adver sar ywaryimg out attackssagaingte application and providesnan-depth
analysis of security and privacglated weaknesses or deficiencisnetration testing requires
specialised skills, higher budgets and more time than vulnerability scammgrganisation

can conduct penetration testing by forming a team of people within the organisation who have

the technical expertise to conduct enptration test. If an organisation does not possess the
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required expertise, they can-board external resources with the required expertise to conduct
penetration testinglThe detaikd steps and tools for evaluating the effectiveness of the risk

controlsis presented isection4.3underAppendixB.

After conducting the winerabilityscanning and/qoenetration testing, the results of the testing
need tobe reviewedPassing a penetration testinerability scardoes not guarantee that the
application is invulnerable, however it does mean that the application is at least invulnerable
within the scope of the testing. If the vulnerability scanning and/or penetration testing are
successful (i.e. do not record a fail), then the organisation can mark the product for launch. If
the testing/scanning fails, then the cause of the failure nedas analysed. To conduct the

analysis, the following steps should be followed:

1 Check whether the threat is a new threat or existing threat which was identified during
the securityand privacyrisk assessmermt the requirementand system architecture
phase

1 If the threat is an existing threat, then perform a reviethe$ecurityand privacyrisk
controk based on the considerations presebeddw:

0 The securityand privacycontrol was not properly implemented according to the
implementation guidelines dined in AppendixC. In that case the developer
needs to implement the secur@ynd privacycontrol again according to the
implementation guidelines

o0 Appropriate securityand privacyrisk control was not selected for addressing
the threats and/or vulnerabilities

o The developer did not follow appropriate secure coding practices during
implementation of securitggnd privacyrisk control

When the causef the failureis identified, take appropriate measures to address the

failure case and mitigate the identified threat
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1 If the identified threat is a new threat, then check whether the suggested smudirity
privacyrisk control is available idppendixC
o Ifyes, thenimplement according to implementation details to mitigate the threat
and add the selected secuatyd privacyrisk control to the existing list
o If no, then collecimplementation details from external sources such as; NIST
80053, ISO 27005, OWASP, blogs etc. Update the existing implementation
details list in Appendix C with the newly identified threat and respective
securityand privacyrisk control with implementation guidelines
1 Upon completion of the implementation of the secudty privacyrisk control,
testing/scanning needs to be conducted again to verify that the contradsfulitge
mitigates the identified threat
1 Document the action taken to address each threat in the overall residual searity

privacyrisk acceptability report
5.7 Summary

This chapter has presented the development of the WBANSecRM frameiliek.
developmenof thealpha version of th&VBANSecRM frameworkvas based on a literature
review and an interview conducted within Company A. The interview with Company A
indicated that developers and organisations face challenges implementing countermeasures due
to limited implementation details in the existing standards. Implementation guidelines for the
controls were developed as parttoé alpha version of th&VBANSecRM frameworkThese
guidelines are referred sasthefi Dat a Secur iGuy da&h d nBnd cag DBY) 0

in AppendixC.

The development ofhe DSG consists of three stages: (1) Control collection, (2) Control
selection and (3) Development of plementation detailsThe ISO/IEC 800012-2 standard

was selected as the primary standard for control collection. After that, each control was mapped
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to the WBAN security and privacy requirements identified through the literature review.
Finally, eachcomto | 6 s i mpl ement ati on details were ext
revi ew. During the review process, each con
whether it had enough detail for developers to implement. If the implementation detasls
not adequate, then further details were selected from other sources. Other sources included
standards or technical reports such as OWASP guidelines, blogs, websites and scientific

research papers.

The alpha version of the data security and privaapémaork consists of the following three
stages: (1) Identification of possible threats and vulnerabilities of the application, (2)
Implementation of controls to protect the application against those threats and vulnerabilities,
and (3) Evaluation of the affacy of the controlsTo identify the threats and vulnerabilities, a
threat modelling process was us@dce the threat modelg processvascompleted, the threat
moddling reportwasanaly®dto identify the appropriate controls to mitigate the trvead
vulnerabilites. During the review process, each threat description, tieetagoryand data

flow interactionwas taken ito consideation To evaluate the efficacy of the controls, the
organisation can emplaynit-testing angecurity testing techniges such as vulnerability scans
and/or penetration testing. This security testing will help the organisation to identify to what

degree the application will assure the security and privacy of PHR data.

The beta version of tH&/BANSecRM frameworkvas basedn the suggestions and feedback
identified from implementing the alpha versiovithin Company A During the development

of the beta version, the risk management guidelines provided by AAMI TIR 57 were adopted.
Furthermore, security activities in the healthcare application lifecycle guidance provided by
IEC 800015-1 were also taken into consideratiol he beta version of th&®VBANSecRM
framework consists of three different stages: (1) Security and privacy risk assessment, (2)
Security and privacy risk controls and (3) Evaluation of overall residual security and privacy

risk acceptability.The beta vesion of theWBANSecRM framework takes initial product
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requirements as an input but does not perform any validation or verification of the quality of
the product requirementshe security and privacy risk assessment helps to identify,senaly
and evaluatpotential security risks. This assessment helps an segam to make decisions
about which risks require controls. Security and privacy risk controls are safeguards or
countermeasures whose purpose is to mitigate the threats and vulnerabilitiesagéhiwilt
take a list of unacceptable risks which require controls as the input and produce an application
that has all the necessary risk controls implemented and vefliredbeta version of the
WBANSecRM framework recommesdhat the organgation can erploy security testing
techniques such as vulnerability scans and/or penetration testing to assess the overall residual

security and privacy risk of an application.

The beta version of the WBANSecRM is differentiated from the alpha version with the

following points:

91 Developed based on the guidelines provided by AAMI TIR 57, a widely used risk
management framework and IEC 80&®1 for security activities in the healthcare
application lifecycle

1 Identify the threats and vulnerabilities in both the requirgnamalysis and system
architecture phases to produce the security and privacy requirements

1 Provide guidelinefor conducting the system architecture review to check whether the
relevant security and privacy requirements are taken into consideration

1 Arrisk treatment process to identify the risks which require controls to mitigate

1 A code review process to minimise the coding errors

1 Conduct unit testing during the implementation phase to identify whether the control is

implemented correctly

The next chapter in this study details the approach taken to validabettheersion othe

WBANSecRMframework
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6 Data Security and Privacy Risk management Framework (Beta
Version) z Expert Review

This chapteretails thevalidaion of the beta version of the WBANSecRM framework by
expert reviewlt alsoreportson the findings and modifications made as a result of perfigrm
theexpert review Theexpert reviewwas performed as part efage 2 Building Intervention
and Evaluatiopof the Action Design Research Methodology outlinedFRigure 4-4 of the
Research Methodologghapter. The validation by expert review builds on by industry

implementation which has been presented in Ch&pter

6.1 Approach to the Expert Review of the Data Security and Privacy Risk
management Framework (Beta Versio n)

The approach taketo validatethe beta version of the WBANSecRMamework by expert
reviewis presented ifrigure 6-1. Theexpert reviewwas completed ifive stages. The first
stage waso develop the questionnaire, followed by recruiting appropriate experts. The steps
to develop the twenty questions in tly@estionnaire are outlined in secti@2 The
guestionnaire is available ippendix F. The questionnaire and beta version of the
WBANSecRMframework were then presented to experts for review. The criteria for selecting
the experts, along with their profiles is presentedeittion6.3. On return of the completed
guestionnaire, the comments received from the experts avalgsed bythe author of this
study toascertain the usability and efficacy of the WBANSecRM framewetk versionThe
methodology for conducting this analysis is presented in seétibrOnce this analysis was
complete, the comments and changes needed to address the respectivatsonere
reviewed by a focus groufphe focus group consisted of the author amad members of the
RSRC The steps taken to analyse the comments are presesection6.5. The focus group
reviewed the expertsd comments and the sug

consensus was reached on which changes should be adopted. Finally, changes to the
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WBANSecRMframeworkbeta versiorwere agreed by the focus group. These are presented

in section6.6.

Analyse expert
review comments

'

Update WBANSecRM Comments and solution
with the changes review by focus group

Develop

. . —— Recruit experts —
questionnaire

Figure 6-1: WBANSecRM framework expert review approach
6.2 Develop Questionnaire

The strategy used to develop the questions is based on the strategy ident@iathdryne
Dawson (2002 p.69. The question development phase contaireght steps illustrated in
Figure 6-2. The first step involved considering the purpose of the expert review and what
information tle researcher sought from the expert review. The purpose of the expert review is
to assess the efficacy and usability of WBANSecRMframeworkin assuringthe security

and privacy of WBAN applicatian
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Figure 6-2: Expert review questionnaire development method

Step 2of this phase was to identify thepicsto beinvestigated during the expert review

Below is the list of topicghatwereidentified

1. Each participari s experience in medical devistWBAN basel software
developmerisoftwaredevelopment with security and privacy

2. Each participarit sexperience indeveloping an application (other than medical
device/WBAN) with security and privacy

3. Each participar@t experiencs inlegislation, such as HIPPA a@DPR

4. Each participar@t experiencen the risk management process

5. The suitability of the steps adopted to identify security and privacy risks in the
requirements analysis phase

6. Useful tools or sources to identify threats and vulnerabilities

7. The suitabiliy of the steps adoptew identify securityand privacyrisks basedon

application system architecture
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8. Useful tools or techniqudo identify risks using application system architecture

9. The suitability of the steps adopted to identify the controls foles risks

10.The suitability of the steps adopted to assess security and privacy controls during the
implementation phase

11. Securityand privacyrisk acceptance criteria

12.The suitability of the steps adoptet review the securityand privacycontrols
implementation details

13.Tools and techniques to assess the implementation of each control during the
implementation phase

14.The suitability of the steps adopted to evaluate overall security and privacy risk controls

15.Tools and techniques for overall secuatyd privacy risk control evaluation

16.Each participarit $eedback and suggestions about the usability and efficacy of the

WBANSecRM framework

Step 3involved taking the topics generated in Step 2 and categorising them under more general
topics (henceforth known asategories) as depicted ihable 6-1. This was achieved by
mergingstrongly linked topicsFor example, topickl and 2 above were merged into a single
category namedvaluation of security and privacy risfcategory3 below).The third column

indicates which topics were merged into each category.

Table 6-1: Topics redefined to categories for developing the questionnaire

Category No. Category Step 2 Topic

1 General 1,2,3,4

2 Security and privacy risk analysis | 5,6,7,8

3 Evaluation of security and privacy | 11,12
risks

4 Identification and implementation of 9,10,13,14
security and privacy controls

5 Overall evaluation of security and | 15,16
privacy controls

6 Usability and efficacy 17
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Step 4of the question development phase¢o order the categories into a logical sequence,
generally moving from the more general to the specific. The resulting sequence from this step
is presenteth Table6-1 above For example, the categories commeheéh general questions

aboutthe participantollowed by more specific questions abthe WBANSecRM framework

Step 5 of the question development phase involved constructing questions around each
category.The questions are constructed with a combination of-epeled and closeeinded
guestionsln generalthe questions contained a greater proportion of -@peledjuestions and
were kept short, neutral and to the powith the combination of closed and opended

guestions, this step produced nineteen questions lisésppiendixF.

Step 6 of the questionnairedevelopment was to havine questionnaire independently
reviewed. This review was completed Bymemberof Netwell CASALA (a DKIT based
research centreYhe reviewerhad extensive experience and expertise in software processes
for healthcare applicationand developing interview questionnaite®\ copy of the
guestionnaire and a statement outlining the purpose of the review was provided to the reviewer
to determine howvell the questionnaire fulfilled its purpose assburehat it did not contain
ambiguity. In step 7,the reviewer provided the following commerdfter reviewing the

guestionnaire

1 Toadd a little more blank space between questions and question pariploy some
other method of better segregating questions and questions parts. The current
formatting is visually dense and makes it easy to accidentally miss individual questions.

1 Addaquestion as afinal questionofith@ ave you any ayduwould onal

like to make&o type.

Finally, in step 8tiwas agreed to adopt both comments, and so the questionnaire was changed
to allow more space between questions and to add a final question as stated above. The final

twenty questions are presenteddippendixF.
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6.3 Recruiting Experts and Participant Profiles

The expert recrumentprocess stagd by setting the selection criteria. The selection criteria

used are presented below:

1 Having research experience in assuring security and privacy for healthcare applications
1 Having expertise in developing WBAN based applications
1 Having expertisavith risk management proce=ss

1 Having knowledge of medical device standards and compliance requirements

Around sixty experts were selected and invited to participate in the review after reviewing their
profiles, and publications donkedIn, ResarchGate and DBLPThe experts were selected if
they met anyneof the criteria presented abovemong them, only seven replied and showed
interest in participating in the review proce$sio experts withdrew from the expert review
process due to time constraings.short bography ofeach ofthe five experts is presented

below.

Expert 1has been working as a Senior Engirieex leadingesearch orgagation. In this role

he was active in numerous research and industrial projects as a securitysequeity and
safety equirements analyandrisk analys. He is particularly interested in the systematic
development of secure softwardgensive systems and scalable methods for assessing and
guaranteeing IT security and functional reliabilije alsoworked in industry pjects that
aimed to developwearable medical devices (diabetes monitoring); these devices were

connected to smartphone agpel deployed in aentralized cloud service.

Expert 2 works as a key expert in the areaeskarchand avelopment irmethods forthe
product gcuritylifecycle for a worldleading health technology company. She has more than
30 years of experience in both academia and indussrgnestablished expert in security risk

management methodshe works on autorated security supporin development and
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engineering processeShe is alspassionate about combining the current statbedrt with

an analytical understanding of stakeholder néedsprovepractice.

Expert 3has more thartenyear$experience inecurity and privacy in software engineering.
She is also a postdoctoral researcher and member S&theity: Development processesl
Middlewaretaskforcein a leading research grouphe isone of the main forces behind the
development and extension @INDDUN. This privacyby-design frameworkprovides
systematic support to elicit and mitigate privacy threats in software sys$tarttsermore, she

is also an active member of thareat Modelling Manifesto organisation

Expert 4 works as a research asatein a worldeading research centre and has more than 7
yearsoO experience in assuring s e&urrentlyheiand s e
researching modddased dependability assessment and assurance, dynamic risk management,
andautonomousystems assuranck addition, he allaborated orseveralresearch projest

andsuppoteduse case owngwith privacy risk analysis usinidpe PRIAM methodology.

Expert 5 has over whrksasyaesaarchmanagexiqgembeddedystems a n d
securityin a worldleading research centige activdy researched software securyd formal
verification and validation of software systems, specifically for embedded systems and low
level operating system componeritie is particularly interested in security architectures for
safetycritical embedded systems and the Internet of Thiagd the concept of sustainability

in information and communications technology

6.4 Methodology for Analysing Expert Review Comments

The expertreview comments were received in electronic format via email, where review
comments were the combinationaésed and opeanded answers to the questionnaire. Due

to the nature of the responses, the epeted answers consisted of text with similar cotecep

in different text locations. The challenges were then to structure the comments into meaningful

and analysable data from which conclusions could be drawrfivEastageapproach used to

147



Data Security and Privacy Risk management Framework (Beta Versiomgert Review
analyse the reviewer commentsdistailedin Figure6-3. This was developed based on the

guidelines presented bgaunders, Lewis and Thornhil(2009 pp.478§ for analysing

gualitative ta.
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Figure 6-3: Methodology for analysing epert review comments

The preparation stage involved recording all the expert comments and the researcher
familiarising themselveswith the commentsThe preparation stage involved the following

steps:

3) Record all the comments in a spreadsheet for better visualisation and for ease of

analysis, as the experts sent the response electronicsgrioh format
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4)

Read each of the commentglacheck whether any clarification is required. During this
process, two comments were identified that required more context, which was then sent

to the respective expert for more detail

The categorisation stage involved creating initiatategoriesbasedon the expert review

objective, research questioand aim of the research, which resulted in the following six

categories:

4)

5)

6)

7)

8)

9)

Security and privacy risk analysisi comments related to theols, techniques and
methods presented in th&/BANSecRM framework foridentifying security risks,
threats andulnerabilities

Evaluate the security and privacy risks' relatingto the process to determine whether
the risks identified in the security risk analysis step are acceptable or not

Security and privacy risk control i relatingto the process for selecting securyd
privacycont rol s, along with each control 0s
Overall evaluation of security and privacy risk controlsi approach to evaluate the
security and privacy risk level of tlagplication

Usability and efficacyi whether theV\BANSecRMframework is easy to understand
and contais sufficient detail

General i comments about inconsisteterminology, typo erra and explanatory

sentences with rationale

Unitising data involves creating units of data from the comments and attaching it to an

appropriate category unit of data may be a number of wordgranscript ling a sentence,

severalsentences, a complete paragraph, or some other chunk of textual data that fits t

category Unitising datainvolved carefully readinghe comments severéiimes, each time

underlining the content that applied to any-sabegory and annotating the underlined content

with the subcategory code. This process was repeated until no exdvior coding emerged.
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As an exemplafTable6-2 illustrates the suoategory and unit of data creation for the security

and privacy risk control category.

Table 6-2: lllustration of security and privacy risk control category sub-category and unit of data

Category Unit of Data Code Sub-category
Securityand privacyisk control| Sec_Risk_Con_Imp_Detail
implementation details

Lack of implementation details Lack_Imp_Details Idrgfallﬁ?entatlon

. Split control implematation | Split_ Con_Imp_Details
Security details in architecture and dev
and privacy| New securityand privacyrisk | New_Sec_Risk_Con
risk control | ~ontrol
New security and privacy| New_Sec_Con_Source New security and
control source privacyrisk control

Security and privacy control | Sec_Con_Selection_Pro
selection process

The next steprecognisingrelationships and developing the categorieimvolved organising

the list of codes with their respective categories followed by checking whether the key theme
or concepts are recurring in the code. If the concept is recurring, then merge the matching
codesAdditionally, check if any categories consist of a large number of codes, then divide the

category into a subategory and attach the appropriate code.

The developing and testing propositionsstage involved creating the hypothesis or
proposition for eacltode. Once the proposition was developed for each code, a focus group
was set upo review the creditability of the proposition. In this research study, the focus group
consisted of two members from the RSRC having extensive expertise in the areaitf secur
and privacy for medical devices. The focus group members reviewed each proposition to reach
a consensus to address the comméntsases wheréocus group members were unable to
reach a consensus for a propositiavjsit the development processtioé respective code and

key themeand update the proposition.

6.5 WBANSecRM framework z Expert Review Comments

The expert review of th&/BANSecRM frameworketurnedforty-nine commentsTable6-3

presents the number of comments per category.
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Table 6-3: No of comments per category

Category No. of comments

Security and privacy risk analysis 10
Evaluate identifiegecurity and privacy risks 4
Security and privacy risk control 12
Overall evaluation of security and privacy ri 8
controls

Usability and efficacy 8
General 7

6.5.1 Security and Privacy Risk Analysis

The security and privacy risk analysis category contains a total of 10 comments relating to the
tools, techniques and methods presented iMBANSecRMframework for identifying risks,

threats andvulnerabilities The expert review comments are preseitedable 6-4. These

comments related to:

9 List of threats and vulnerabilities

1 New sources to identify threats and vulnerabilities

1 Risk analysisapproach

1 Threat modéing tools and techniques

M Asset classification

Table 6-4: List of expert review comments for security and privacy risk analysis

approach

in the security design whos

removal in later lifecycle

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
I dm mi ssing
attack actions. Maybe
they are covered, but |
?verlookecétl:]:srzi.ng Why are libraries
List of threats passwords. (exploiting ir;:?é(‘:’tlijcl)rr"e;?g:ktsoo
and No Comment weak or default No Comment No Comment ) ’
- Side channels
vulnerabilities passwords)
. attack are
Bypassing missin
authentication, e.g. at theg 9
sensor device. (e.g. if
auhorization is done on g
client)
Common Weakness
Enumeration (CWE),
Threat and Common Attack Pattern BSITop 10 th_reats,
- . OWASP Mobile Top 10
vulnerability Enumeration and Other: Mitre ATT&CK No Comment No Comment No Comment
sources Classfication (CAPEC), for ICS
U.S. National Vulnerability '
Database (NVD)
Risk analysis should be
Risk analvsis applied as early as possiblg
Y to avoid fundamental flaws| No Comment No Comment No Comment No Comment
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Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
phases is very costly. As a
consequence, risk analysis
needs to be repeatedly
applied in different phases,
include riskaspects in the
deployment and operation
phases
1. STRIDE +
LINDDUN are
probably the
most siitable
lﬂg ggiptpoo;ch meth_ods as this
depend on the provides .
requirements of mgthodologlcal
the domain, gu_ldance and
privacy
As said above, we app. analy;ts, knowledge
h derived our own method etc. IThere S ho support to
Threat and tool, based on the sing'e onesize: systematically
modelling tools | No Comment . - fits-all No Comment =
and techniques requirements in 1ISO approach. eI{c_lt and _
27005, IEC 62443-1 Probably mltlgate_ privacy
andNIST 800630. STRIDE is the thrf?ats in
most known sottware
and applied architectures.
though. 2. STPASafeSec
might be an
important
additional
method to
mention
| noticed that the
framework puts a strong
focus on the security of dat
assets (aril to a lesser
degreé of physical assets)
What | missed was a
mentioning of secalled
processes assets, that is:
functionality.
Avoid to focus too narrowly|
gsassestificatim 22 4d ﬁ;ggge(tfg%feﬁan No Comment No Comment No Comment No Comment
closely related to the
Common Criteria ISO/IEC
15408:2009) recommends
to make an explicit
distinction between
information assets (data,
code, config params),
process assets
(functionality), and physicall
assets (hardware)

List of threats and vulnerabilities: Expert 2 and expert 5 suggested adding four new threats
which were not available in th€able Appendix EL list of threats and vulnerabilities for

WBAN applications.

1 Guessing passwordexploit by usingweak or default passwords
1 Bypassing authentication
1 Injection attack

1 Sidechannel attack
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Guessing passwordsse inbrute force attack to gain unauthorised access to a system. As brute
force attack is already presentadheTable Appendix EL, the focus group agreed not to add
guessing passwords as an additional thiBgpassing authenticationuse by a attacker to
gain access to an authorised or privileged application, service, or device by evading or avoiding
the authentication mechanism. Therefore, an attacker can accesstepralata without
authenticationThe focus group agreed to athee bypassing authenticatiadhreatfor mobile
and web applications ifiable Appendix EL. I njection attack allows an attacker to inject code
into a program, query or inject malware on an application to run remote commands that can
read or modify a database or modify data on a web application. Attackers use SQL Injection,
Buffer Overflow, Crosssite scriptng (XSS) and Code Injection to perform an injection attack.

As SQL Injection, Buffer Overflow, Crossite scripting (XSS), and Code Injection are already
present in th&VBANSecRMframework the focus group agreed not to add injection attack as
an additional threaSide-channel attack (SCA) is a security explothatattempts to extract
informationfrom a systemSide-channel attacks rely on measuring tendencies and frequencies
of the hardwee to establish patterrfsom which youcan extract private information frothe
system SCA can monitor the hardware's power use and electromagnetic emissioriag
cryptographic operation3he focus group agreed to aithé side-channel attack for theensor

devicein Table Appendix EL.

Threat and vulnerability sources: Two e x p eexpersldand expert 2, recommendeding
Common Weakness Enumeration (CWE})pmmon Attack Pattern Enumeration and
Classification (CAPEC), U.S. National Vulnerability Database (NVBS) Top 10 threats,
OWASP Mobile Top 1@ndMitre ATT&CK for ICS as additional sources to identify threats
and vulnerabilities. Th®BANSecRM framework alrady uses the 2021 CWE top 25|

Top 10 threatend OWASP Mobile Top 1Gs sources to identify threats and vulnerabilities.
The CAPEC is a collection of known cyber security attack patterns which cyber security

professionals can use to understand howttacker will exploit weaknesses in the applications.
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The NVD is the largest and most comprehensive database of reported vulnerabilities of both
commercial and opesource components. The NVD consisis a database of security
checklists, software flaws, sgonfigurations, and impact metrics which will help prevent
security breache3he focus group agreed with this comment to add NWRPECandMitre
ATT&CK for ICS sources insection4.1.3.1underAppendix B to identify the threats and
vulnerabilities while performing risk analysis at the requirements analysis phes&VD
database regues name, version and vendor of the software or product to search for the
vulnerabilities, so an additional note was added in seaitr8.1under Appendix B that
organisations will require name, version and vendor of the software or product to search the

NVD database.

Risk analysis approach:Expert 1 commented thask analysis sbuld be applied as early as
possible to avoid fundamental flaws in the security deagyemovalof these flawsn later
lifecycle phases is very costliZonsequentlyrisk analysis needs to be repeatedly applied in
different phases, starting with tteecurity/safety requirements, coargained design and
system architecture, the implementation, deployment, operation, and ultimately
decommissioning the system under considerati@urrently, theWWBANSecRM framework
performs risk analysis in the requirents analysis and system architecture phases, so the focus
group agreed to add anew step name®i s ks ari sing fr oimsectionsk con
4.2.2underAppendixB. The purpose of this new step is to identify any new risk arising due
to the selection and implementation of conttbigt mitigate risksPostproduction activies

are out of the scope of the WBANSecRiMmework so the focus group agreed to consider

risk analysis during the deploymeartd operation phas# the application as future work.

Threat modelling tools and techniques:EExpert 2 commented that they dedvtheir own
method and tool based on the requirements in ISO 27005, IEC -@2848d NIST 80630.
The IEC 624431-1 standard provides the process requirements for the secure development of

industrial automation and control systems products. The WBANSédc&iveworkalso use
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the requirements and guidelines provided by ISO 27005 and NIS3®B0%s the use cases of
the industrial automation and control systems are not similar to WBAN based healthcare
applications, the focugroupagreed not to take any actito address this commeriixpert 3
commented that no single threat modelling tool and technique would fit all appro@bkes
method and approacteededdepend on the requirements of the domain, appdanalyss.
The expert also suggested that STRIDEhe&s besknownthreat modelling method. Expert 5
indicated that the combination &TRIDE and LINDDUN are probably the most suitable
methods as this provides methodological guidance and privacy knowledge support to
systematically elicit and mitigate prieya threats in software architecturéSTRIDE is a
developeifocused threat modelling method to identify the security threats in an application.
STRIDE provides security threats in six categories: 1) Spoofing, 2) Tampering, 3) Repudiation,
4) Information dsclosure (privacy breach or data leak), 5) Denial of service, and 6) Elevation
of privilege LINDDUN is a privacythreat modellingnethodology that helps to identify and
mitigate privacy risks in an application. Both STRIDE and LINDDUN use a data flow diagram
(DFD) to identify security and privaeelated threats. The WBANSecRiameworkaims to
assure security and privacy, so theus group agreed with the comment to consider STRIDE
and LINDDUN as the most suitable threat modelling methédnote is addedn section
4.1.4.2underAppendixB that STRIDE and LINDDUN are the most suitatileeat modelling

method.

Expert 5 also suggested that ST-BAfeSec might be an essential additional threat modelling
method STPA-SafeSec examines the relationships between each system component, assuming
that the system must be examined as a wholgsideringll elements, from social to technical.

The STPA-SafeSec methodologgffectively overcomeproblems that require both $gm

safety and securityAs modern applications are not static and evolve over #ntk are
influenced by their socio and technical environment, SHafeSec provides an iterative

approach that can be reapplied throughout the system's lifetime. As tiheat@pks safety
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analysis is out of the scope of the WBANSecREmework the focus group agreewt to
take any action foronsideing the STPA-SafeSeanethodologyto identify the safety and

security hazards.

Asset classification Expert 1 commeset that theWBANSecRM framework puts a strong
focus on the security of data assets ralesser degreenphysical assetsndprocess assets.

A functionality view draws more attention to dynamic aspedtsnay alsoreveal threats
unrelated to data butlated tobehaviour Assets associated with IT systems usually fall into
three classes: a) information, b) processes, and c) phyks€l15446, 2017)Information
assets represent data that is of valuartorganisation. Process assets represent applications
where data isransformed or analysed. The distinctlmtween process assets arfdrmation
assets is that the associated data is of little value without the processing capabilities of the
related applications. Physical assets represent the information processpmgesquised to
support the information and process asset® focus group agreed to classify the assets in
three categories, information, process and physical, based on the guidelines provii@d by
15446:2017 A note wasaddedin section4.1.3.1under Appendix B detaiing each asset

classification, which will guide the organisation ithgrthe asset identification process

List of changes made after reviewing the expert review comments for the security and privacy

risk analysis category :

1 Added a note that STRIDE and LINDDUN are the most suitable threat modelling
methods.

1 Added bypassinguthentication and sidghannel attack in the list of threats and
vulnerabilities.

1 Added the types of asset categories that need to be considered while identifying the

assets.
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1 Added a note that organisations can use a binary approach as an alternatigehapp
instead of impact or likelihood for evaluating the risk.

1 Added Common Weakness Enumeration (CWE), Common Attack Pattern
Enumeration and Classification (CAPEC), U.S. National Vulnerability Database
(NVD), BSI Top 10 threats, and Mitre ATT&CK for ICS additional sources to
identify the threats and vulnerabilities.

1 Added an explanatory sentence for conducting risk analysis in every phase of the

development lifecycle as an iterative process.
6.5.2 Evaluate Security and Privacy Risks

The evaluate securityand privacyrisks category contains 4 comments relating topghecess
to determine whether the riskdentified in the security and privacy risk analysis shep
acceptable or nofThe expert review comments are presentebiainle 6-5. These comments

related to:

1 Risk evaluation process
1 Riskpriority approach

Table 6-5: List of expert review comments for @aluate security and privacy risk

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5

Neither impact nor likelihood
can be precisely quantified for | Likelihood is my Impact and
potential security incidents. view best structured| likelihood are No
Therefore, | rather tend to treat | into several facts, general concepts tha No Comment
o . N - Comment
security risks as binary events; | like exposure and are used for risk
they are either possible or exploitability. assessment.
impossible.
Once the list of potentially
possible risks has been
determined, the risks can be
simply ordered relative to each
other by expert consensus, rath
than assigning absolute prioritie
to each individual riskRisks are
not eliminated in the order of
their priority, anyway. Often,
different risks have a common | No Comment No Comment
root cause, and by eliminating
this root cause, several risks wit
completely different priorities
can be removed in one step.
Therefore, | would not put too
much emphasis on risk
rankingd a verycoarsegrained
approach is pr
enougho in pra

Risk evaluation
process

Risk Priority
approach

No

Comment No Comment
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Risk evaluation process:Expert 2 commented that likelihood is bssticturedaslikelihood
can be further broken down into exposure and exlibitg of the risk. Expert 3 commented
that impact and likelihood are general concepts used for risk assessment. Expert 1 commented
that neither impact nor likelihood could be precisely quantified for a potential security incident.
Expert 1 proposed usirgy binary approachipossibl® orfi i mp o sissteddlofeimpact or
likelihood The focus group agreed with expert 106s
as an alternative way to evaluate the risk instead of calculating impact and likellfwood
addresexpert b somment, sectiod.1.3.2underAppendixB was amendetb includethat

organgations can use a binary approach as an alternative to evaluating the risk.

Risk Priority approach: Expert 1 commented that once the list of potential risks has been
determined, the risks can Ipegioritized by taking expert consensus, rather than assigning
absolute priorities to each risk. Althoughe WBANSecRM framework recommends
prioritising risk conrolsbased on the risk score value, the fagnagipagreed with the comment

that organisations could alternatively prioritise the risk control based on expert consensus or
product delivery plasi To address the comment, a note was addeskdtion4.2.3 under
AppendixB that organisations can use expert consensus to prioritisskhmntros based on

the relationship between multiple risks mitigated by one or more control

List of changes made after reviewing the expert review comments from the evaluate security

and privacy risks category:

1 Added an explanatory sentence in thekrievaluation section that results from
likelihood and impact analysis will be subjective.
1 Added an explanatory sentence in the risk evaluation section to use expert consensus

as an alternative approach for the risk priority, if the organisation has @i eegource
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6.5.3 Security and Privacy Risk Control s

The security and privacy risk contratategory contains 12 comments relatingsébecting

securityand privacyc ont r ol s, a l

ong wi

t h eacfhe expentt r ol 0

review comments angresented ifable6-6. These comments related to:

1 TheWBANSecRMframework consists of the appropriaigk controls

1 Whether the risk controls have adequate impleatsnmt details

1 Sources used to develop the risk control implementation details

i Testing methods used during implementation of the risk control

Table 6-6: List of expert review comments for security and privacyrisk control

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
Risk control They definitely contribute tq 1.The list of threats| 1.1tds a

the goal of achieving securit| is pretty but such a list

and privacy assurance. comprehensive. can never be
.The security complete i
control could be neither in terms
more targeted. If of attack vectors
the threat is not nor in terms of
described more mitigation.
specifically, then 2. Add Hardware
the table could be Security

- No

arranged in @ No Comment Comment Modules,

more concise Confidential

way. But | think Computing  as

it would be very control

useful to adapt

the threat

description  for

the asset and sulj

asset

Risk control FDA regulation for the US IEC 62443 42
source market; EU regulations abol Autodesk
healthcare products or medic| continuousthreat
; e ) - No
devices within Europe (e.g| modelling i Comment No Comment
EU Regulation 217/745) developer
Common Criteria Part 2, 2] checklist
CFR Part 11
Lack of No Comment Some are nof Add pointers to
implementation really targeted at reference
details developers. For implementations
instance, the first and technologies
bullets for accesg that help  with
No h -

No Comment control seem| o ment implementing the
more like control.
organizational
guidelines (define|
an access contrg
policyé)

Testing and In safety engineering, No. You mention

review methods usability testing is an integration testing,
important element to se vulnerability
whether the users tend { No scanning and pe
misuse the system or do n| No Comment No Comment c testing earlier in

’ . omment .

understand the intentiol the document i
behind certain safeguardj why are hese
Depending on the complexit] dropped later?
and criticality of an applicatior]
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Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5

and its secunt controls,
security usability may alsc
become a relevant factor {
exclude i humg
sources of risk.

Risk control: Expert 1 commented that the controls presentedahle Appendix EL
definitely contribute to the goal of achieving security and privacy assurdnqeert 2
commented that the list of threats and vulnerabilities with respective controls presented in
Table Appendix EL is pretty comprehensivé&xpert 2 also recommended providing the threat
description for each asset and sg#set to make the control more targetéde threa
description will explain how the asset and-sset will be affected if the attacker launches an
attack. However developing the threat description for each asset andsaédi is a time
intensive taskDue to time limitatios, the focuggroupagreed to considgroviding the threat

description for each threat asset and-asfets future work of this study

Expert 5 commented thaich a list ould never be completeeither in terms of attack vectors

nor in terms of mitigationThe WBANSe&M framework suggests that developer can use the
list as a starting point. Additionally, the WBANSecRM framework also provide the steps to
find a control to mitigate the new threats and vulnerabilifiegpert 5 also commented on
consideringHardware Secity ModulesandConfidential Computings an additional control.

A hardware security module (HSM) is a physical computing device that protects and manages
digital keys, conducts encryption and decryption for digital signatures, and performs other
cryptograhic functionsThe Confidential Computing control will help igplate sensitive data

in a protected CPU enclave during processing cloud environment, the processed data from
the confidential computing will only be accessible from authorised progoa®. The focus
group agreed with the comment to aohfidential Computings an additional control as the
WBANSecRM framework already recommends the use of Hardware Security Modules as part

of key management control.
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Risk control sources:Expert 1 sugggedusing the followingsources for identifying the risk
controls and respective implementation details which are recomingnittie FDA, EU
regulations about healthcare products or medical devices (e.g., EU Regulation 217/745),
Common Criteria Part and21 CFR Part 11The WBANSecRM framework usd&O/IEC
8000%2-2, NIST 80053, ISO 27002, ISO 27799, ISO/IEC 11770, NIST-8G8B, NIST 800
56A, RFC 6749andOWASP. These standar@se recommended by the FDA, HIPAA and EU
MDR to identify the security and pacy controls and respective implementation details.
Expert 2 suggestethé¢ useof IEC 624434-2 as an additional source for identifying controls.
The IEC 624431-2 standardprovides security requirements fordustrial automation and
control systemswheeeas the goal of the WBANSecRM framework is to provide risk controls
for WBAN based healthcare applicatidfor this reason, the focus group did not agree with

expert & recommendation to usEC 624434-2 as a source to identify risk controls.

Expert 3recommended wsg Autodesk continuous threat mdldey i securedeveloper
checklist as an additional source. The recommended source outhndsentication,
authorisation, input validation, key management, system hardening and auds gk
controls fo embedded systems. Furthermore, the recommended source also presents the
implementation details for the above risk controls which will assist the developer to implement
the risk control. For this reason, the focus group agrdhiscomment anagreedo amend

the list of additional sources in sectiér2.5underAppendixB.

Lack of implementation details: Expert 3 and expert 5 commented that the WBANSecRM
framework does not contain adequate details for implementing risk controls. The other three
experts think th&®VBANSecRMframework consists of appropriate implementation details for
security and privacy risk controls. Expert 3 commented that some control implementation
details are not targeted for developers and recommended grouping them together with related

organgational policies. For instancehe first bulletof the access contd seens more like
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organgational guidelinesThe focus group agreed with the comment to update the control's
implementation details, which contain both policy and development guidelines. The
implementation details for access control and key managemeatamegnded bgrouping
policy-related guidelines. Expertrtécommended addingpinters to reference implementations
and technologies thabuld help with implementing the controlo address th comment, a
working example or code snippet needs to be pealibr each of the risk controls in the
context of popular programming languages. The working example or code snippet will assist
the developer during implementation of the risk control. To develop these working examples
or code snippets for each risk aatwould requite considerable timeDue to time constraints

the focus group agreed to consider this as future work of this study.

Testing and review methods: The WBANSecRM framework recommended using code
review and uniesting as testing and review approaches during the control implementation
phase. Expert 1 commented thasafiety engineering, usability testing is an important element

to see whether the @& tend to misuse the system or do not understand the intention behind
certain safeguards. Depending on the complexity and criticality of an application and its
security control s, security wusability may
facbr s 0 as s olhefaces group hgreed withkthe comment sability testing is a
method of determiningrhether a particular medical device meets the needs and preferences of
its intended userslsability testing helps uncover opportunities to maledical devices easier,
safer, more effective, and more enjoyable to LES8.623661 is an international standard that
helps medical device manufacturers to consider human factors by providing a standardised
procedure for the analysis, specificationyelepment and evaluation of the usability of their
medical devicesSo, the focus group agreed to amend seaigdrlunderAppendixB to state

that organisationalsoneedto perform usability testing during the verification of the security
and privacy controls in the implementation phase. To conduct the usability testing

organisationgan follow the guidelines provided by IEC 62366
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Expert 5 c oMonYewnneertidn integration te§ting, vulnerability scanning and pen
testing earlier in the documerit why are these dropped lat€&r?The WBANSecRM
framework proposed conductingftseare integration testing after implementing the security
and privacy controls. Software integration testsg level of software testing where individual
units are combined and tested as a group. Integration hefs to identify whether
independentlydeveloped units of software work correctly when they are connected to each
other The WBANSecRM framework recommends usiBtack Box Testing, White Box
Testing and Gray Box Testingnethods to conduct integration testing. The WBANSecRM
framework alsocecommends that during software integration testing, the developer needs to

conduct two key tests:

1 Security and privacy requirements testingo validate the security and privacy
requirements identified during the security risk assessment steps are émfgdm
properly. This can be achieved by conducting functional, performance and scalability
testing

1 Threat and vulnerabilitiesnitigation testing - to validate the effectiveness of the

implemented security controls against the identified threats and ablhiges

Furthermore, the WBANSecRM framework also recommends using vulnerauititging

andor penetration testg to assess the overall residual security and privacy risk of an
application upon completion of the security and privacy risk controlemehtation and
verification stage. The comment was not clear to the focus group, and a-tipllemail was

sent to the respective reviewer for more context. The reviewer did not reply with more details,

so the focus group agreed not to take any furthesrat address this comment.

List of changes made after reviewing the expert review comments from the security and privacy

risk controls category:
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1 Added an explanatory sentence that the effectiveness of the control will depend on the
circumstances, theusiness goals, the types of hardware and software components and
their failure modes, and on the criticality of the specific requirements for the
application.

1 Added Autodesk continuous threat modellingleveloper checklist as an additional
source to iderfy risk control implementation details.

1 Added a new subection as a step to evaluate risks arising from the selected risk control
measures.

1 Added a note that organisations also need to perform usability testing during the
verification of thesecurity and privacy control in the implementation phase. To conduct

the usability testing organisations can follow the guidelines provided by IEC 62366.

6.5.4 Evaluation of Security and Privacy Risk Controls

The evaluation of security and privacy risk conticdsegorycontains 8 comments related to:

1 Whether the approach is adequate to evaluate the security and privacy risk level of the

application.

1 Identify alternative approaches which could be used instead of penetration testing

and/or vulnerability scanningsgaecommended in th&YBANSecRMframework.

Table6-7 illustrates the list of expert reviewer commentseiaaluation of security and privacy

risk controls

Table 6-7: List of expert review comments forevaluation of security and privacy risk controls

little to no person
identifiable
information,

2.

Checks for secure
configuration and
hardening

well as
application
specific ones for

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
. The required 1. Penetration testing Their 1. Pen testing is
scrutiny is dictated is useful if a very combination is much more in
byshosaion | i levelof chocain | depmardul
. . yand ) offering a cost Y InC
Technlques for prlvacycrlt!call_ty requn’_ed. It Both will be scaled solution vulnerability
evaluation of of the application. contains more required to check the towards scans. Whether
security and For a simple advanced security imcg)lemented addressing both both are
privacy risk fitness tracker that testing than security measures | common necessary
controls does only record vulnerabilty weaknesses. as depends a lot on
few parameters an(  scanning. ' the use case and

the identified
risks and their
classification.
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Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
reduced effort a given 2. Depending a lot
seems feasible. If | application. on the usease
had to choose in and the risks
such cases, | wouldg classification:
opt for Formal
vulnerability verification
scanning rather techniques,
than penetration independent
testing, because th| security
latter is closer to assessment.

Atesting
into the
instead ¢
by design
course, if time and
budget allow for it:
More is alvays
better.

2. An assessment of
userfriendliness of
security and
privacy controls to
avoid threats
caused by human
factors

Techniques for evaluation of security and privacy risk contras:

Expert 1 commented that he would choose vulnerability scanning instead of penetration testing
for a simple fitness tracker that only records a few parameters and little gersonally
identifiableinformation. Expert 1 also commented that vulnerabilitysing and penetration
testing would be better if the time and budget allowed. Expert 2 commented on using
penetration testing over vulnerability scanning as penetration testing provides a very high level
of assurance. Expert 2 also commented that peioetréesting contains more advanced
security testing than vulnerability scanning. Experts 3 and 4 commented that vulnerability
scanning and penetration testing would be required to check the implemented controls. Expert
5 commented on using penetratiortites as penetration testing provides much morédpth

testing and usually includes vulnerability scanningsummarythe options recommended by

the reviewers are:

1 Choose penetration testing as it will provide a very high level of assurancedsiatin

testing of the implemented contrpls

1 Choose only vulnerability scanning if the application only records a limiteaberof

parameters without personally identifiable information
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1 Choose both penetration testing and vulnerability scanning if time ane toaityv

According to the AAMI TIR 57 standard, an organisation can employ testing techniques such
as vulnerability scans and/or penetration testing to evaluate an application's overall residual
security and privacy riskHowever, selecting suitable tesijy techniquesfor evaluation of
security and privacy riskontrolsis challenging task for the organisatiof®, the focus group
agreed to amend the sectid3 unde AppendixB with theabovepossibleoptions.This will

assist the organisation in selecting the appropriate testing method.

Expert 1 suggested conductingassessment dhe userfriendliness of security and privacy
controls to avoid threats caused by human fac&esurity and privacy need to work alongside

the usability of the application. Assuring security and privacypfieations cannot dictate the
usability of the application. For example, forcing users to use very long and complex passwords
as part of the authentication process might downgrade the usability of the applidsdibitity

tests involve recruiting userf a specific user group and observing them while performing
tasks with the medical device. Usability tests are typically conducted in simulsed
conditions that could affect how the users interact with the medical device. Usability tests can
be conduad on one or more prototypes with varying degrees of options, such as paper
sketches, wireframes, hardware or software maguk a functional prototype, or a completed
medical device. The focus group agreearnmendsectiond.2.4underAppendixB so that the
organisation can perform usability testing during the security and privacy okcontr
implementation phase or once the application is ready. To conduct the usability testing,

organisations can follow the guidelines provided by IEC 62366

Expert 2 recommended conducting an assessment eéthee configuration and hardeniwig
the aplication. Improper configuration of the assets used to develop the application will
increase the risk of security and privacy breaches of the application. Additionally, it is often

seen that organisations rush to deploy the application in productiondefi#tult settings
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without implementing basic hardening. So, the focus group agreed with the comments to add
a note in sectiom.3 under Appendix B that organisations need to conduetsecure
configuration and hardenirggssessmerih addition topenetration testing and/or vulnerability

scanning.

Expert 5 recommended the use ofnhal verfication techniquesand independent security
assessmestas additional approaches to evaluate the security and privacy coRtnoisl
verification is a security audit method for proving the correctness of underlying algorithms in
terms of a formal specddation. Formal verification provides a systematic approach to
identifying the flaws of a protocol. To perform formal verification within the WBANSecRM
framework it is required to design the formal specification for each control presented in the
WBANSecRMframework. Developing formal specifications for each control is-imnsive

work. Due to time constraigitthe focus group agreed to consitles asfuture work of this

study. Expert 5 also suggested usingependent security assessnauning theevaluation of
security and privacy risk controlds the WBANSecRM framework already recommetids
organisatios can useindependent security assessmbptonboading a thirdparty service

provider, sahe focus agreed that no action is required for this comment.

List of changes made after reviewing the expert review comments from evaluation of security

and privacy risk controls category:

1 Added possible criteria mich will assist the organisation in selecting the appropriate
method for evaluating the overall residual security and privacy risk.
1 Added a note for checking secure configuration and hardening in addition to penetration

testing and/or vulnerability scamgj.

6.5.5 Usability and Efficacy

To determingheWB ANSec RM fr amewor k 6 s theuegpertsiwére asked a n d

four separate questionQuestions 1 and 2 were asked to determine the usability of the
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WBANSecRM framework, followed by question 3 to determiits efficacy. Additionally,
guestion 4 was asked to check whether the reviewmrd consider theWBANSecRM
framework while developing WBAN based healthcare applicatidime questions and

responses are shownTable6-8.

Table 6-8: Responses to th#®/BANSecRM framework Usability and Efficacy

No Questions Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
Is it easy tounderstand and follow th|  Very
proposed framework? Easy
Do _you th|n}< this framework ha Yes Yes Yes/No Yes No
sufficient detail for a developer to use

Neither

effective Very

Neither | Difficult Easy Neither

In your opinion how effective is thi Neither

3 | framework in assuringsecurity and| Effective Effective . effective or
. o or Effective | . ;
privacy of WBAN applications? . . ineffective
ineffective
Would you consider the propose
framework if you are planning ti
4 develop a WBAN based healthcg Yes Yes/No Yes ves ves
application?
The table indicates the responseto questiénils it easy to understand

f r a me wbwo &xpedts (1 and 4) think tveBANSecRMframework is easy to understand,

two experts (2 and 5) think isineither easy nor difficult to follow th&/BANSecRM
framework. Expert 2 commented that the document contains inconsistent terminology while
presenting the figures and describing the stépgert 3 commented thait feels too academic

for a userfriendly tutorial documertt In response to question 2, three experts (1, 2 and 4)
think the WBANSecRM framework has sufficient detail for the developer. Expert 3 replied

with an inconclusive response by selecting both yes and no options. Experc8ralsented

thati The | evel of detail mi ght DbAdditodally, expert t he
5 thinks theWBANSecRM framework is not targeted for the developer with the comment:
AThe document appears t o b eatherahargdevelopergand nal y ¢
testers A fully workedout example application would be a nice addition as an appeénifix

total, eight comments from experts are categorised and presefiziole 6-9.
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Table 6-9: List of expert review comments forusability and efficacy of WBANSecRM framework

Structure of the
document

No Comment

No Comment

userfriendly
tutorial document

2.1 would suggest
to extend this text
with your rationale
and references, ang
then distill a
separate
guide/tutorial
document from this
document for
people to atwally
use in practice. (thig
document can be
overwhelming)

No Comment

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
1.Document
1.1t feels too structure could be|
academic for a improved.

Frequent jumps tg
the appendices
and back do not
improve
comprehension.
2.The document
appears to be
targeting analysts
and consultants
ratherthan
developers and
testersA fully
workedout
example
application would
be a nice addition
as an appendix

In the healthcare
domain, in
particular, security
is often just a
secondary issue, by
the main concern is
safety.Thus, the
emphasis of a
security evaluation
is often on
»security for

Lack of detail in
the discussion
between the
security and
safety lifecycle; it
would seem
prudent to more
carefully consider
the interaction

The framework
completely ignores

privacy

covers privacy.

between the
safety«, because lifecycles andaim safety and
Secm_mty apd Safety security mcujents No Comment No Comment to discover interactions
relationship may jeopardise the " between safgt
safetycritical h .
safety of the ; i engineering and
system, sometimes ISSues earier security/privacy
. ' : rather than later, : -
with severe medical engineering.
TR as the latter are
implications. typically more
Ther_efore, it would important to
be nice to have an
. ) address, both
integrated risk from a requlator
managemen 9 Y,
. as well as
framework that is developmentost
able to handle both ers e‘t):tive
safety and security persp
risks.
Efficacy to cover | do not quite see
Y No Comment how the framework | No Comment No Comment No Comment

Structure of the document:Expert 3 commented thatfeels too academic forwserfriendly

tutorial documentAdditionally, expert 5 commented thaeduent jumps to the appendices

andback make it hard to followAs the WBANSecRM framework document was written as

part of a research study, the focus group agreed to create a Wi wérthe WBANSecRM

framework as future work. The web version of the WBANSecRM framewdlrkrovide easy

navigation to the different chapters and appendices of the WBANSé&eRMwork. Expert 3

also commented on adding a note for the user on how the¥éeBANSecRMframework.
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Additionally, expert 5 commented thatudly worked-out example would be a nice addition as
an appendix Although the WBANSecRM framework contains a worked example for
developing WBAN based healthcare applicasishich ispresented il\ppendixD, it was not
outlined in theExecutive Summarmyr Scopesection A new section named How t o use
f r a me wasra#tdéd at the beginning WBANSecRM frameworkto make the worked

out examplanore visible to the user

Security and Safety relationship: Expert 1, expert 4 and expert 5 commented that the
WBANSecRMframework completely ignordkeinteractions between safety engineering and
securityand privacy engineeringExpert 1 also commented thatvould be nice to have an
integrated risk managememtunework © handlesafety and security riskén Clause 4.2 of

ISO 62304 it is recommended that healthcare software manufacturers should establish the

following two processes as part of risk manageni&@ 62304, 2019)

1 A safetyprocess for identifying hazards, managing risks, estimatingwaiddating the
associated risks, controlling these risks, and monitoring the effectiveness of the risk
controlsin compliancewith ISO 14971

1 A security process for managing risks associated with security which include
identifying vulnerabilities, estimatg and evaluating the associated threats, controlling

these threats, and monitoring the effectiveness of the risk controls

ISO 62304 also recommends that organisatoamise the above approaches as two separate
processes or combine them as a single godedditionally, AAMI TIR 57 suggests using two
separate processes to manage saigtg,and security and privacy risks duethe following

reasons:

1 The risk associated with system and data security might not lead to harm as narrowly

defined in ISO 14%91;
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1 The risk of compromising the confidentiality, integrity and availability of protected
health information that is not considered harmful in the context of ISO 14971

1 Business and reputation risks due to a security and privacy breach are not deemed
harmiul to the safety sense

1 When security risks lead to safety risks, security and safety personnel must work jointly
to contribute to the analysis of security risks and to trarasfgisafetyrelated risks
identified during security analysis safety analysj

1 A separate risk analysis process will only focus on impacts identified by a seqatity

privacyanalysis

As the WBANSecRM framework wadevelopedo assure security and privacy of a WBAN
based healthcare applicatjanitigating safetyrelated riskds out of the scope of this study.
Based on the above recommendatiand considering the scope of this research study, the
focusgroupagreedot to take any further action to address the comnremthermore, a note
was addedn secton 4.2 under Appendix B that organisations need to conduct safety risk

analysis inparallel based on the guidelines provided by ISO 14971.

Efficacy to cover privacy: Expert 2 commented that deesnot see how th&/BANSecRM
framework covers privacyhe current version WBANSecRM frameworladdresses privacy

in the following ways:

1) Provides a list of security and privacy requirements which organisat&m use as a

starting point

2) Provides strong emphasis on using access control, authentication, anonymisation, non

repudiation and authorisation to restrict unauthora=sxbss talatg
3) Provides cryptographic control to encrypt the dateest and while in transit

4) Recommends using an audit log and accountability control to perform auditing and

make uses accountabléor their unauthorised action
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A follow-up email was sent tGxpert 2to get more context about the commetawever the
reviewer did not reply with any more detalls addition to the above measuré®focus group
agreed to consider a threat maohgl framework which will help to identify the privagglated
risk. LINDDUN is a threat modkng frameworkwhich provides a systematic approach to
eliciting and mitigating privacyelated threats in a software system. LINDDUN helps
developers with limited privacy expertise to assure privacy early in the software development
life cycle. LINDDUN provids both modelbased and knowleddgsased approaeisto identify
and mitigate threat The modebased approach systematically uses a data flow diagram (DFD)
to examine each DFD component for privacy threats. The knowleslggdl appach provides
an overview of the most common attack pgatielated to Linkability, Identifiability,
Nonrepudiation, Detectability, Disclosure of information, Unawareness, anaddopliance.
So,LINDDUN as a threat modehg method was added along with STRIRo identify the

privacy-related riskwhile conducting riskanalysisin the system architecture phase.

List of changes made after reviewing the expert review comments from the usability and

efficacy category:

M Added a new secti on mmeawoerdk ofi Hwaws taod duesde atth €

of WBANSecRM framework, to make the workedt example more visible to the user.

1 Scope section was amamended and added a note that safety risk management and post
production activities are set out of the scope while apmeyy the WBANSecRM

framework.

1 Added an explanatory sentence that organisations need to conduct safety risk analysis

in parallel based on the guidelines provided by ISO 14971.

6.5.6 General

The generatategorycontains 7 comments related to:

1 Whetherthere areany typographical errsin the WBANSecRMframework
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1 Whether any references need to be included iWBANSecRMframework

1 Whether terminology isconsisentin the WBANSecRMframework

1 Whether any explanatory sentences are reqexethiningthe rationale

Table6-10illustrates the list of expert reviewer commentstha Generatategory

Table 6-10: List of expert review comments for general category

Sub-category Expert 1 Expert 2 Expert 3 Expert 4 Expert 5
Typographicakrror | No Comment No Comment There are typos in No Comment No Comment
almost every picture
Is there a reference
Lack of academic for the description of| |, |\« scademic
No Comment the security risk No Comment No Comment
references references
assessment
approach?
1. 1s Fig 1following
a specific
methodology, i.e.
what is the
meaning of the
(rounded)
rectangles? | could
not detect a
separation of
Inconsistent No C actions and No C No C No C
terminology o Comment outputs. o Comment o Comment o Comment
26Security
evaluation and
treat ment
one box, while
there were
different boxes in
Fig 2. This is
corfusing for the
reader.
1. Explanation of
how you created it
(why did you
choose certain
things, what
framework(s) do
these come from,
etc.)
Explanatory 2. Some parts of this
sentence with No Comment No Comment assessment feel a| No Comment No Comment
rationale bit ad-hoc/
subjective. (This
interpretation
might be wrong.
In that case,
adding some
rationale why it is
done in this way
could help)

Typographical error: Expert 3 commented that there &ypos in almost every giure The
focus group agreed with the comment and all the figures have been revisited to fix the

typographicakerrors.
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Lack of academic references:Expert 3 commented that the document laeksademic
references. The focus group agreed with the comment and added reference$SOvIEHE
8000%2-2, ISO/IEC 800042-8, NIST 80053 and ISO/IEC 270Q2ISO 27799 standards.
Expert 2 commented to add a referefmethe description of the security risk assaent
approachThe focus group agreed with the comment and added refenesmetiord.1.2under

AppendixB.

Inconsistent erminology: Expert 2 commented that the document contains inconsistent
terminology while presenting the figures and describing the steps. Expert 2 also commented
that figures consist aformalrectangles and rowled rectangles, making it hard to separate the
action and output. The focus group agreed with these comments and agreed to use normal
rectangles for actions and roundedtanglesor outputs. All figures were redrawn to address

these comments. Additiongl inconsistent terminology such &isr i s k andfhnd & @ U Oi t y

ri sk owmsnchangedtdsecurity and privacy risk contr

Explanatory sentence with rationale:Ex per t 3 addingam explanatary ndte with
rationale for why certain things wechosen . The focus group agreed
an explanatory note with rationale was addedsection3 of Appendix B for selecting
standards, the risk assessment approach and calculating the risk score using impact and

likelihood.

List of changes made after reviewing the expert review comments from thdityisaio

efficacy category:

1 Figure Appendix B1 was redrawn and typos fixed.

1 Added rationale for selecting the ISO/IEC 80aB2, ISO/IEC 800042-8, NIST 800
53 and ISO/IEC 27002 standards.

1 Added references for the ISO/IEC 80022, ISO/IEC 800012-8, NIST 80053,

ISO/IEC 27002, and ISO 27799 standards.
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6.6 Changes to the WBANSecRM~ramework As aResult of Expert Review

The security and privacy risk analysis section was amended to include the following:

1 Added a note thaBTRIDE and LINDDUN are th most suitable threat modelling
methods

1 Added bypassing authentication and sité@nnel attack in the list of threats and
vulnerabilities

1 Added the types of asset categories that need to be considered while identifying the
assets

1 Added a note thatrganisatiors can use a binary approach as an alternative approach
instead of impact or likelihoofibr evaluating the risk

1 Added Common Weakness Enumeration (CWE), Common Attack Pattern
Enumeration and Classification (CAPEC), U.S. National Vulnerability Retab
(NVD), BSI Top 10 threats, and Mitre ATT&CK for ICS as additional sositce
identify the threats and vulnerabilities

1 Added an explanatory sentence for conducting risk analysis in every phase of the
development lifecycle as an iterative process

1 Added an explanatory sentence in the risk evatuatsection that resudtfrom

likelihood and impact analysis will be subjective
The security and privacy risk controls section were amended to include the following:

1 Addedan explanatory sentence tlla¢ effeciveness of the control will depend on the
circumstances, the business goals, the types of hardware and software components and
their failure modes, and on the criticality of the specific requirements for the
application

1 Added Autodeskcontinuous threat motleng 1 developer checklisas an additional

sourceto identify risk control implementation details
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1 Added a new subection as a step to evaluasks arising fronthe selectedsk control
measures

1 Addedan explanatory sentencetime risk evaluabn section to use expert consensus
as an alternative approach for the risk priority, tifie organisation hasn expert
resource

1 Added a note thabrganisatios also need to perform usability testing during the
verification of the secutand privacy control in the implementation phase. To conduct

the usability testing organisati®nan follow the guidelines provided by IEC 62366

The evaluation ofthe overall residualsecurity andprivacy risk acceptability section was

amended to includtne following:

1 Addedpossible criteria which will assist the organisation in selecting the appropriate
methodfor evaluating the werall residualsecurity andorivacy risk;
1 Addeda note for checking secure configuration and hardening in addition togteret

testing and/or vulnerability scanning
The scope was amended to include the following:

1 Safety risk management and p@sbduction activities are set out of the scope while
developing thaVBANSecRMframework
1 Added an explanatory sentenagxplainingthe rationale for selecting the 1ISO 62304

standard
The overview section was amended to include the following:

1 Figure Appendix B1 was redrawn antypos fixed;
1 Added rationale for selectinge ISO/IEC 800012-2, ISO/IEC 800042-8, NIST 800

53 and ISO/IEC 2700&andards;
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1 Added referencefor the ISO/IEC 800012-2, ISO/IEC 800042-8, NIST 80053,

ISO/IEC 27002andISO 27799 standards

6.7 List of Future Work for WBANSecRMFramework As aResult of Expert
Review

The list of future work identified fahe WBANSecRMframeworkas a result of expert review

are presented below:

1 In order b improve the usability of the WBANSecRM framewpdteating a web
version of theaVBANSecRMframeworkwould provide easyavigation to the different
chapters and appendices of WBANSecRMframework.

1 Formal verification provides a systematic approach to identifying the flaws of a
protocol. To perform formal verification within the WBANSecRM framework, it is
required to degin the formal specification for each control presented in the
WBANSecRM framework. Developing formal specifications for each risk congol
consideedfuture work of this study.

1 A threat description explagtow the asset and swasset will be affected the attacker
launches an attack. But, developing the threat description for each asset-asdetub
is a timeintensive task. Due to time limitations, providing the threat description for
each threat asset and sagseis left for future work.

1 A workedexample or code snippet will assist the developer during the implementation
of the risk control. Developing these wetkexamples or code snippets for each risk
control would require considerable time. Due to time constraints in developing a
workedexampleor code snippet for each risk contrblis isconsideed asuture work

of this study.
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6.8 Summary

This chapter describes the approach taken to validat®VB®NSecRM framework using

expert reviewTheexpert reviewwas completed ifive stages. The first stage wisdevelop

the questionnairewhich resulted in twenty questignfollowed by recruiting appropriate

experts. The questionnaire and beta version of the WBANSefrRiMework were then
presented to five experts for review. Afteceivingthe completed questionnasrethe 49

comments received from the experts were analysecertain the usability and efficacy of

the WBANSecRM framework Once the analysis was complete, the comments and
propositiors to address the respective cormsavere reviewed by a focus grouginally, the

focus group reviewed the expertsd comment s

discussiona consensus was reached on which changes should be adopted

The focus group analysis of the 49 reviewer commegsslited in 19 changes, as detailed in
section6.6. The major changes include types of asset categorisations that need to be considered
while identifying the asgs. Additionally, STRIDE and LINDDUN are recommended as the
most suitable threat modelling methods, followed by CWE, CAPEC and NVD database, which

is added as an additional source to identify the threats and vulnerabilities. Furthermore, a new
subsectionwas added to evaluate risks arising from the selected risk control measures. An
explanatory note was added that organisations could use a binary approach as an alternative
approach instead of impact or likelihood for evaluating the risk. Finally, possitdga were
presented to assist the organisation in selecting the appropriate method for evaluating the

overall residual security and privacy risk

Five comments were accepted by the focus group but were not implemented due to time
constraints and wereonsidered future work. To addreesefive comments, four changes
were identified, as detailed in sectiétv. Among themwas creating a web version of the

WBANSecRM framework to improve its usability. Additionally, to make WBANSecRM
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framework more developdriendly, formal specifications for each risk contsiiould be
developedFurthermore, developing the threat description for each assstbkadset which

will explain how the asset and sabset will be affected if the attacker launches an attack

The purpose of the expert review was to evaluate the usability and efficacy of the
WBANSecRM framework. Four experts think tiéBANSecRM frameworkhas sufficient

detail for the developer. One of the above four experts also think the level details might be ok,
but this list can be overwhelming. Expert 1 and 3 thinktiRANSecRMframework will be
effective, followed by expertwhothinks theWWBANSed®RM framework will be very effective

in assuring the security and privacy of WBAN applications. Four exfexpers 1, 3, 4, 5)

think they would considerusing the WBANSecRM framework if theyvere planning to

develop a WBAN based healthcare applicatxpert 2 commented that the document needs

to be improved by adding more rationale, adding explanatory sentences and improving the
document structure. To address the comment, more rationale and explanatory sentence was

added in different sectigof the doeament.

The next chapter reviews the overall study, revisiting the research questions and objectives,

and examines the reseatbineat to validity
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7 Discussion

7.1 Introduction

Developing?W?BAN healthcare applications is a complex process that requires careful attention
to security and privacy concerns. The protection of PHR datahg ofmost importancerhis
research aims to provide developers vatframeworkto help them create applicat®mhat
comply with regulations and prioritise data security and privacy. This chapter dishogses
theframework can help tassuresecurity and privacy in WBAMased healthcare applications.

It also highlights the implications of these findings, which bba valuable for both theoretical

and practical purposes.

7.2 Research Objectives and Question Revisited

As outlined in the introduction chapter of this thesis, this study aims to investighte w ¢ a n
the development of a wireless body area network (WBAN) skturity and privacy risk
management framework férealthcareapplications assist developers and organisations in
improving the security and privacy of data, and put them on the road to regulatory

compliance?0
In order to meet this aim, the following twesearch objectives were developed:

RO 1: To design and develop a Data Security and Privacy Risk Management
Framework which will assist developers in assuring security and privacy of WBAN

based healthcare applicatien
RO 2: To validate the Data Securdapnd Privacy Risk Management Framework.
Sections/.2.1and7.2.2present how each of these two objectives was fulfilled.

7.2.1 Objective 1

A literature review was conducted to investigate the challenges faced by developers while

developing a WBAN based applicatiorhe literature review revealed various challenges for



Discussion
WBAN applications including energy efficiency, antenna design, quality of service and,
security and privacy. To corroborate these challenges, an interview was conducted with a
WBAN development organisation. The organisation indicated that while each of the above
challenges existed for them, concerns around implementing security and privacy were at the
forefront. They stated that they have a high demand for data security and privacy because their
product collects and analyses PHR datee list of challenges facdxy developers for assuring
security and privacydentified from both the literature review and intervieae presented

below:

1 Lack of trained staff, budget, and management support

1 Limited knowledge about markepecific regulatory requirements and segurit
standards, policies and goals

1 The existing standardsutline what to do but do not provide adequate details for how
to implement

1 Lack of comprehensive understanding of the architecture for WBAN security and
privacy

1 Lack of security mechanisms for sendevice nodes connected to wireless networks,
which are often limited by physical memory, computational power and storage

1 Lack of information about the threats related to permission, privileges and access
control during system operation

1 Standards outline eh control at a very higlkevel with a limited amount of
implementation detail

1 Identifying and implementing appropriate security and privacy controls to assure data
confidentiality, integrity and availability

1 Due to the vast number of controls, the chagke is prioritizing these controls in

addition to planning releases without compromising security and privacy
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The literature review indicates that a WBAN application can be affected by a total of eleven
types of attack. Denialf-service, eavesdropping play attacks, and data modification attacks
are the most common attacks for WBAN applications. The literature review also indicates that
there are twentywo types of requirements to assure the security and privacy of WBAN
applications. The most referencsecurity and privacy requirements are data confidentially,
data integrity, data availability, authentication, encryption, data privacy, key management and
access control. The least addressed security and privacy requirements are a firewall, physical

protection, auditing, client platform security, and anonymity.

The literature review also indicates that none of the existing solution approaches addresses all
the security and privacy requirements. Various standards and guidelines propose lists of
security angprivacy controls for implementing proper safeguards of PHR data. Due to the vast
lists of security and privacy controls with lack of implementation details, implementation of
these controls is complex and challenging. The literature review also indiettesisting risk
management frameworks for healthcare applications were primarily developed for applications
whi ch operate within a heaektwohkcwhereas WRANI very
applications may operate in a public, open network using-stiege communication media.

When a WBAN application operates in an environment where many people have open internet
access, this leaves them vulnerable and open to many types of attacks and threats. Additionally,
open connectivity creates a large attackfasie. WBAN applications consist of resource
constrained sensor devices which have limited memory and computational power and the
literature review indicates that none of the frameworks provide guidance for managing security

and privacy risks for resour@mnstrained sensor devices.

The FDA recognises that the security and privacy of medical devices is a shared responsibility
among stakeholders, includingealthcarefacilities, patients,healthcareproviders, and
manufacturers of medical devices (FDA, 2020). Medical devices shodiesigned to protect

assets and functionalignd reduce the risk of loss of authentication, availability, integuitgt,
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confidentiality. Title 21 CFR part 820Quality System Regulation states that the medical
device manufacturenustemploy a cybersecity risk management program (CFR, 2020). The
risk management program anto reduce the likelihood of device functionality being
compromised, intentionally or unintentionally, by inadequate cybersecurity. An effective
cybersecurity risk management prograhould address cybersecurityboth the premarket

and postmarket medical device developnprases

The literature review indicates that a framework should be easy to undeastigdaby to use
by organisationsTo address that, the framework should pdestep by step guidanca how
to conduct each step of the risk management prodéss guidance should greatly assist
developers with limited experience adoptinga risk management proceskhe literature
review also identified that #amework needgo produce valid and credible results for

organisations that the security personnel will accept.

7.2.2 Objective 2

The evaluation of th&VBANSecRMframework iscomprised of two distinct stages. Stage 1
involved trialling theWBANSecRM frameworkn an industriaketting, while stage @nsisted

of validation through expert review

7.2.2.1 Stage 1z Industrial Implementation

The process to implement the alpha version of the WBANSecRM framework is outlined

Figure7-1.
Develop the alpha version L 5 Implementation within an L Suggestions and
of WBANSecRM industrial setting feedback
Develop the beta version Analyse the suggestions
of WBANSecRM [ and feedback

Figure 7-1: Industrial implementation
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Implementation: The alpha version of the WBANSecRM framewarés implemented ian
Irish WBAN developnent companyAfter implementation of the WBANSecRM framework,
a penetration test was conducted with the help of a-garty penetration service provider
evaluate the efficacy of thenplementedctontrolsin mitigatingthe threats and vulnerabilities
The penetration tests identified two vulnerabilitiEspotential denial of service pointstwo
API endpointsand 2) security misconfiguratidnstack traces enabled@he first vulnerability
occurred because input validation of the input data streametasiplemented for those API
endpoints. On the other hand, the second vulnerability's root cause was not handling the
exception inside the code properly. The developer was advised to add input validation for all
API endpoints and write the exception megsan the error log file. Writing in the error log
file will assist the developer in auditing to identify the root cause of the issue. The developer
was also advised to assure all APl endpoints reply with afusedly error message instead
of sending tk stack traceThe alpha version ofhe WBANSecRM framework could not
identify these two vulnerabilities #ise alpha WBANSecRM framewoudid notincludea unit
teststepanda code reviewstepduring the control implementation pha&»oth steps were

addedn the beta version of the WBANSecRM framework.

Suggestions and FeedbackUpon successfully implementing the alpha version of the
WBANSecRM frameworka follow-up semistructured interviewwas conducted with the

CTO, the development team aadepesendtive of the penetration test service providEne

goal of theinterviewwas to gather suggestions and feedback about the usability and efficacy
of the WBANSecRM framework. Theepreserdtive of the penetration test service provider
raised the conca that the alpha version of the WBANSecRM framework did not consist of
any code review stage. A code review stage can help to identify coding errors during the
implementation phase. The resulting suggestions and feedback from the review session are

preseted below:
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1 Identify the threats and vulnerabilitiasthe requirement analysis phaseproduce the

security and privacy requirements

1 A guideline for the system architecture reviewuld be useful to check whether the

minimum security and privacy requirements are taken into consideration

1 A risk evaluation processawuld be helpful to identify the severity level of the threats

and vulnerabilities

1 A risk treatment process will be useful ttentify therisks which require controls to
mitigate

T Acode review process during the control 6

coding erros

1 Conduct unit testing during the implementation phase to idemkiBther the control is
implemented correlt.

To address the above suggestions, a review of existing risk management frameworks was
conducted to explore the steps and processes to manage security and privacy risk while
developing applicationsThe review identified AAMI TIR 57 aa widely usedsearity risk
management framework for developing healthdmsed applications. AAMI TIR 57 is also
recommended by several standards such as ISO 62304 and regulatory bodies such as the FDA
and HIPAA. The review also identified thdEC 800015-1 definesthe secure lifecycle
requirements fodeveloping and maintainirfgealttcare applicationduring the development

of the beta versioaf the WBANSecRM frameworkhe risk management guidelines provided

by AAMI TIR 57 and security activities in the healthcarepéipation lifecycle guidance
provided by IEC 800056-1 were adoptedOnce the beta version of the WBANSecRM

framework was developed, the next step (stage 2) was to validate it by expert review.
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7.2.2.2 Stage 2z Validation by Expert Review

The process to valade the WBANSecRM framework by expert review is outline&igure

7-2.
Develop y Send WBANSecRM (beta
. . | Recruit experts s s ; i .
questionnaire version) with questionnaire to the
expert
Update WBANSecRM | Comments and solution Analyse expert
with the changes - review by focus group * review comments

Figure 7-2: Validation by expert review

Theexpert reviewwas completed imix stages. The first stage wasdevelop the questionnaire,
followed by recruiting appropriate experts. Firdependent experts were recruited to review
thebeta version of the WBANSecRiMamework The aim of the expert review was to assess
theusability ancefficacyof the WBANSecRMramework. The usability of the WBANSecRM
framework was assessed based on whether the WBANSecRM framework is easy to use, easy
to understand and consists of adequatailddbr a developer to use. Additionally, the efficacy

of the WBANSecRM framework was assessed based on whether the framework consists of the
appropriate controls, and whether these controls consist of sufficient implementation detail for
developers to iplement the controlsThe expert review of the WBANSecRiamework
returnedforty-nine comments which suggested changes to the WBANSe&&Mework.

After carefuly consideringt h e e x p e r t, theé focasogrompeagreedith thirty-six
comments resultingh nineteeramendments to th&/BANSecRM frameworkAdditionally,

the focus group also agreed with another seven comments and considered this future research
work. Furthermore, there were four comments for which the focus group agreed not to take any
further action to address those commeafhue to them being out of the scope of this research.
Finally, two more comments required more clarification from the reviedgthe reviewer

did notrespond to the request for clarificatiamo further action was takdn address those
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commentsThe amendments are summarisedeaction6.6 followed by a list of future work

presented in sectigh 7.

7.2.3 Research Question Revisited

As outlined in the introduction chapter of this thesis, this study aims to invesiighte w ¢ a n
the development of a wireless body area network (WBAN) data security and privacy risk
management framework férealthcareapplications assist developers and angsations in
improving the security and privacy of data, and put them on the road to regulatory

compliance?0

Organisation perspective The alpha version of the WBANSecRM framework is divided into
three stages, namely identification of possihieats and vulnerabilities, implementation of
controls, and evaluation of the efficacy of the controls. The framework employs threat
modeling to identify threats and vulnerabilities. The control implementation details provided
by the framework assist ddepers in implementing safeguards to mitigate the identified
threats and vulnerabilities. During the review of the alpha version of the WBANSecRM
framework in an industrial setting, the developer team expressed that the framework was user

friendly and thecontrol implementation details were helpful and easy to use

The organisation also commented that the alpha version of the WBANSecRM framework
assisted the developers in partially overcoming the challenges for assuring security and privacy

of WBAN applicdions. Furthermore, the evaluation of the WBANSecRM framework's
efficacy was partly conducted by an independent penetration service provider who commented

t h d'he tailgeted platforms were the API that the mobile application interacts with. There

were no rajor issues found, with thevoissues being potential Denial of Service targets within

the API . It was not possible to access other
The authentication side of the systems was found to be very securavasdibt possible to

tamper with the tokens in any waylhe organisation also suggested that having a risk
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evaluation process would help identify the severity level of the threats and vulnerabilities. A

risk treatment process will also help identify tieks that require mitigation

E x p e pdrspettive: In addition to the implementation within the industrial setting, the
expert review findings also indicate thlhe WBANSecRM frameworlill be very useful for
developers and organisations to assure ggaud privacyIn response to the WBANSecRM

f ramewor k 6two expsrta (iadi4)tthink the framework is easy to understand and
two experts think it is neither easy nor difficult to follow the framework. Expert 3 commented
that fiit feels too acadmic for a useifriendly tutorial documernt .As the WBANSecRM
framework was written as part ofhis research studyfuture work isto develop aweb

applicationof the WBANSecRM frameworto improve usability.

Il n response to the WBAMN&Sss thirRdexdensthmiethe ramkeveorlk e f f
will be effective in assuring the security and privacy of the WBAN applicatiems. experts
out of five think that the WBANSecRM framework has sufficient details for the developer to

use with comments such as:

AA very extensive fr ameandirTkh,e sfo ainte wsohroku |sde ebmres

al |l key points that | would expect to be in

Four out of five experts stated that they would considergthis framework if they planned

to develop a WBAN based healthcare application.

In response to the WBANSecRM framework's effectiveness, three experts commented that the

framework completely ignores the safety and security relationshifiause 4.2 of ISO 62304

it is recommended that healthcare software manufacturers should establish safety and security
as part of risk management. But AAMI TIR 57 suggests using two separate processes to

manage safety risks, and security and privacy risk. As the WBANSecRM framevasrk

developed to assure security and privacy of a WBAN based healthcare application, mitigating
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safetyrelated risks is out of the scope of this stu@gnsidering the scope of this research

study, the focus group agreed not to take any further actiaidtess tts comment.

Expert 2 commented that the WBANSecRM framework does not cover privacy. To cover the
privacy issue, the WBANSecRM framework recommends using access control, authentication,
annomysation, ncerepudiation and authorisation to restrict unauthorised accesktéo
Additionally, the WBANSecRM framework also suggests using cryptographic controls to
encrypt data at rest and while in transit. Expert 3 commentedt flieats too academic for a
userfriendly tutorial documentAdditionally, expert 5 commented thiaeéquent jumps to the
appendices anidack make it hard to followAs the WBANSecRM framework document was
written as part of a research study, the focus group agreed to create a web version of the
WBANSecRM framework as future work. The web version ofW@ANSecRM framework

will provide easy navigation to the different chapters and appendices of the WBANSecRM

framework.

The overall research question states that WBANSecRM frameworlshould put WBAN
developers on the path to regulatory compliance. Thiansi¢hey should comply with the
relevant security and privacy standards and risk management frameWwR&/BANSecRM
framework has been develop&dsed on recommendations and best practice guidelines
provided by regulations such as FDA, HIPPA and GDPR, lanstandards such ISO/IEC
8000%2-2, AAMI TIR 57, NIST 80053 and ISO 270Q2vhich will also help organisations on
the path of regulatory compliancéhe contributiongind impact othis research are discussed

in the next section.
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7.3 Implications of Findin gs
7.3.1 Theoretical Implications

Due to the advancement in technology and the increasing popularity of healihsace
applications, WBAN applications are one of the primary targets for security breaches and cyber
threats. In a WBAN application, communicatioinpatienthealthrelatedinformation needs to

be private, confidential and unaltered while collecting the data freensoior sending it over

to the internet to a server. It is also necessary to use an appropriate encryption technique to
protect data fsrm being tampered with or leake®ue to the resource constraints in terms of
power, memory and computational capability, the secuspgcifications andsolutiors
proposedor other networkslo not applyto WBAN applicationslt is necessary to implement
controlsthatguaranteehe confidentiality,integrity, availability andprivacy of patient health

record data in WBANbased healthcare applications. As complex mechanisqusremore

computation and power resourcess mecessaryo have a solution thaminimises both.

The literature indicates that most of the security approaches provide for data confidentiality,
integrity, authentication, key management and cryptographiaicpeds. Very few of the
approaches address countermeasures for privacy, auditability, trust management, intrusion
detection and resilience. As WBAN PHR dat a
however none of the existing security approaches pramgeguidelines on how to achieve
security and privacy for those mobile devices. Additionally, WBAN based healthcare
application need to assure data security and privacy by adopting guidelines provided by

different regulatory bodies as they process paBéfRR data.

Adopting a cybersecurity framework is crucial for organisations to establish a standard for
assessing the efficiency of security and privacy controls and ensuring compliance with
regulations. However, implementing such a framework can be chial¢eraond requires

overcoming various technical and organisational obstg¢lesnsend, 2017)According to
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Townsend (2017)95% of organisations have experienced difficulties in implementing their
chosen cybersecurity framework due to reasons such as shortage of skilled personnel,
inadequate budget, and lack wfanagement supporfhe literature suggests that small
organisations are confronted with significant challenges in complying with regulations related
to information security and privacy, primarily due to their limited understanding of the relevant
framewaks. As a result, they often fail to conduct proper risk assessments or develop adequate

security and privacy policies

The literature review identified a total of six risk management frameworks: ISO/IEC 80001
1:2010, AAMI TIR57, 1ISO 14971, ISO 27005, OBVYE and NIST 80€30. An initial analysis
found that only two of these six frameworks
risk management frameworks: ISO/IEC 8002010 and AAMI TIR57. Among them, IEC

800011 guides managing risks associatedhwmedical devices when connecting to IT
networks. The framework aims to help organisations define the risk management roles,
responsibilities, and activities to achieve medical device safety and security. IECI8200Q

was primarily developed for applc at i ons within a healthcare
network, whereas WBAN applications may operate in public, open networks usingesigat
communication media. IEC 800412010 does not provide any guidelines for assuring security

and privacy in resurceconstrained sensor devices that communicate over Bluetooth.

7.3.2 Practical Implications

IEC 62304 recommersdhat organisations establish and maintain a risk management process
to manage risk associated with security. The process should provide a maglgadatientify

the vulnerabilities, evaluate the associated thraatimplement risk contralto mitigatethese
threats.The literature review indicates that a framework should be easy to understand, easy to
use, and easily adaptable by organisatidine framework also needs to produce valid and

credible results for the organisations that the security personnel will acceptriskhe
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management framewoshould use qualitativeandbr quantitative approach for conducting

risk assessment

When it come$o conducting the security risk assessment at both the requirements analysis and
system architecture phases, AAMI TIR% quite unclear. Howeverthe WBANSecRM
framework lays out the necessary steps to perform a comprehensive security risk assessment
at both phases, ensuring that the process is thorough and effeititmnally, the
WBANSecRM framework provides a comprehensive list of assets, threats, aathbillhes

that are specific to WBAN applications. This list can serve as a starting point for conducting
security risk analysis and can be used in conjunction with the steps outlined in the

aforementioned framework to ensure a thorough and effectivegsoc

At the system architecture phase, AAMI TIR57 fails to provide any guidelines for conducting
design reviews. However, the beta version of the WBANSecRM framework has taken steps to
address this issue by including design review guidelines recommendie@ 8p0015-1. By
incorporating these guidelines into the framework, it becomes a more comprehensive and
effective tool for conducting security risk assessments in the context of WBAN applications.
Additionally, AAMI TIR57 fails to include risk treatmeras part of the securignd privacy

risk assessment process, leaving a significant gap in the framework. However, the beta version
of the WBANSecRM framework has addressed this issue by including risk treatment steps as
part of the securityand privacyrisk assessment process. These steps help to identify
unacceptable risks that require controls to mitigate and ensure that a comprehensive approach

is taken to manage risks in WBAN applications.

In addition to providing risk treatment steps, the beta verdithe WBANSecRM framework
also includes a mapping of possible threats and vulnerabilities with respective risk controls.
This mapping helps to identify the most effective controls for mitigating specific risks and

ensures that a targeted approach is takemanaging securitgnd privacyrisks in WBAN
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applications. The framework also includes implementation details for these controls, making it
easier fororganisationgo understand how to implement them effectively. Overall, the beta
version of the WBANSeRM framework is a comprehensive tool for managing secanty

privacyrisks in the context of WBAN applications

7.4 Threats to Validity

The measures taken to address the reliability and validity of this research have been outlined
in sectiord.100f chapter. This section recaps th@measures and addresses additional threats

that have arisen

7.4.1 Reliability

Reliability is concerned with the extent to which the results of a study or a measure are
repeatable by a different researcher conducting the same experifeesafeguard the
reliaklity of this researchtheWBANSecRM framework produced in this study was developed
based on the guidelines provided by AAMI TIR ®uring the evaluation of the alpha version

of the WBANSecRM framework, a penetration test was carried out with the assistha
third-party penetration service providd@he penetration test did not reveal any major issues,
except for two potential Denial of Service targets within the API. The test showed that it was
not possible to access other users' data or crash theewti?ely. Additionally, the
authentication side of the system was found to be highly secure, as it was not possible to tamper
with the tokens in any wayurthermore, this study also documented the comments received
during the expert review and how thasemments were incorporatedorthe WBANSecRM
framework. To analyse the reviewer comments a protocol was develbpedd on the
guidelines presented baunders, Lewis and Thornhil(2009 pp.47§. To assure the
reliability of analysing the reviewer comments, a focus group was set up which consisted of

two members from the RSRC having extensive expertise in the area of security and privacy for
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medical devices. The focus group members reviewed eapbgtion to reach a consensus to

address the comments.

7.4.2 Validity

The validity of the research can be defined as the best availgimeximation to the truth of a
given proposition, inference, or conclusidrne validity of this research has been adskds
from four different perspectivesonclusion validity, internal validity, construct validignd

external validity.

7.4.2.1 Conclusion Validity
Conclusion validityis the degree to which the conclusions made about a relationship are
reasonable, credible anellevable To address conclusion validjtihis study took a number

of measures which included:

1 Production of a protocdb conduct a structured literature review

1 Production of a protocol based on the strategy identifieGdipperineDawson(2002
p.69 to design the questionnaires for conducting an expert review

91 Production of a protocol to conduttie expert review that ascertained that all the

relevant information lihbeen gathered from the expert

7.4.2.2 Internal Validity
Internal Validity is concernedabout whether the results reported, areeality being triggered
by researcheinterference rather than any other conflicting faciar address concerns over

internal validity a number of measures were employed which included:

1 The organisation selected the period over wkhehWBANSecRM frameworkvasto
be implemented. During the implementatiorirteid WBANSecRM frameworkno other
changes were made to the development proaéssh helpedassurdghat any identified

effects were due to using the WBANSecRM framework
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1 Data triangulation uses various data sources, including organisational interviews, and
analysing existing documents related to assuring security and privacy foramedic
devices Methodtriangulation was achieved using multiple experts from academia and

industry and industrial pilot in a WBAN based application development organisation

7.4.2.3 Construct Validity

Construct validity is concerned with whether the data collectiasare measures what it aims

to measureThis study employed expert review of the WBANSecRM framework followed by
discusgn with supervisors about these comments before reaching an agreement for changes to

minimise the threats to the construct validity.

7.4.2.4 External Validity

External validity addresses the degree to which the findings oésearch studgan be
generalised in other contexts beyonddbetextin which it was initially performedlo address
concerns ovethe external validityof this study the alpha version of the WBANSecRM
framework was trialled in an industrial setting, and the beta version of the WBANSecRM
framework was further validated by expert review. Despite taking the above measures, a
number of threats to the external validity of thissearch still exist. In relation to
generalisability, somauthors contend that there are difficulties with generalising qualitative

researchadi t s statements are often ma(@lek 20b4r a ce
p.495.

In validating this research, the WBANSecRM framework was implemented in one organisation
which raises questions about theneralisabilityof the WBANSecRM framework for all

WBAN application development organisations. Although the development of the
WBANSecRM framework was based on widely recognistdndards and methodksas
undergone international expert review, and has been published in international conferences and

journals, implementation in a larger number of organisations is required to strengthen
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generalisability Implementation ofthe WBANSecRM frameworkwithin more than one

organisation was deemed impractical for this study due to resource constraints.

A further threat to validity arisebecause the expert evaluation of the WBANSecRM
framework inwlved responding to questions thate q u i Lilkerd scad® 6t ype respor
Responses to questions of this type can be subjective as, for example xopee r t 6 s
understandi ng of eadya n deryedsie reanyc ed idnfethesnerpefnr adm
While threats of this nature will always exist with responses of this type, it is partially addressed

by each question of this type having a follogw questionob P| ease st ate why a
f or vy o u rThintipreatnmayhave been further redulbgdnterviewing a larger number

of experts.However, this was not deemed practical due to time constraints to source a large

number of experts having expertise in assuring security and privacy

A final threat to the validity of theesultsis related to th security and privacy requirements
and their respective control implementation details. A numberediical device standards and
guidelineswere used to identify the security and privacy requirements and to develop their
respective implementation detaifss thesestandards and guidelines are not static documents
and are amended from time to tine® amendments may result in a changesegurity and
privacy requirements as well as the respective control implementation .dEt@itefore, ay
change in thestandards and guidelinemay necessitate a corresponding change to the
WBANSecRM frameworkThe methodology and sources used to identify the cenirith
respective implementation details will assist with future amendments to the WBANSecRM

framework

7.5 Summary

Through a thorough literature review and interviews with a WBAN application development
organization, it became evident that developers encounter a range of difficulties when it comes

to ensuring the security and privacy of WBAN applications. In respon these challenges,
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this research project hatevelopedhe WBANSecRM framework. The primary objective of
this framework is to provide practical assistance to developers in enhancing the security and
privacy aspects of WBAN applicationghe literature review suggests that a framework should
aim to be simplerad useffriendly for organisations. In order to achieve this, the framework
should offer clear and concise instructions for each step of the risk management process. This
will be particularly helpful for developers who may have limited experience with risk
management processes. Additionally, the literature review highlights the importance of a
framework generating reliable and trustworthy results that security personnel will find

acceptable.

The WBANSecRM framework comprises a comprehensive list of asskteats,
vulnerabilities, and controls that are uniquely tailored to WBAN applications. The framework's
implementation details are designed to be easily understood even by those with minimal
security expertise, thereby reducing development time andinasddition, the framework is
designed to identify the securitgnd privacy requirements that need to be taken into
consideration during the development of a WBAN application's architecture. By doing so, it
will assist orgasations in gaining a complete derstanding of the WBAN architecture and

its securityand privacyconsiderationsThe WBANSecRM framework not only lists assets,
threats, vulnerabilities, and controls specific to WBAN applications but also providdsystep
step guidance on how to cond@eich stage of the risk management process. This guidance
will be particularly useful for developers who may have limited experience in implementing a
risk management procesApart from its implementation in industrial settings, the expert
review findingssuggest that the WBANSecRM framework will be highly valuablkessuring
security and privacy for developers and organizations alike. In terms of the framework's

usability, two experts have expressed that it is easy to comprehend.

The next chapter examin#de research contributicand outline theotential areas for future

research
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8 Conclusion

8.1 Introduction

This final chapter summarises the findings of this stiatlpwed bythe contribution of this
research to the body of knowledge is presented along with the impact of the research. Finally,
the limitations of this research adbscussed before the potential for future research is

considered.

8.2 Summary

The main design requirements for any WBAN application is that the body sensor node needs
to be extremely small and thin, capable of wireless communication, and use minimal power for
data collection and processitigntonescu and Basagni, 2013)ser requirements such as
privacy, safety, ease of use, security and compatibility are also of great impd¢8alaana

et al, 2017) WBAN applications operate in an environment where many people have open
internet access, and thus WBAN applications are vubtesnd open to many types of attacks

and threats. A security breach in a WBAN based healthcare application not only costs money;
in some cases, it can create a-tlieeatening event. So, security and privacy safeguards need
to be considered during thewddopment of this type of healthcare application. A literature
review, conducted as part of this study, indicated that WBAN applications can be affected by
a total of eleven types of attack. Among them, deoiiaervice, eavesdropping, replay attacks,
anddata modification attacks are common attacks on WBAN applications. Additionally, the
literature review also indicates that there are a total of tw@rdyrequirements that need to be

considered for assuring the security and privacy of WBAN applications.

A review of existing risk management frameworks was conducted in order to understand how
any of these frameworks could contribute to the development of a WBAN risk management
framework. This review identified the following six risk management framewdBLIEC

800011:2010, AAMI TIR57, ISO 14971, ISO 27005, OCTAVE and NIST 800 An initial
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analysis found that only two of these six f|
privacy risk management frameworks: ISO/IEC 80Q2010 and AAMI TIR57IEC 80001
1 guides managing risks associated with medical devices when connecting to IT networks. IEC
800011:2010 was primarily developed for applications within a healthcare delivery
organi sationdés I T networ k, wh eblieapsnngtBokdN appl
using shodrange communication media. AAMI TIR57 provides guidance for manufacturers
to perform information security risk management to address security risks within medical
devices. A WBAN application consists of resoucomstrainedsensor devices with limited
memory and computational power and cannot accommodate complex security solutions like
traditional healthcare applications. AAMI TIR57 does not provide any guidance for managing

security and privacy risks for resourcenstrainegensor devices.

Considering the challenges that organisations and developers face for assuring security and
privacy of PHR datahe WBANSecRMframeworkhas been developed as part of this study.

The aims othe WBANSecRMframeworkare that:

1 It should prowde a clear pathway for developers to assure data security and privacy,
and assist them to fulfil the medical device security and privacy related regulations
1 It should assist medical device development organisations who have limited resources
and expertis@ this area to assure security and privacy
The literature review indicates that a framework should be easy to undeaastigdaby to use
by organisations. The framework also needs to produce valid and credible results for the
organisation The risk managment framework should usequalitative and/or quantitative
approach for conducting risk assessment. Furthermore, the framework should alsco€onsist

the followingphases to assure security and privacy:

9 Identification of assets

9 Identification of threatand vulnerabilities
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I Risk evaluation

1 Risk treatment

1 Risk acceptance

1 Selection of security and privacy risk controls

1 Develop the implementation details for security and privacy risk controls

1 Implement the selected security and privacy risk controls

1 Monitoring the effectiveness of the securtyd privacyrisk controls
The WBANSecRMframeworkconsists of three key elemerita risk assessment process to
identify and evaluatehe threats and vulnerabilities, a list of WBAN security and privacy
controls with implementation details, and a process to evaluate the effectiveness and efficacy
of the controls. This framework provides a list of assets, threats and vulnerabilitiésandnic
specific to WBAN applications. The list of assets, threats and vulnerabilities will assist WBAN
development organisations in conducting the risk assessment.
The WBANSecRM framework was developed in two stagése alpha version of the
WBANSecRMframework was developed, consisting of the security and privacy requirements
with respective countermeasures required to assure the security and privacy of WBAN based
healthcare applications. Upon completion of the development of the alpha version of the
WBANSecRM framework, it was then implemented in an industrial setting. The feedback and
comments received from the industrial trial were analysed, which resulted in the beta version
of the WBANSecRMramework To evaluate the usability and efficacy of theta \ersion of
theWBANSecRMframework an expert review was conducted with a combination of experts
from both academia and industi®n return of the completed questionnaire, the comments
received from the experts were analysed. Once this analysis was coithgetemments and

proposed changds address the respective comments were reviewed by a focus group. The

focus group reviewed the expertsd comment s

202



Conclusion
discussion a consensus was reached on which changes showddi¢te the WBANSecRM

framework

8.3 Research Contribution

Through the literature review andinterview with a WBAN application development
organisation, this researdaentifiedthe challenges faced by developers to assure security and
privacy of WBAN applications. The WBANSecRM framewains to assistlevelopersn
overcoming the challenges to assure security and privabye final activity of theAction
Design Researcprocess (Chapter, section4.9) is to communicate the problem and its
importance, the agfact, its utility and novelty, the rigor of its design and its effectivendss. T
communication has been achieved through the publication of resetiobbsin international
conference proceedingsdinternationaljournals This research has provided contribution at

a number of levels:

1 Contribution of knowledge to WBAN applicatiosecurity and privacy research
community
1 Contribution of knowledge to WBAN application development community

1 Contribution of knowledge to the security and privacy risk management community

8.3.1 Contribution of Knowledge to WBAN Application Security and Privacy
Research Community

To developan effective solutiorfor assuring security and privacy is necessary to explore
the attackslandscapeand securityand privacy requirements ofWBAN applications
Unfortunately, there was no comprehensive list of attaakd security and privacy
requirements available for WBAN applications. Therefore, a structilezdture reviewwas
conducted to identify thpotential attacks and securéyd privacyrequirements foassuring
securityand privacyin WBAN applicationgPaulet al, 2019) The WBANSecRM framework

will contribute the following to the security and privacy research community:
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8.3.2

Conclusion
The literature review indicates that a WBAN application can be affected by a total of
eleven types of attack. Among them, demikervice, eavesdropping, replay attacks,
anddata modification attacks are common attacks for a WBAN application
The literature review als@veaédthat there are twentvo requirements to assure the
security and privacy of WBAN applicatiom®dmong thendata confidentiality, integrity
and availabity, are themostcommon requirements to asstine securityand privacy
of WBAN applicatiors.
Existing solution approaches only address issues related to data confidentiality,
integrity, authentication, key management and cryptographic techniemgsfew of
the approaches address countermeasures for privacy, auditability, trust management,
intrusion detection and resilience
WBAN PHR dat a c¢ an mbbdedsvicasNoeeadfthe existngd secrirityt 6 s
and privacyapproaches provide any guicheds on how to achieve securagd privacy

for thosemobile devices

Contribution of Knowledge to WBAN Application Development Community

This research developed a data security and privacy risk management framework for WBAN

based healthcare applicatioffzaulet al, 2021) The WBANSecRM frameworkvill provide

the following benefits to organisations:

T

T

The WBANSecRM frameworkonsists of a list of assets, threats, vulnerabilities, and
controlswith implementation details specific to WBAN applications. This list will
assist the developer in getting an understanding of the threat and vulnerability landscape
of WBAN applicatiors

The WBANSecRM frameworgrovides detailed guidance on how to condaath step

of the risk management process. This guidance should greatly assist developers with

limited experience in implementing a risk management process
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1 The WBANSecRM frameworks developedbased orthe recommendations and best
practice guidelines provatl by regulations such &OA, HIPPA and GDPR, and by
standards such ISO/IEC 800042, TIR 57, NIST 803 and ISO 270Q2vhich will
help to put the organisatiam the road to regulatory compliance

1 The WBANSecRM frameworguidesrisk assessment at both the requirements analysis
and the system architecture phases. This guidance will help thesatganunderstand
how data flows around the system assist them in identifyinghe assets that need
protection

1 The WBANSecRM framewtd provides appropriate securignd privacycontrols,
along with their implementation details, for a WBAN application. The implementation

details will assist developein implementinghe securityand privacycontrols

8.3.3 Contribution of Knowledge to the Security and Privacy Risk Management
Community

ISO 62304 is a widely known standard which provides guidelines for developing healthcare
applicationsISO 62304 states that orgsaiions need to implement a risk management process
while developing healthcar@®ware to assure security and privadp achieve thisAAMI

TIR57 is a widely used risk management framework which guidesdevelopeto perform
information securityand privacyisk management to address secuaitg privacyrisks within
medical devies WBAN applicatiors consist of resource constrained sensor devices which
have limited memory and computational power and cannot accommodate complex security
solutions like traditional healthcare applicatiombis research developed the WBANSecRM
framework by adopting guidelines provided by AAMI TIR Paul et al, 2021) The
WBANSecRM frameworkwill contribute the following to the security and privacy risk

management community:

1 AMI TIR57 does not clearly define how to conduct the security and privacy risk

assessment at both the requirements analysis and the system architectur8asedes.
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on the recommendation of ISO 62304 Clause 5.2 and 5.3, this framework conducts risk
assessment at theequirements analysis and system architecture phase of the
development lifecycleThe WBANSecRM framework provides the steps to conduct
security and privacy risk assessment at both phdd$es.security and privacy risk
assessment helpsittentify, analyge and evaluate potential securyd privacyrisks.
This assessment helps an orgaton to make decisions about which risks require
controls
The WBANSecRM framework provides a list of assets, threats and vulnerabilities
which arespecific to WBAN applications, which can be used as a starting point for

conducting risk analysis

8.3.4 LessonsLearned as a Result of this Research

In addition to the above contributionsp@mber of lessons have been learnt by performing this

researchTheseéssons are;:

T

Identifying the threats and vulnerabilities step in the alpha version of the WBANSecRM
framework requires threat modelling. During the pilot implementation in the
organisation, | assumed that organisations would have resources with knowledge of
threat modeing. But during the implementation, | found out that there was no resource
available who had experience conducting threat modelling. So, the lesson learned was
never to assume that developer will have expertise in thregling.

While evaliating the controls' effectiveness after implementing the alpha version of the
WBANSecRM framework, the penetration test discovered that the stack traces were
enabled for some of the API endpoints. Discussion with the organisation revealed that
the developrs did notuse acode review process during product developm®at the

lesson learned was never to assumedthatganisations will have a code review policy

or code will be reviewed by another developer.
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8.4 Future Research

As a number of limitations weridentified in the previoushapter further research is required

to address those limitations. To address the generalizability concern, the WBANSecRM
framework could be implemented in a large number of organisations. Implementing the
WBANSecRM framework in a large number of organisations will offer the developer
perspectives on the usefulness and usabilith@fMWBANSecRM frameworland thus further

opportunity to amend and improve it.

As stated earlier, assuring security and privacy is a key requiréraenthe various medical
device regulations and legislation. In addition to that, regulations and legislation are also
implementedo assurdhe safety of the product. The WBANSecRM framework suggests using
the guidelines provided by ISO 14971 in pardbehitigate the safetyelated risk. Conducting
safety risk management alongside WBANSecRMframeworkmight be a resource constraint

for a small and mediursized organisation. To address this issue, further research can be done
to combine both processand develop a common framework that will assist organisations in

assuring security and privacy and mitigating the safety risk.

The WBANSecRMrameworkdeveloped as part of this research consists of a manual process
to identify the possible threats and vulnerabilities from various databases. As the threat and
vulnerability landscape is frequently changing and new threats and vulnerabilities are emerging
every day, carrying out this manual process will require extensive time and human effort.
Further research can be done to address this issue to convert the current framework into a web
tool and add machine learning techniques to automatiesburethat tre threats and
vulnerabilities database ig-to-date Furthermore, developing the threat description for each
asset and suasset will help developgto understand how the asset and-asbet will be

affected if the attacker launches an attack.
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Finally, consideraddng formal verification process tgprovide a systematic approaébr
identifying the flaws of a protocoRIso developworked example or code snippstfor each
risk control which will assist the developer during the implementation of the orgkot. In
addition to that, developing a web versiortted WBANSecRM frameworknay also increase

usability and make it more usf&rendly to developers and organisations.

8.5 Conclusion

Assuring security and privacy of data key concern ant achallerging task faced by
developers of WBAN applications. Developers have difficulties in assuring security and
privacy of WBAN based healthcare applications for a number of reasons which include: lack
of knowledge about markespecific regulatory requirementand security and privacy
standards; lack of understanding of what assets need to be protected in WBAN ecosystems;
and difficulty with the identification of appropriatecurity controls and lack obecurity
controlimplementation detail#\ literature reviev was conducted to present a holistic view of
attack types and security and privacy requirements related to WBAN applications. The
literature review indicates that WBAN applications are vulnerable to 11 attack types with DoS,
eavesdropping and replay attadeing the most common. In addition, there are 22 security
and privacy requirements related to WBAN, with data confidentiality, integrity, privacy, fine
grained access control, lightweight cryptography algorithms and key management being the
most referened. The reviewed literature also indicated that none of the existing security
approaches provide countermeasures for all of the identified attacks and security and privacy
requirements, although most of the approaches provide for data confidentiaétyritynt
authentication, key management, and cryptographic techniques. However, very few of the
approaches address countermeasures for auditability, trust management, intrusion detection

and resilience.
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In this research, six existing risk management framksvavere reviewetb identify which of
them aredesignedspecifially for developing healthcatieased applicationsThe review
indicateghat only two of thessixf r a mewor ks wer e fdrhssuarlgtebuita r e s p
and privacy that is ISO/IEC 8001-1:2010 and AAMI TIR57 IEC 800011:2010 was
primarily developed for applications which operate within a healthcare deliverysagani o n 6 s
IT-network, whereas WBAN applications may operate in a public, open natuging shor
range communication medi@herefore, TIR 57 was considered more suitable for this research
as TIR 57provides guidance for manufacturers to perform information seamiyprivacy
risk management to address secuatd privacyrisks during the development ofmedical
devices However both TIR 57 andSO/IEC 800011 lack a process for selectirggcurity
controls, lacksecurity controimplementation details, artdeydo not provide any guidance to
assure security and privacy for resource transed sensor deviceFherefore, a new data
security and privacy risk framework is needed to assure the security and privacy of WBAN

data.

The WBANSecRM framework developed as part of this reseadicliesses the challenges
detailed aboveThe WBANSecRMframeworkwas developed ithreestages, the alphaeta

and gammaersiors. Once the alpha version tife WBANSecRM frameworlvas developed,

it was implemented within a WBAN development organisatibine developer used the
implementation details of theespective contrsl provided by thealpha version of the
WBANSecRMframeworkto mitigate risk After the implementation, an external penetration
tester was onboarded to evaluate whether the implemented controls were assuring the security
and privacy of theapplication.Upon successfully implementing the alpha versiorthef
WBANSecRM frameworkn an industrial setting, a followp interview was conducted with

the CTO and the development team of the organisation. The goal of the interview was to gather

suggesons and feedback about the usability and efficacthefWBANSecRM framework
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The feedback received after the alpha version's industrial trial resulted in the beta version of

the WBANSecRM framework

To address the suggestiomsceived from the organiBan, a review of existing risk
management frameworks was conducted to explore the steps and processes to manage security
and privacy risk while developing applications. The AAMI TIR 57 is a widely used risk
management framework for developing healthdsm®ed applications. This framework is also
recommended by several standards such as ISO 62304 and regulatory bodies such as the FDA.
During the development of the beta version, the risk management guidelines provided by
AAMI TIR 57 were adopted. Furthermqgreecurity activities in the healthcare application
lifecycle guidance provided by IEC 800811 were also taken into consideratidgpon
completing the development of the beta versiontred WBANSecRM framework the
framework wadurthervalidatedby expert reviewA questionnaire and beta version of the
WBANSecRM framework were presented to five experts for review. After receiving the
completed questionnaires, the comments received from the experts were analysed by the author
of this stidy which resulted in a total of 49 comments. Once the analysis was complete, the
comments and proposition to address the respective comment were reviewed by a focus group.
Thef ocus group reviewed the expertsd ghomment
discussion, a consensus was reached on which changes should be adopted. Finally, a total of
nineteenchanges to the WBANSecRameworkwere agreed upon by the focus graum

four changesvereconsideedas future work of the study.

To address theeliability and validity of this researchseveral measures were taken into
consideration.To safeguard the reliability of this research, the WBANSecRM framework was
developed based on the guidelines provided by AAMI TIR 57, which is a widelymesdidal

device securityrisk management framework. To address conclusion validity, this research
study produced multiple protocols to conduct a structured literature review, to design the

guestionnaires for conducting an expert review and a protocol to condusipén review.
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Furthermore, to address internal validibo other changes were mattethe development
procesgluring the implementation dhe WBANSecRMframework. Thishelpedassurehat
any identified effects were due to using the WBANSecRM framewbidwever, the
generalisability of theNNBANSecRM framework for all WBAN application development
organisations is a concern #se WBANSecRM frameworkwas only piloted in one
organisationTo strengthen claims of generalisabilitye WBANSecRM frameworlill need
to be implemented in a larger number of organisationglementation othe WBANSecRM
frameworkwithin more than one organisation was deemed impractical for this study due to
resource constraintslo partly address this concern, th&BANSecRM framewaok was
reviewedby internationally recognised experts and published in international conferences and

journals
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Appendix A Mapping of Occurrence of
Requirements for WBAN Applications

Mapping ofoccurrence of securiggnd privacyrequirements fo?WBAN applications in current

literature:
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Appendix B Structure of WBANSecRMBeta Version

How to use theframework

This framework is designed with a progressive logic to align with the software development
lifecycle. While using this document, it is recommended to start from the beginning and follow
the stepby-step process. The outcome from each step wilideel as input from the next step.

The user is advised to create the initial product requirements before start using this framework.
Once the initial product requirements are finalised, the first step is to set up the scope of the
application, followed byconducting the risk analysis in the requirement analysis phase and
system architecture phase. The outcome of the risk analysis in both stages will help identify
the required control to implement for mitigating the risk. The select control will then be
implemented during the implementation phase, followed by testing the efficacy in the testing
phase of the software development lifecycle. Furthermore, a case study example is added in

the appendix to assist the user in implementing the framework.

1 Executive Summary

A Wireless Body Area NetworR{BAN) applicationis composeaf intelligent, lowpower
sensor nodewhich monitor body functions anghysiological statesThese sensor nodes can
collectand process datatoret locally and transmit to an actuatr or a local servdor further
processing WBAN applicationsare gaining popularity in both medical and nemedical
domainsdue to recent advances in sensor technology, integrated circuits, and wireless
communication.Both types of application (i.e. medl and normedical) collect personal
health record (PHR) data to provide r@ale healthcare monitoring services. Due to the

advancement of sensor and wireless communication technology and the increasing popularity
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of healthcarébased applications, thégctor is becoming one of the primary targets for security
breaches and cyber threats. A WBAN security breach not only costs money, it can create a life
threatening event. Therefore, security and privacy safeguards need to be considered during the
developnent of this type of healthcare application. Additionadlysuringsecurity and privacy

is a key requirement of compliance with legislation and regulations such adetith
Insurance Portability and Accountability A€HIPAA) and the General Data Protection

Regulation (GDPR).

Assuringdata security and privacy of PHR data in a WBAN application is a key challenge for

an organisation and its developers. Most develdpars limited knowledge of markspecific
regulatory requirements and security standards. Usually, these security standards consist of a
vast number of security controls which have insufficient implementation detail. Additionally,
implementing security cdrols for sensor device nodes is complex. Device nodes are often
limited by physical memory constraints, computational power and storage. This makes it
difficult for a developer to select and prioritise the appropriate controls without compromising
the praluct delivery plan. The purpose of this data security framevwsot& assistWBAN
developers and organisatioimsassuringhe security and privacy of theHRin a regulatory

compliance manner

2 Scope

Developing a WBAN based healthcare application and managing software development
activities throughout the software development lifecycle (SDLC) is a challengingl$&3k.
62304- Medical Device softwaresoftware lifecycle process@&EC 62304, 2019)s a widely

known standard which provideguidelinesfor each stage of the medical device software

lifecycle with activities and tasks required for the safe design and maintenance of medical
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device software. This standard is recognized by the FDA, EU and other regulatory agencies
across the worldlIEC 62304 recommends that organisations establish and maintain a risk
management process to manage risk associated with security. The process should provide a
methodology to identify the vulnerabilities, evaluate the associated threats, and implement ris
controls to mitigate these threats. Finally, the process should also monitor the effectiveness of
the risk controllSO 62304 also refers to the ISO 149'Medical devices Application of risk
management to medical devic@SI, 2009)standardfor safety and the AAMI TIR 57
Principles for medical device secuidyrisk managemertAAMI TIR57, 2016) provides
guidelines for security related risk manageméihie framework presented in this document
provides guidance famssuringdatasecurityand privacyfor a WBAN application within the
informationsecurity and privacy risknanagement framework defined BAMI TIR 57. This
guidance is intended to assisganisations of any size (small, medium and large) to develop

WBAN applications by

1) ldentifying threats, vulnerabilitiesnd assets associated WWBAN applications
2) Estimating and evaluating associated secuaitg privacyrisks
3) Implementing scurityandprivacyrisk controls

4) Monitoringtheeffectiveness of theecurity and privacyisk controls

The safety risk managementda postproduction activities is set out of the scope while

developing the framework.

3 Overview

A key goal of this data security and privacy framework (present&igure Appendix B 1

overleaf) is to assure the security and privacy of WBAN applications; therefore, the risk
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management process presented in this framework is based on the TIR 57 risk management

process. The TIR 57 risk management process contains sig:stage

Sccurity and Privacy Risk Assessment

Detine scope and purpose of the
risk analysis
Initial Product

Record the list of assets, threats,

List of the risks ;
vulnerability as a report

Risk evaluation

Apply risk
analysis

List of unacceptable risk

Record list of acceptable risk with
rational and unacceptable risk with

Risk Treatment risk score

]

List of risks require control 1. Record list of risks requiring
to mitigate security controls for mitigation

Update security and

I Product requi |I priv

Y req | —]
and product

Tequirements 2. Record listrisk is share, avoid or
retention with rationale
Review of system - TR L‘
architecture and Apply risk List of the Pishpuiingiion ' Rev:ordl the l‘ns‘tbof 'asfets‘, threats,
detailed design analysis risks ' as a report
List of unacceptable risk Record list of acceptable risk with
Make necessary rational and unacceptable risk with
update on architecture Risk Tt risk score
Check any Update security and 2 = 5 '
Yes_ ¢ hanges require in > privacy requi ! 1. Record list of risks requiring

architecture

sl it = controls for mitigation
r:nu ]’; :1:::(5 List of risks require control 2. Record list risk is share, avoid or

q to mitigate retention with rationale
it ot s g onots o OSRNG0 PEIVACY RISK COREOLI

mijgation

Check

whether controls
arise safety
risk

In parallel conduct safety risk

Selection of the risk Yos—{ analysis according to 1SO 14971

controls

Review of the control

Implementation of
controls

Perform functional testing / Fix the failure case with

Black-box testing / Unit-test

appropriate measure

Failed
due to security
control

Yes-

Record P test/
vulnerability scan report

Product

identified Release

ixisting Threat

New threat

Is risk
control available in
Appendix C

No
v

Nl : : Update the existing list with w2 f
Get implementation details of newly selected controls and Record the list of risk controls

the risk control from external respective implementation with lmplemenm:cm details as
source details Tepol

P i o iy e

Figure Appendix B- 1: Data security and privacy framework for WBAN application
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1) Risk analysis

2) Risk evaluation

3) Risk control selection and implementation
4) Evaluation of overall risk acceptability

5) Riskmanagement reporting

6) Postproduction information

The proposed framework takes product requirements as an input to identify the risks using the
risk analysis process. However, this framework does not perform any validation or verification
of the quality othe product requirements. To develop quality product requirements, guidelines
provided by ISO/IEC 62304 can be utilised. One of the key stages of this framework is to
identify the security and privacy controls to mitigate the risk. The controls are iieleriif
considering the potential security and privacy weaknesses of WBAN application ecosystems
and mapping security and privacy weaknesses against controls in available standards. The

aforementioned standards and guidelines include:

1) ISO/IEC 800012-2 (Application of risk management for {fietworks incorporating
medical device®d Part 22: Guidance for the communication of medical device
security needs, risks and cont)ol&C/TR 800012-2 is a technical report that provides
background processes to addrsssurity and risk related capabilities for connecting
medical devices to Fhetworks (IEC 800012-2, 2011) The IEC/TR 8000E-2
technical report also presents a total of nineteen-lleiggl security capabilities to
maintain the confidentiality, integrity and availability of data.

2) ISO/IEC 800012-8 (Application of risk managemenoff IT-networks incorporating
medical devices- Part 28: Application guidance- Guidance on standards for
establishing the security capabilities identified in IEC 802@): IEC/TR 800012-8
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Overview

is a technical report which provides guidance to Health Del@eggnizations (HDOSs)

and Medical Device Manufacturers (MDMs) to establish security controls for
applications with security capabilities which are outlined in IEC/TR 8abR1
(ISO/IEC 800012-8, 2016) The IEC/TR 8000:-8 technical report was developed to
establish security controls for the 19 security capabilities mentioned in the IEC/TR
800012-2. These controls come from six diféat international standards.

NIST 800653 (Security and Privacy Controls for Federal Information Systems and
Organizations} The NIST 80653 standard provides security and privacy controls to
protect the application, data, assets and organisations from a diverse set of attacks,
threats and risk@NIST SP80653, 2020) These controls support the development of
secure and resilient federal information systems that meet the requirements set by the
Federal Information Security Management Act (FISMA)isTguideline applies to any
component of a system which stores, processes and transmits information. NIST SP
80053 provides controls forhe operational level, the technical level and the
management level of information systems. These controls are wosesstire
confidentiality, integrity and availability of the federal information system.

ISO/IEC 27002 (Information technology Security techniqued Code of practice

for information security controls)ISO 27002 is an information security standard
devebped by International Organization for Standardization (ISO) which provides best
practice recommendations and information security controls to assure confidentiality,
integrity, and availability of da@SO/IEC 27002, 2017)This standard is designed for
organgations to use aa referencdo guide organisations to select, implement, and
manage controls based on ISO/IEC 27001 to minimseseurity and privacy risk

Additionally, this standard also helps for developing industry and sajaom-specific
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information security manageamnt guidelines by considering their specific information
security and privacy risgnvironment.
5) ISO/IEC 27701:2019(Security technique® Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information manageménRequirements and guidelines
6) ISO/IEC 27799 Health informaticsd Information security management in health

using ISO/IEC 2700(ISO 27799, 2016)

The standards and guidelines were used to identify the relevant controls and their
implementation details. However, these standards provide verylevighimplementation
details for controls, so other external sources sudil@$ 800175B (Barker, 2016) NIST
800-56A (Barker, Chen and Moody, 2014RFC 67496749, no date)OWASP, blog and
researchpapes were used to further develop secuatyd privacycontrol implementation
details. A detailed description of teecurity and privacgontrol selection process for WBAN
applications is outlined igection5.1under Chapter.4Additionally, the implementation detail

for each securitand privacycontrol is presented iAppendixC.

The final stage of the framework is to evaluate the effectiveness of each saodrfiyivacy

control with regards to mitigating the identified threats. As recommended by IEC/CD-80001
5-1(IEC 800015-1, 2020)and TIR 57, this framework has adopted the use of code review, unit
testing, sftware integration testing, vulnerability scanning and penetration testing to evaluate

the effectiveness of the securigynd privacycontrols. Finally, the result of each stage is
document ed in a risk management r e€ege®ist . Th

presented isectiond underAppendixB.

Additionall vy, an organi sation needs t o def

implementation processTable Appendix B 1 outlines the respective task of each role related
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to the implementation of the framework. In the case of limited resource in theisation, a

single resource can carry out multiple roles and conduct more than one task.

Table Appendix B- 1: Team structure for implementing the proposed framework

Task No Task Definition Key Roles
1 Defining thescope *Executives** Managementt** Assessor
2 Risk analysis Management, Assessdr**Third -party resource (if needed)
4 Risk evaluation ExecutivesManagementAssessor
5 Risk control ManagementAssessarThird-party resource (if needed)
7 Evaluation ofoverall residualrisk Assessor, Managemefithird-party resource (if needed)
acceptability

* Executives: Glevelexecutive®f the organisations

** Management: Product manager, Project manager, Team Lead, QA Lead

*** Assessor: Technical Lead, Software Architect, Product Owner, Senior Software Engineer, Senior
QA Engineer

*** * Third-party resourceConsultant, Penetration tester

4 Implementation Process
This section provides the guidelines for implementing the psadetziled ifFigure Appendix

B- 1. The implementation process consists of three key stages which are described below:

1) Securityand privacyrisk assessment
2) Securityandprivacyrisk control

3) Evaluation of overall residual securind privacyrisk acceptability

4.1 Security and Privacy Risk Assessment

The securityand privacyrisk assessment helps to identify, analyse and evaluate potential
securityand privacyrisks. This assessment will help an organisation to make decisions about
which risks require securignd privacycontrols for mitigation, and which risks are acceptable.

Risk assessment should be performed as early as possible to avoid fundamental flaws in the
application design whose removal in later lifecycle phases is very costly. As a result, risk
assessment née to be repeatedly applied in the different phases of lifecycle; starting with the
security and privacyrequirements, system architecture, then implementation, deployment,

operation.This framework will take initial product requirements as an input ta@gointhe
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securityand privacyrisk assessmeim the requirement analysis phab&gure Appendix B2
illustrates the steps to conduct the secuaity privacyrisk asgssmenin requirements analysis

and system architecture phase

Input _ | Define scope and
1. Initial product requirements purpose
Security and Privacy risk assessment
i bl
Risk assessment approach Risk assessment at the system architecture phase
| Qualitative | -
Review system
| Quantitative | architecturc
| Semi Gitati | Update system
cmi-quantitative Apply risk analysis | architecture and
‘ ‘ product requirement
Risk assessment at the List of assets, threats, Yes
requirements phase vulnerabilities and adverse impact -
S
X R a,
Apply risk analysis | List of security and Check any ]
+ privacy risk < _changes require in ‘g
; hitect
List of assets, threats, R | > é
vulnerabilities and adverse impact I Risk evaluation | d:)
17}
A No :
List of security and Risk Treatment ¥ é
privacy risk ‘ List of risks which
- require security and
| Risk evaluation I Update security and || privacy controls for L
privacy requirements mitigation
Risk Treatment
4 List of security and privacy
Update security and privacy ——requirements with updated
; product requirement
requirements

!

Output
1. Selected risk assessment approach
2. List of assets, threats, vulnerabilities and adverse impact
3. List of risks which require controls for mitigation

Figure Appendix B- 2: Steps to conduct a securitynd privacy risk assessment

The securityand privacyrisk assessment is divided into two key stages:

1 Risk analysis

I Risk evaluation and treatment

TheRisk analysis stage aints identify theassetsthreas, vulnerabilitiesand adverse impacts
onanapplication To assist with theisk analysis, an orgaration may use relevant information

obtained from a previously risk analysis of a similar type of product as a starting point. The
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degree of reusability of data from previous analyses depends on the difference between the

applications from a security pergpee. The risk evaluation and treatment stage will help to

identify the acceptable risks and unacceptable risks which will require seanditprivacy

controls.

The rest of the section is organised as follasestiond.1.1provides guidance on defining the

scope and purpose of the risk analy$isllowing this, section4.1.2 presents three risk

assessment approaches with advantages and disadvaStectem4.1.3details the steps to

conduct the risk analysis and rigikaluation with risk treatment during the requirements

analysis phaseéection4.1.4details the lists of design principles which need to be taken into

consideratiorwhile developing the system architecture and conducting the risk analysis and

risk evaluation with risk treatment during the system architecture pRiasdly, section4.1.5

provides the list of items which will be included in the secuaitg privacy riskassessment

report.

4.1.1 Define scope and purpose

Before conducting the securiaand privacyrisk assessmenbrganisations need to define and

document the purpose asdope of theassessment. The scope will include:

T
T
T

The intended use

Initial product requiremest

Operating environment of the application

List of team members presentedTiable Appendix B 1 who will conduct the risk
analysis andisk evaluation

Timeline for the securitand privacyrisk assessment should be provided.

277



Implementation Process

4.1.2 Risk assessment approach

There are three different risk assessment approacheslitative, quantitative and semi
guantitative(AAMI TIR57, 2016) Each of these approaches provides a standard approach to
help an organisation and decisiorakers to assess the consequences of threats and
vulnerabilities. The rest of the sectionllwpresent details about each approach and a

comparison of the three approaches.

Qualitative: A qualitativeassessment approagbes a scale of qualifying attribuigesg.Very

Low, Low, Medium, High, Very High to describe thempact andlikelihood of potential
consequenced threats and vulnerabilities. Aiglitativeassessment approach uses subjective
values for the impact and likelihood of threats and vulnerabilities. Below is the definition for
different scales from Appendix | of NIST 83D (NIST:80030, 2012).

1 Very High: Almost certain that threat event will occur, and vulnerabilities will be
exploited. If the threat event occurs then it will cause multiple catastrophic adverse
effects omapplication operations, business goal, loss of assets

1 High: Highly likely thatthreat eventill occur,andvulnerabilitieswill be exploited If
the threat event occurs then it will cause catastrophic adverse effects on application
operations, business @oloss of assets

1 Mediumt Somewhatlikely that threat event will occur, and vulnerabilities will be
exploited. If the threat event occurs then it will cagseiousadverse effects on
application operations, business goal, loss of assets

1 Low: Unlikely tha the threat eventill occur or exploit vulnerabilities. If the threat
event occursit will have limited adverse effects on application operations, business

goal, loss of assets
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1 Very Low: Highly unlikely that threat event will occur, and vulnerabilitiedl be
exploited. If the threat event occurs then it wilve negligibleadverse effects on
application operations, business goal, loss of assets

The value of the impact anittelihood depends on the experience, expertise and competence
of the person cafucting the risk assessment. As qualitative values are estimated subjectively,
to achieve repeatability of the assessment process, it is necessagutethat process is
unambiguous. Theuglitative assessment approach is very easy and less time cowgstoni
perform compared to quantitative and seualitative approaches, as this approach does not
require any special tools or methods to conduct the risk assessment.

Quantitative: Quantitativerisk assessmentsse ascale with numerical valudmsed on a set

of mathematical methods, rules and historical incident data. This approach is usually expressed
in a monetary term which reflects the amount of money an organisation may lose over a time
period if the threat event occurs or a vulnerabiitgxploited. There are several mathematical
formulas available to calculate trenual loss expectancy, single loss expectancy, and
safeguardcost if the threat event occurs or a vulnerability is exploited. The annual loss
expectancy can be calculated hsing 'Y'QIYQO i | ‘@& € {"OWD 6B & |

01 € oo D@ Mo & &€ Qi ©.dr@ex@mp@Qthe risk of malware attack on
web server which asset value is $10000, the exposure fastoto the attack is 40% and
probability of attack occurrence in a year is 20% then the annual loss Will bA p T TETT TT

™ zm® A Y #HrQ wiihe quality of the analysis depends on the accuracy of the numerical
values historical incident data anthe validty of the methodsused.By using the same
mathematical model and historical incident data, the organisation can easily reproduce and

replicate the same numerical value.
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Semtiquantitative: A semiquantitative risk assessmeptovides anintermedide level
between thegualitativeand quantitativeisk assessmento evaluate aecurity and privacy

risk using a semguantitative approach, use bins (egl, 5-20, 21-79, 80-95, 96-100) and

scales (e.g.-10) which will provide tha@extual ezaluation of qualitative risk assessment and

the numerical evaluation of quantitative risk assessnidmw value of the bins and scales will

help to communicate the risk to decisimaker as well as to perform a relative comparison of
risk. This approacHdoes not require the same level of skill, tools, mathematietthods and
historical incident datasin quantitative risk assessme8emiquantitative risk assessment is
most useful in providing a structured way to rank risks according tdikedihood and impact

All three approaches have advantages and disadvantages. Quantitative risk assessment requires
historical data to determine the likelihood of a threat event occurring or a vulnerability being
exploited. Historical data that is not recently afgl may add additional error to the risk
assessment. For example, historical data for the likelihood of a threat event occurring due to
using a particular algorithm might be high. If the data is not recent, then it may mislead the
evaluation of that padular threat. Furthermore, it is difficult to calculate the cost of
organisation reputational damage, loss of competitive advantage and harm to user health if any
threat event occur or a vulnerability being exploited. Due to these facts, the quantitative
approach will not be appropriate in informatisecurity and privacy riskssessment. This
framework will use qualitative and sewpuantitative assessment approaches for evaluating the
security and privacy riskrable Appendix B2 outlines the key advantages and disadvantages

of each approach. This comparison of the approaches will also hedpdhiety and privacy

risk evaluation team to choose the appropriate appréacévaluate each risk. How to
determine the impact and likelihood of risks using qualitative andgeanititative approaches

is presented isection4.1.3.2
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Table Appendix B- 2:Advantages and disadvantages for Qualitative, Quantitative and Sergjuantitative approaches

Advantage Disadvantage
Qualitative 1 Quick and easy to perform 1 Subjective
1 Subjective evaluation gbrobability and impact 1 Dependence othe subjective choice of the scalg
1 Ease of understanding by all relevant personnel 1 Shortrange of values make it difficult for risk
1 No special software or tools required comparison angrioritisation
1 Different experts with individual experience may
produce different assessment results
1 The result depends on the quality of the risk
management team
Quantitative 1 Provides precise information that company leaders| 1 The method of calculation is complex
can use to determine the impact of risks 1 Time-consuming
1 Risk are srted by their financial impact and assets | 1 May require speciaéd toolsor methods
their financial value 1 Lack of historical data on new risks or
1 Probabilistic estimates of time and cost information security weaknesses will create an
1 Repeatability, and reproducibility of assessment illusion of worth and accuracy of the risk
results assessment
Semk 1 Provides a more consistent and rigorous approach| { Time-consuming
quantitative compare to qualitative approach fissessing and
comparing risks
1 Risk assessment covers a wider range of probabilit
and impact
1 Does not require specialised tools or methods like
quantitative assessment approach

4.1.3 Risk assessment at the requirements phase

The objective of conducting a risk assessment at the requirement analysis phase is to identify
thesecurityand privacyrisks, evaluate the identified risks, apply risk treatment to identify the
risks which will require controls to mitigate and developsbeurityand privacyrequirements.

The initial product requirements and risk assessment approach will be taken as an input to
conduct the risk assessment at this phaigewre Appendix B3 illustrates the steps to conduct

a risk assessment at the requirements analysis phase.
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Risk analysis Risk evaluation and
treatment
HeHty ANl dusiomRnk | Determine likelihood |
assets *
Input Identify and document | Determine impact |
> threats List of ¥
1. Initial product requirements . risks ST
2. Risk assessment approach Identify and document alculate risk score
vulnerabilities Y
Define risk acceptability
Identify and document criteria
adverse impacts v

| Risk Treatment |

|
List of risks which require
controls for mitigation

v

Updated security and privacy
requirements
Update product requirements

Output
1. List of assets, threats, vulnerabilities and adverse impact
2. List acceptable and unacceptable risk with rationale
3. List of risks which require controls for mitigation
4. Updated list of security and privacy requirements

Figure Appendix B- 3: Risk assessment steps in the requirement analysis phase

Below is the list of keytasks to be conducted during the risk assessment at the requirements

analysis phase:

1 Apply risk analysis to identify the securityd privacyrisk
1 Evaluate each securiggnd privacyisk to identify the acceptable and unacceptable risk

1 Update list of secity and privacyequirements for unacceptable risk

The rest of the section is organised as folleestiond.1.3.1provides guidance on identifying
securityand privacy risks by conducting risk analysis whigection4.1.3.2details steps to
evaluate the securitgnd privacyrisks and identify the list of unacceptable risks whigh
require securityand privacycontrols to mitigate. Finallysection4.1.3.3outlines the list of

updated securitgnd privacyrequirements that need to be takaio consideration.

4.1.3.1 Security and privacy risk analysis
As part of the securitgnd privacyrisk analysis, the following four tasks need to be conducted.
Of the following four tasks, identify and document threats and identify and document

vulnerabilitiescan be performed in any order.
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1) Identify and document the assetsAn asset is valuable and needs to be protected to
keep the application operating safely and secudedgets associated with IT systems
usually fall into one of three classes: a) informatibh processes and c) physical.
Information assets represent data that is of value to the owning organisation. Examples
of types of information assets are: general data, system data, specialist databases and
client data. Process assets represent applisatichere data is transformed or analysed.

The distinction from information assets is that the associated data is of little value
without the processing capabilities of the related applications. Examples of types of
process assets are: financial, commuioca logistical, manufacturing and office
automation. Physical assets represent the actual information processing equipment used
to support the information and process assets. Examples of types of physical assets are:
critical network infrastructure, paile PCs and data centefsssets of a WBAN
application include sensor devices, information collected by the sensor devices, and
server instances which are used to process and store the data. If the application
interfaces with any external services such as {péndy libraries or hird-party
application services, these also need to be taken into consideration during the asset
identification process. The assets will be documented isdherity and privacy risk
assessmemeport, along with the date that the assets were ident#retithe name of

the persons with their role as presente@iable Appendix B1 undersection3. Figure
Appendix B 4 illustrates the list of assets for general WBAN applications which can

be used as a starting point for the asset identificatioocess:
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WBAN Application
Assets

i+ Operating system
1

H
7= Software libraries
+=- Application software
H
® Sensor ! 7 - Processing
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device : Device resources t- Memory
: e/ o)
5" Data collected from the sensor device
H
Wireless @ ‘-~ Device identity including location information
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i

Application software =~ 1

|
Processing ™5 | Web Serivce @
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......
Storage’ - Application software
|
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“=-Server resources — ~~Memory
1o
E ““Storgae

Figure Appendix B- 4: List of assets for WBAN applications
2) ldentify and documentthreats: A threat isany circumstance oevent withthe

potential toimpact application assets by exploitingunerability adversegl A threat
eventoriginates from ghreat sourceNIST 80030 defines a threat sourcefale intent

and method targeted at the intentional exploitation of a vulnerability or a situation and
method that may accidentally trigger a nué r a b (NIST:80G/30, 2012) Threat
sources can be adversarial or vamlversarial. Adversarial threats are initiated by
individuals, groups, organisations, or natgiatesvho have the technical capabjlib

attack an application to gain access to the information, the network or other computing
equipmentThe group of people who carry out adversarial threats are known as threat
agents/actors. A threat agent can be inside the organisation, or externassuch
cybercriminals and hacktivists. During the risk analysis, the following considerations
needs to taken into account: the threat

and the potential gain from an exploitdditionally, an organisation als needs to
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consider noradversarial threatsuch asa natural event, to support high availability
technical failure of any component, software and capacity saturation.

To identify threats to a WBAN application, the assessor team comprised efhinetl
lead,softwarearchitect,productowner, and gniorsoftwareengineemeeds to perform
the following three steps:

a) UsingTable Appendix ELin AppendixE, select the threats related to the assets
you have identified.

b) As the threat landscaps changing rapidly, it is recommended to check for
newly discovered threait the time wherthe threat identification process is
being conduced To gather information about newly discovered thgethie
assessor team can use various sources such as reséateb, dlog posts,
opensource platforms such as OWASBovernmental agencies such as-US
CERT?, European Union Agency for Cybersecurity (ENISAIST?, Federal
Office for Information Security (BS1) STRIDE, Common Weakness
EnumeratiofCWE), Common Attack Pattern Enumeration and Classification
(CAPEC), U.S. National Vulnerability Database (NVD), BSI Top 10 threats,
and Mitre ATT&CK for ICSand private organisatisrsuch as HITRUST
Additionally, threats related to technology stack udee developing the
application also need to take in consideratiBach newly discovered threat
needs to be analysed bjudying thethreat descriptionthreat agents, possible

attack scenaricsnd checing whether thesame attack scenagan occur withi

1 https://owasp.org/wwyecommunity/attacks/

2 https://www.uscert.gov/resources/cybersecusftamework

3 https://etl.enisa.europa.eu/

+ https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublicatieB80D pdf
5 Federal Office for Information Security (BSI)

6 https://hitrustalliance.net/threaatalogue/
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the WBAN application If a newly discovered threat is a legitimate threat for
WBAN applications, then the assessor team needs to identify the assets which
will be affected if the threat occurs.
c) Document below the list of items in tisecurity and privacyisk assessment
report:
1 List of threatsand respectivaffected assets
1 Date when théhreat identificatiorwas conducted
1 The name and role of the person who conducted the threat identification
3) Identify and document the vulnerabilities: A vulnerability is a weakness of an
application which could be exploited by a threat source or threat events. Vulnerabilities
can be introduced due to conscious design decisions to include or bypass a control,
errors in the design, errors during the implementation, ongvemnfiguration of the
device by the endser.Vulnerabilities need tbe identified at both the requiremers
and the designarchitecture phase To identify vulnerabilities the assessor team
comprisng of thetechnical lead, software architect, prodosner, and senior software
engineer need to perform the following steps:
a) Reviewthe list ofvulnerabiliies presented iAppendixE and selectvhich are
related to the assets identified during the asset identification process.
b) As thevulnerability landscape is constantly changing, the team also need to
check for new vulnetalities in various sources such as OWASP loT Top 10
and OWASP Mobile Top F0 Additionally, vulnerabilities related to

technology stack use for developing the application also need to take in

7 https://wiki.owasp.org/index.php/OWASP_Internet_of Things Project#tab=loT_Top_10
8 https://owasp.org/wwvprojectmobile-top-10/
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considerationDuring the review of a newly discovered vulakility, the team

needs to review the common security weaknesses and possible threat scenario
section, in order to check whether the vulnerability can be exploited by any
threat and affect any assets identified during the asset identification process.

c) Finally, the assessor team will document all the vulnerabilitiesecarity and
privacy riskassessmemeport. This report will include the vulnerability name,
affected assets, name and role of the person who conducted the vulnerability
identification pocess and the date when the vulnerability identification process
was conducted.

4) Identify and documentthe adverse impacts:An adverse impact of a security breach
can be described in terms of loss or degradation of confidentiality, integrity, availability
and privacy of data. TIR 57 outlines a set of questions to identify the adverse impact of
compromised assets. This framework has extended those questions by the addition of
point d) below:

a) What is the impacif t h at asset 6s compronfisd, chednthei al i t vy
information it containeds makeavailable to an attacker?

b) Whatisthe impadft hat as s e tcdmpromisedt egr ity i s

c) What is the impadf that asseis madeunavailable?

d) Whatisthe impadft hat as s edcodmomsd?i vacy i S

e) Canthe immediate impact of@mpromisedsset lead to another type of attack
or vulnerability?

The members of the assessor team will review each threat and vulnerability and ask the
above questions to identify the adverse impacts. For example, if theeatt@ckches

a DoS attack on the webserver and makes the service unavailable, it will have an impact
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on the service operation and business mission. Finally, the team will document the
adverse impact of each threat and vulnerability in gbeurity and privey risk

assessmemeport.

4.1.3.2 Risk Evaluation and treatment

Therisk evaluation process halpn organsation to determine whether the identifidateats

and vulnerabilitiegre acceptable or nby calculatinghe impact and likelihootkvel. As the
calculation of the impact and likelihood of the risk will be subjective, organisations can employ
additional resource or onboard external expert to conduct the calculation. Onboarding
additional resource will help to mitigate the bias and assure the uevditly of calculation.
Alternatively, orgnisationcanudei nary approach fpossibleo or
risk. During risk evaluation using a binary approach organisation can use information obtained

from the below sources:

1 published standds

1 security and privacy investigation reports

1 data from similar applications already in use, including publicly available reports of

incidents

1 expert opinion
Furthermore, risk treatment will help an organisation to decide howueacikceptable risk will
be addressed. Theganisationshould include the team memberssented iTable Appendix
B- 1 comprised of the technical lead, product owmeoject managerand senior software
engineerto perform thesecurity and privacy rislevaluation and risk treatmenEigure
Appendix B 5 illustrates the steps to condgecurity and privacy riskvaluation and risk

treatment.
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Risk evaluation

Input

| Determine impact |

1. list of assets,
threats, vulnerability,
adverse impacts
2. Risk analysis

[Determine Iikelihood\

Y

Calculate risk score

approach
]
Define risk List of
acceptability criteria unacceptable
risks

Risk Treatment

Risk
Yes modification

v

List of risks which require
controls for mitigation

Is the risk to
be mitigated with
a control

Y
Output
1. List of acceptable risk with rationale
2. List of unacceptable risk with risk score
. List of unacceptable risks are shared, avoided and modifie
4. List of unacceptable risks which require controls for
mitigation
Figure Appendix B- 5: Steps to conduct a risk evaluation and risk treatment

1) DetermineImpact

Impact refers to the extent to whi athreat event might affect theapplication Impact

assessment criteria may include

1 Loss of assets

9 Operational impacts
1 Harm to user health
1 Reputationaharm

I Financialloss

The assessor team also needs to gtenimpader t h
score of a threat. An assetods valuation wil!/l

importance of that asset to fulfil the business objectives, the replacement value of the asset and
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the business consequence due to the asg® lbst or compromised. For example, a physical
attack on a sensor device or a database will have different impacts on business operations. A
physical attack on a sensor will only compromise that particular sensor device. If the database
is compromisedrad data is lost, then it will have a much larger impadirancial, reputatio,
regulatory consequences and the operation of the appliciabie Appendix B 3 outlines

the assessment scale for calculating impact sdéireally, the impact score for each threat and

vulnerability needs to be documented in $keurity and privacy risassessment report.

Table Appendix B- 3: Assessment scale for Impact

Qualitative Semiquantitative Impact to Objectives
Values Values
scale bins

Very Low (1) 0-4 0 Threat event will have negligible adverse effects on application opera
business goal, loss of assets

Low (2) 5-20 2 Threat event will have limited adverse effects on application operat|
business goal, loss of assets

Medium(3) 21-79 5 Threat event will have serious adverse effects on application opera
business goal, loss of assets

High (4) 80-95 8 Threat event will havecatastrophic adverse effects on applicatig
operations, business goal, loss of assets

Very High(5) 96-100 | 10 Threat event will have multiplecatastrophiceffects on applicatior
operations, business goal, loss of assets

Table Appendix B4 illustrated an example for identifying the impact level of physical attack
on a sensor node. During the calculatithre impact level value is assigd to each impact
factor. Finally,the overall impact level score is calculated by takihg average of all the
factors value. So, the overall impact leveldphysical attack othesensor device is calculated

asin Medi.umo

Table Appendix B- 4: Impact analysis for physical attack on a sensor node

Impact Level
Impact factor Impact description ‘_ Semiquantitative
Qualitative -
scale bins
Loss of assets Only the sensor device will be lost Medium 30 5
Operational impacts | Only the sensor device will be out of operation, it W Medium 30 5
not severely affect the overall application operatior]
Harm to user health Only the person who is using the device will be in r| Very High 100 10
Reputational harm Loss of a single sensor device will not create sey Medium 20 5
reputational harm
Financial loss !_oss of a single device will have limited financii Low 10 5
impact
Average Medium 70 5.2
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2) Determine Likelihood

The lkelihood represents tharobability that athreat eventvill occur by exploiting one or
more vulnerabilities. To estimate the likelihood, the assessor team needs to consider factors

such as:

1 Adversary intent

1 Adversary skill level

1 The affected asset

1 Historical evidence about the threat

The same threat can have a different likelihood score based on the source of the threat and
assets affected. For example, a DoS attack is a widely known attack in WBAN applications
which compromises the availability of tiaeeb server and sensor devices. Initiating a DoS
attack on a web server will be easier than launching the same attack on the sensor device
as a sensor device attack will require the adversary to have advanced level skills and tools.
In this scenario, thelelihood level of an attack on the web server will be different to that

of an attack on the sensor. So, during the assessment the assessor team needs to assign the
likelihood level based on the available evidence, experience and expert judgbabént.
Appendix B 5. outlines the assessment scale for calculating likelihood IEvdlly, the
likelihood level for each threat and vulnerability needs to be documentéd security

and privacy rislkassessment report.

Table Appendix B- 5: Assessment scale for Likelihood

Qualitative Values Semiquantitative Values Likelihood score definition

scale bins
Very Low (1) 0-4 0 Highly unlikely to threat event occurs or exploit the vulnerabilit
Low (2) 5-20 2 Unlikely to threat event occurs or exploit the vulnerabilities
Medium(3) 21-79 5 Somewhat likely to threat event occurs or exploit the

vulnerabilities

High (4) 80-95 8 Highly likely to threat event occurs or exploit the vulnerabilitieg
Very High (5) 96-100 10 Almost certain to threat event occurs or exploit the vulnerabilit

201



Implementation Process

Table Appendix B6 illustrated an example for identifying the likelihood level for DoS attack
on a web server. During the calculatitrelikelihood level value is assigned to each likelihood
factor. Finally,the overall likelihood level score is calculated by takthg average of all the

factors value. So, the overall likelihood level for likelihood is calculatégdvasy Higho.

Table Appendix B- 6 : Likelihood analysis for DoS attack on a web server

Likelihood Level
Likelihood factor Likelihood description ‘_ Semiquantitative
Qualitative -
scale bins
Adversary intent Make the whole application unavailable Very High 100 10
Adversary skill level Requires mediurtevel skill to launch the attack High 90 8
Affected asset All assets that depend on the web ser Very High | 100 10
including the web server itself
Historical evidence Very common and weknown attack for webh Very High | 100 10
server
Average Very High | 97.5 9.5

3) Calculate risk score

The aim of this stage is to calculate the risk score based on the impact and likelihood of threats
and vulnerabilities. Appendix | of NIST 88D details how to calculate the risk score by
multiplying impact times likelihoo@NIST:80030, 2012) Alternatively, the team can use the
CVSS risk score calculator to calculate the risk s@&I8T, 2020) A sample risk score matrix

using a qualitative assessment approach and the risk score calculation from NHST i800
presented ifTable Appendix B 7 . Finally, the risk score needs to be documented in the

security and privacy riskssessment report.

Table Appendix B- 7 : Rrisk score matrix for qualitative approach

Likelihood
Very Low (1) | Low (2) | Medium (3) | High (4) | Very High (5)
Very High (5) 5 10 15 20 25
High (4) 4 8 12 16 20
g Medium (3) 3 6 9 12 15
E Low (2) 2 2 6 8 10
Very Low (1) 1 2 3 4 5
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4) Risk acceptability criteria

Risk acceptability criteria will help the organisation to identify whether the threats and

vulnerabilities are acceptable or unacceptable based on a set of criteria defined by the security

evaluation team. There are no standard guidelines available te dbénset of criteria.

However, the team can consider various factors while defining the criteria such as;

1
1

1
1

The agansationd goak and objectives

Business operations

Application use case and operation

The technology stack used for developing the appdicat
Legal and regulatory aspects

Budget and time frame for developing the application

Table Appendix B8 outlines thesecurity and privacy riscceptability critea based on the

risk score calculated using the qualitative approach. The proposed criteria treat the risks with a

low or very low sore as acceptable risks, and risks with medium, high and very high as

unacceptable risks. If required, the evaluation team can also make a judgment on the selection

criteria. For example, a natural disaster on the database server can have very highitmpact

medium likelihoodwhich makes

Table Appendix B- 8: Risk acceptability criteria (Qualitative approach)

Risk Score Semiquantitative Description
Values
scale bins
Very Low 0-4 0 The risks are acceptable. Plans to reduce and mitiyatéskshould be included in

future plans and budgets

Low 5-20 2 The risk may be acceptable over the short term. Plans to reduce and mitigate risk

be included in future plans and budgets.

Medium 21-79 5 The risk is unacceptable. Measures to reduce and neitlgmtisk should be implemente

as soon as possible.

High 80-95 8 The risk is unacceptable. Immediateasures to reduce and mitig#terisk should be

implemented as soon pessible.

Very High 96-100 10 The risk is totally unacceptable. Immediate measures must be taken to nitigak.
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To mitigate this threat, an organisation might need an additional database server as a backup
which will incur additional costs and resources. In this scenario, the team might decide to treat
this risk as acceptable for a certain period. If the team nthisstype of adjustment on the risk
acceptability criteria, then each affected risk needs to be documented along with the rationale
in thesecurity and privacy riskssessment report. Finally, all unacceptable and acceptable risks
with the rationale neeatbe documented in tleecurity and privacy riskssessment report.

5) Risk Treatment

Upon identifying the unacceptable risks of the application, the next task is to identify what
measures will be required to address these i&k&. Treatment is the proceskselecting and
implementing measures &oldress thesk. There are three options available fiskritreatment
measuresvhichinclude

1 Risk modification:A risk which requires implementation of safeguards or controls to
reduce the impact and/or likelibd to an acceptable level.

1 Risk avoidanceA risk can be avoided by eliminating the source of the risk or the asset
exposed to the risk. This is usually applied when the severity of the risk impact and/or
likelihood outweighs the benefits gained from ingohenting the countermeasure. For
example; physically moving an @remises information processing facility to an
alternative location to mitigate the risk caused by nature might be outweighed with the
cost of moving the facilities.

1 Risk sharing A risk can be fully or partially shared or transferred to another party. If
the application is using any thimhrty libraries, thirgparty devices or public cloud
services, risk related to these can be shared or transferred to the owner of the service.

For example, while developing a clebdsed application, risk related to disk
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encryption of the database can be transferred to the cloud service provider to mitigate
the risk.
Thesecurity and privacy riskvaluation team will evaluate each unacceptabletaking the
above possible risk treatment options into account. This will result in a Istooirity and
privacy risks whichsecurity and privacy risgontrols. Finally, the team will also record the list
of risks that requiresecurity and privacy sk controls, shared risks and avoided risks with

rational in the risk assessment report.

4.1.3.3 Update security and privacy requirements

The goal of this stage is to update the security and privacy requirements with thesestsriby

and privacy risk, identfied in the previous stage, which require secuaitg privacycontrols

to mitigate.The list ofsecurity and privacyisk controls outlined in Appendix B can be taken

in considerationAs risk analysis on the requirement analysis stage uses the initéalgpr
requirements, the updated secustyd privacyrequirements will feed into the final product
requirements for the application. The following security and privacy requirements can be used

as a starting point:

1 Assure data confidentiality bgrotectng sensor nodeandbr databaseserver from
unauthorised access and leaking whdkgta is atrest. Use access control and an
authentication process to protect from unauthorised access

1 Assure data integrity by protecting data from external modificatimimgtransmission
or while in storageUse data encryption and checksum check to assure data integrity

1 Implement proper authentication and authorisation process to check the identity of the
user before allowing access to the data

1 Assure that data will be alwagsailable to an authorised entity of the application
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1 Assure privacy of the data during collection, processing and transmission. Allow access

of the data only to authorised entities

1 Use alightweight, memory and enerfef§icient cryptographic algorithm f@ncryption

1 Facilitate a key management servicekey generation, key refreshing, key agreement,

key distribution and key revocation

1 Include a firewall and intrusion detection system to identify and block suspicious

activity on a network
1 Include proper logging techniques for auditing and accountability
1 Include data backup strategy to assure high availability of the application

1 Assure physical protection of all identified assets
After identifying the security and privacy requirements beiwo tasks need to be conducted:

1 Update the initial product requirements with secuaityg privacyrequirements

1 Document the securitgnd privacyequirements in the security assessment report
4.1.4 Risk assessment at the system architecture phase

The objective of conductingrisk assessmeit thesystem architecture phaisetoreview the
system architecturéjentify thesecurity and privacy risk evaluate the identifieskcurity and
privacy risks, apply risk treatment to identify treecurityand privacy risk which will require

controls to mitigate andpdatethe securityand privacyrequirements. Thepdatedproduct

requirementssystem architecturandrisk assessment approach will be taken as an input to

this phaseFigure Appendix B 6 illustrates the steps to conduetsecurity and privacy risk

assessmerat thesystem architectunghase.
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Input
1. Product requirements
2. Security and privacy
requirements
3. Risk assessment approach

Review of system architecture |

Check all security
and privacy requirements
and design principles
addressed

No

v

Risk analysis

Identify and document
assets

Identify and document

threats List of

risks

Identify and document
vulnerabilities

Identify and document
adverse impacts

Implement security and privacy
requirements and design
principles

Make necessary
update on architecture

Yes Check any
changes require in

architecture

1. List of assets, threats, vulnerabilities and adverse impact

I-security-p-]

Risk evaluation and
treatment

[ Determine likelihood |

[ Determine impact |

Calculate risk score

A
Define risk
acceptability criteria

v

[ Risk treatment |

I
List of risks require
control to mitigate

¥

Updated security and
privacy requirements with
product requirements

2. List acceptable and unacceptable risk with rationale
3. List of risk require control to mitigate
4. List of security and privacy requirements

Figure Appendix B- 6: Risk assessment steps in the system architecture phase

Below is the list of key task#hat will be conduced during thesecurity and privacy risk

assessmerat thesystem architectunghase:

1 Review system architecture according to security principles anudlityeand privacy

requirements identified isection4.1.3.3

1 Apply security and privacy risinalysis to identify theecurity and privacy risk

1 Evaluate eackecurity and privacy risto identify acceptable and unacceptablesisk

1 Apply security and priacy risktreatment to identify the list of unacceptab&zurity

and privacy risk which will require securitgnd privacycontrols to mitigate

1 Updatesecurityand privacyrequirementsnd product requirementgth unacceptable

risks

1 Check whether any uptiato the current system architecture is required due to newly

identified securityand privacyrequirements. If yes, then make necessary changes to
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the system architecture and conduct risk analysis followed by risk evaluation and

treatment.

The rest of theection is organised as followsectiond.1.4.1provides guidance on designing
and reviewing the system architectu&ection 4.1.4.2 provides guidancen identifying
security and privacy riskby conducting risk analysis whilgection4.1.4.3details steps to
evaluate anareate areatment plan fosecurity and privacy risk Finally, section4.1.4.4

outlinesthe list of securityand privacyrequirementshatneed tdbetaken into consideration.

4.1.4.1 Review system architecture
The system architecture is a conceptual representation of refagpisasd interactions between
various elements required to develop the application. During the system architecture review,

an organisation needs to consider the following three steps:

1 Review thesystemarchitecture for compliance with architecture secudgsign
principles. To review system architecture, organisatisimould take the following
design security principles into consideration:

o ldentify whether each component of the application will interface externally or
internally or both

o ldentify how theuser will access each component of the application and define
the trust boundary of user access

o Define the trust boundary while interfacing each component

0 Use least privilege principle while accessing and interfacing any component

o0 The threats and vulnerdibies identified in the requirement analysis phase take

in considerations while designing the security capabilities
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Identify the use of any thirdarty components and their security capabilities
that will be used to develop the application

Define the sdfvare technology stack at the application level

Define the programming technology that will be used to develop the application

Keep the system architecture as simple as possible

1 Review the system architecture dssurethat all securityand privacyrequiranents

identified insectiord.1.3.3are implemented

1 Upon review of the system architecture check all secantyprivacyrequirements and

security design principleare implemented properly. If any securiénd privacy

requirements and design principles are not implemented, then implement the missing

one and iterate the review process.

4.1.4.2 Security and privacy r isk analysis

To conductisk analysisin system architecture phasiee following four stepaeed tgperform.

Among these four tasks, identifying the threats and vulnerabilities steps can be performed in

any order.

1) Identify and document the assetsTo identify and document the assets in th&tam

architecture, the assessor team should conduct the following steps:

a. Check whether any new asset is discovered compared to the list of assets

identified during the requirement analysis phasseiction4.1.3.1

b. Document the complete list of assets with newly discovered (if any) in the risk

assessment report

2) Identify and document the threats:To identify and document the threats at the system

architecture phasehé assessor team should conduct the following steps:
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a. Follow the steps outlined section4.1.3.1to identify thethreats

b. To identify threats for any new assets itfged at the architecture phase, the
assessor team should consider the follovgitegs:

i. If the asset is available ifable Appendix EL in AppendixE, then get
the respective threat name from the list

ii. If the asset is not available Trable Appendix EL in AppendixE, then
get the respective threat from an external sources suchsaarch
articles, blog posts, opesource platforms such as OWASP
governmental agencies $uas USCERT, European Union Agency
for Cybersecurity (ENISAY and NIST*2

c. Document the complete list of threats, including newly discovered threats (if
any), in the risk assessment report

3) ldentify and document the vulnerabilities: To identify vulnerabilitiesat the system
architecture phaséhe assessor teashould conduct the following steps:

a. Apply an attack tree or threat modelling appro&HRIDE and LINDDUN are
the mostsuitable threat modelling method3ection2.4.2 underAppendix D
outlines guidace on how to conduct threat modellibgsed on STRIDE
methodologyand use attack trees to identify vulnerabilities in a WBAN

application

¢ https://owasp.org/wwyecommunity/attacks/

10 https://www.uscert.gov/resources/cybersecusftamework

1 https://etl.enisa.europa.eu/

12 hitps://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublicatioB86N pdf
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b. Check if there are any additional vulnerabilities to those in the list of
vulnerabilities identified during the regqaments analysis phase #ection
4.13.1
c. If yes, then record the newly discovered vulnerabilities with description and
possible countermeasure (if available) ind$keurity assessment report
4) Identify and document the adverse impactsTo identify the adverse impact of newly
discovered threats and vulnerabilities, the assessor team can reuse the questionnaire and

process outlined in the requirement analysis phaseséstiend.1.3.)).

4.1.4.3 Risk Evaluation and treatment

To identify the treatment for theecurity and privacy riskidentified at the system architecture
phase, the team shid follow the steps outlined isection4.1.3.2 There now follows a
summary of the steps that neecctmductto complete a risk evaluation and treatment at the

system architecture phase:

1 Follow the steps outlined isection4.1.3.2to determine thempactof threats and
vulnerabilities

1 Follow the steps outlined isection4.1.3.2to determine theilkelihood of threats and
vulnerabilities

1 Follow the steps outlined sectiord.1.3.2to calculatethe iisk score

1 Follow the steps ofisk acceptabilitycriteria outlined insection4.1.3.2to identify the
acceptable and unacceptabézurity and privacy risk

1 Follow the steps of risk treatment outlined section4.1.3.2to identify the list

unacceptale riskwhich will requiresecurity and privacy riskontrol to mitigate
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Finally, document the updated product requirements, list of acceptable and
unacceptable risk alongith risks that requiresecurity and privacy riskontrok for

mitigation, in the risk assessment report

4.1.4.4 Update security and privacy requirements

Follow the steps outlined isection4.1.3.2to develop the security and privacy requirements

for the unacceptable risks which require controls to mitigate. Update the product requirements

with the updated security and privacy requirements. If the updated security and privacy

requirements require modifications to the system architecture, then cdhduftillowing

steps:

4.1.5

Make necessary modificatisto thesystem architecture
Iterate the risk analysis and secudtyd privacyevaluation with treatment process until

the securityand privacyrequirements are addressed in the system architecture.

Security and privacy risk assessment report

The result of theecurity and privacy risassessmemteeds tdedocumengdin a report The

reportshould includehe following properties:

Scope of the risk assessment
Team members who conducted the asklysis and date

Team members who conducted #eeurity and privacy riskvaluation and treatment

with date
Initial product requirements
Selected risk assessment approach with rational

List of assets identified in the requirements analysis and the sgsthitecture phase
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1 List of threats and vulnerabilities, along with their descriptiorpact and likelihood
scorethat were identified in both the requirement analysis and the system architecture
phase

1 The adverse impact of each threat antherability identified at both the requirement
analysis and the system architecture phase

1 Risk acceptability criteria with rationale for both the requirements and system
architecture phases

1 List of acceptablsecurity and privacy riskwith rational

9 List of unacceptablsecurity and privacy risk

1 List of unacceptablsecurity and privacy riskto be shared or avoided

1 List of unacceptableecurity and privacy riskwhich require controls to mitigate

9 List of securityand privacyrequirements identifiedtdoth the requirement analysis

and the system architecture phase

4.2 Security and Privacy Risk Controls

Securityand privacyrisk controls are safeguards or countermeasures whose purpose is to
mitigate the threats and vulnerabilities to an applicafitne efectiveness of the control will
depend on the circumstances, the business goals, the types of hardware and software
components and their failure modes, and on the criticality of the specific requirements for the
application.Organisations should form @am to identify theecurity and privacyisk controls

to mitigate the unacceptable risks which require controls for mitiga&ioorganisationshould

include all assessment team memberprasented infable Appendix B 1. The team is
comprised of the product owngaroject managertechnical lead, senior software engineer

developerQA engineerand QA teamThe purpose of this stage is to select, implement and
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verify security and privacy riskontrols.This stage will take a list of unacceptable risks which
require securityand privacycontrols to mitigate as the input and produce an application that
has al the necessargecurity and privacy riskontrols implemented and verifie@igure
Appendix B 7 presents the steps for the selection and implementation of contritigate

the unacceptable risks.

Input
1. List of unacceptable risks which require
control to mitigate

Security and privacy risk control

Check
whether
controls arise
safety risk

Selection of security
and privacy risk
controls

Conduct safety risk
analysis in parallel
according to 1SO 14971

Record the list of security
and privacy controls as
report

Review & Prioritise
the controls

Review of security
and privacy controls

=1
)
&
=
2
<
8
o
§ o o B 3
Implementation of | ¢ . Perform Code Record Unit-test and > @
P Review & Unit [ iew ol
the controls ! code review result 5
testing 3
=
| &
‘ £
Software integration Fix the software related Implement the control as s
testing failure case with outline in *E‘
appropriate measure WBANSecRM 3
- framework A
Perform functional
testing / Black-box No A6
testing / Unit-test
Yes

Failed due
to inappropriate
implementation of
the control

L
Output
1. Application with implemented and verified
security and privacy control

Figure Appendix B- 7: Selection and implementation process of securitgnd privacy risk control

Require
additional
control

4@) Yes

No

The remainder of this section is organised as foll@sstion4.2.1provides guidance on how

to select appropriate risk contrdtdlowed by sectior}.2.2provide guidance to identify risk
arising from risk controlsSection4.2.3details how to priorige the risk controld~ollowing

this, section4.2.4details the steps to implement the controls and verify the implementation of

controls by conducting code reviewdannit testing.Section4.2.5 outlines the criteria for
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reviewing the risk controlSection4.2.6 outlines the steps to conduct software integration
testing. Finally section4.2.7details what needs to be included in $leeurity and privacrisk

control report

4.2.1 Selection of security and privacy risk controls

The aim of this stage to identifsecurity and privacy riskontrols to mitigate threats and
vulnerabilities. Below are the steps that should be conducted in order to select theiaepropr

security and privacy riskontrols:

1. Select the recommended controls for each threat and/or vulnerability presérabtein
Appendix E1 underAppendixE
2. If the threat and/or vulnerability is not listedTiable Appendix EL underAppendixE,
then follow steps 2a and 2b to identify the controls;
a. If a threat or a vulnerabiiit was identified from external sources such as
OWASP, NIST, ENISA and UEERT, then check these external sources for
ARel at ed , @ diRotential | Mitigation® or read their respective
description to identify the possible countermeasure for that tteeator
vulnerability
b. If a threat or vulnerability was identified using any threat modelling tools, then
check the description provided by the threat modelling tool for possible

countermeasures

Additionally, it is essential to check whether any of thectetecontrols can give rise to any
safetyrelated risks. As the goal of this framework is only to identify and mitigate the security
and privacyrelated risk, the organisation need to separately conduct safety risk analysis by

using guidelines provided bAsO 14971(BSI, 2009)to mitigate the afety related risks.
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Finally, document eacbkecurity and privacy riskontrol along with the respective threat and

vulnerability name in theecurity and privacy riskontrol report.

4.2.2 Risks arising from risk control measures

The organisationshould seeko balance usability, device safety, and device secanty
privacy to assurethat the controls are appropriate for the intended users and any systems to
which the device is connected. Related decisions and-ofégleshould be documented. It is
possiblethat new risks of harm could be unintentionally added to the system due to the
implementation ofthe controls For example use of password authentication which adds
unacceptable delay in accessing the device during an emergency. Each proposed risk control

should be anabed for the potential of introducing new safetgcurity and privacy risk

4.2.3 Review and prioritise the security and privacy risk controls

After completing thesecurity and privacy riskontrol selection process, the next task is to
review he implementation details of each control and prioritise them. The review and

prioritisationof thesecurity and privacy riskontrols should be conducted as follows:

1 A team, comprised of a technical lead, a developer, and a QA person will review the
implementation details presentedAppendixC for each of thesecurity and privacy
risk controls
1 Gather initial understanding of the resources required to implementritrelco
1 Prioritise thesecurity and privacy riskontrols based on below factor:
0 Risk score level
o Product delivery plan and timeline of the project
o0 Go to market plan

0 The priority of each use case
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o Complexity, time and resources required to implement eachrity and
privacyrisk control

1 Alternatively, use expert consensus to prioritisegbeurity and privacyisk control
based on the relationship between multiple risks mitigate by one or more control

1 Upon completion of the review and control prioritisation, the list of selected controls,
along with their respective implementation details and prioritisation, should be
documented in theecurity and privacy riskontrol report

1 Finally, handed overthe lst of selected controlsaalong with their respective

implementation details and prioritisatitmthe development team for implementation
4.2.4 Implementation and verification of  security and privacy risk controls

In the development phase, the developer willlemgent and verify each of the selected security

and privacycontrols. During the implementation of tilsecurity and privacyisk control,
developers should consider secure coding practices. Secure coding practices help reduce the
chance of introducing unwaged vulnerabilities during development. The developer will use
organisation defined secure coding practices if available; otherwise the developer can follow
the secure coding guidelines provided below. Finally, to verify whether controls have been
implemented properly, code review and unit testing should be condtaiteded by usability

testing using the guidelines provided by IEC 62366

Secure coding guidelines

1 Validate input from all data sources

1 Compile code using the highest warning level availabléhe compiler andtake

necessary action to resolve the warnings

1 Use version controlling to track changes made to the code
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1 Sanitise thenput to SQL statements. Use parameeetiSQL statements. Do not use
string concatenation or string replacement tddob80QL statements.
1 Use the latest version of compilers, which often include defences against coding errors;
for example, GCC protects code from buffer overflows
1 Include proper error/exception handling. Check the return values of every function,
especiallysecurityrelated functions. Also, check for leakage of sensitive information
to untrusted users
1 Encode HTML inpufield data Attackers use malicious input to conduct XSS attacks.
Encoding of everyussuppl i ed input can pr evoennt t he
interpreting these as executable code. Do not store sensitive data in cookies
1 Encrypt all confidential data using strong cryptographic technidues a published
and strong cryptographic algorithm with a sufficiently long key
1 Use code analysis tools find security issues early
Code Review:Code review is an effective technique to examine the source code to minimise
the coding error and reducing the risk afinerability exposureuring the implementation
phaseof software developmengecure coding ydelines also need to be considered during
the code review process. Code review can be performed manually and/or by using an automated
tool. To conduct a manual code review, organisations need to assign an experienced person
from the development team. Tonduct a code review using an automated tool, an organisation
needs to select the tool based on the technology stack. There are various automated code review
tools available such as; SonarQuibg\V Security AppScanCode Dxor Veracode which
support a wider range of technology stacks.
Unit Testing: Unit testing is a testing method which helps to test an individual unit or

components of an application. The goal of unit testing, from a security perspective, is to verify
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that ech implemented control effectively mitigates its resped®eurity and privacy risk

Usually, the unit test case is written by a developer with the help of the QA team. Sample
acceptance criteria for urtiésts are present ifable Appendix B 9: . The example below
details the test t o v &\eadkAuhentidateon Schhetmeei € opmao @& M
implemented.

Sample use casdJser login withusername and password

Test objectives:Verify that the identity requirements for user authentication are aligned with
business and securignd privacyrequirements

Sample a&ceptance criteriafor unit -test

Table Appendix B- 9: Sample acceptance criteria for Unit testing

ID Test case Expected result
TESTO1 Testing for Valid user/right password Successful authentication response
TEST02 Testing for valid user/wrong password Authentication failed due tthewrong password
TESTO3 Testing for a nonexistent username Authentication failed due to invalid username
TESTO04 Testing authentication with blank passwords Authentication failed due to empty password supplied
TESTO05 Attempt to log in with an incorrect passwdialirtimes | Account locked out due to maximum try withe wrong
password. Please contalee administrator.

If the code review or unit test identifies any secuahd privacycontrol failures, then the

developer needs to conduct the following steps in order:

1 Review the reason of the failure based on the scenario presented in 4&cton
1 Take necessary action to address the failure case as described indg2diion
1 Conduct code reew and/or unit test again to check whether the failure case is

addressed

Finally, the result of the code review and the unit testing needs to be documentesgutitg

and privacy rislcontrol report with the updated list of controls (if any hew cdntsre added).
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4.2.5 Review of security and privacy controls

The aim at this stage is to present a list of reasons which can cause a secuptvacy
control to fail. During the review of the control failures, the following considerations need to

be taken ito account in order to identify the root cause of the failure:

1 The control was not properly implemented according to the implementation guidelines
outlined inAppendixC. In that case the developer needs to implement the control again
according to the implementation guidelines

1 Appropriatesecurity and privacyisk control was not selected for addressing the threats
and/or vulnerabilities. If the appropriate control is nodikble in Appendix C then
analyse external sources such as NIST-BB0ISO 27005, OWASPAutodesk
continuoughreat modellingleveloper checklist and blogs or appropriate control and
implantation details

1 The developer did not follow appropriate secure coding practices during

implementation oecurity and privacy riskontrol
4.2.6 Software integration testing

Software integration testirig a level of sftware testing where individual units are combined
and tested as a group. Integration teslp to identify whetheindependently developed units
of software work correctly when they are connected to each titegration testing can adopt
different aproaches, such aBjack Box Testing, White Box Testing and Gray Box Testing

methods. During software integration testing, the developer needs to conduct two key tests:

13 https://github.com/Autodesk/continuctisreatmodeling/blob/master/Secure_Developer_Checklist.md

310



Implementation Process

1 Security and privacyrequirements testing to validate the securityand privacy
requirements identified during the risk assessment steps are implemented properly. This
can be achieved by conducting functional, performance and scalability testing

1 Threat and vulnerabilities mitigating testingto validate the effectiveness of the

implementedtontrols against the identified threats and vulnerabilities
The following steps should be conducted in the software integration testing stage:

1 Perform integration testing by conducting functional testing;tesit blackbox, white
box, and gray box &ing. Organisations can use one or a combination of multiple
testing approaches to conduct the integration testing based on the QA resource expertise

and availability
Example integration test cases for WBAN application:

o Verifying the interface linkbetween the login page and the home pagewhen a
0 Belbenters the credentials and logs, theyshould be directed to the homepage
o Verifying the interface link between the home page and the profile pagerofile
page should open up
o Verifying the interface link between the home page and device page on the mobile
app i.e. device page should open up and show connected sensor devices
1 If an integration test fails, then check whether it failed due to inappropriate
implementation of the security andvacy risk control
o If no, then take appropriate measures to fix the software related failure case and
conduct the software integration test again
o If yes, then check whether any additional controls are required. If yes, then

review the security and priva@ontrols based on considerations presented in
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section4.2.5 of Appendix B If no, then implement the security and privacy

control as outline iMppendixC and conduct the software integration test again

4.2.7 Security and privacy risk control report

Finally, the result of the securignd privacyrisk controlneeds tdoedocumeng¢din a report

Thereportshould includehe following properties:

1 List of selectedsecurity and privacy riskontrols with their implementation details

9 Prioritisation ofsecurity and privacy riskontrols

1 List of tools used for code review

9 List of unit test cases for easkcurity and privacy riskontrol

1 Result of code review and usésting with list of actions taken to address if code
review and/or unit test failed

9 List of tools and testing methods used for software integration testing

1 Resut of software integration testing

9 List of actions taken if the software integration test failed

4.3 Evaluation of Overall Residual Security and Privacy Risk Acceptability

Upon completion of theecurity and privacsisk control implementation and verificatistage,

the overall residuaecurity and privacyrisk eeds t o be assessed. Eval
overall residuasecurity and privacy risks a complex process as determining how an attacker

will exploit the application and the severity level of the exploit, is difficult to assess. According

to the TIR 57 standard, an organisation can employ security testing techniques such as
vulnerabilityscans anfdr penetration testg to assess the overall residsaturity and privacy

risk of an applicationAdditionally, organisation can also conduct assessment of the system

security configuration and hardening configuration files to mitigate thelpp@ssilnerabilities
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This stage will takehe application withsecurity and privacy riskontrols implemented and
verifiedas input to conduct the vulnerabilgégans anfdr penetration testg. The organisation
should form a team to perform security tegtias presented Fable Appendix B1. The team

is comprised of the product owner, project manager, technical lead, software architect, senior
software engineer andhitd-party resources (if required) such as penetration testigysre
Appendix B 8 presents the steps for evaluating the overall resgk@lrity and privacy risk

of the application.

Input

1. Application with implemented control

Evaluation of Overall Residual Security and Privacy Risk Acceptability

lConduct vulnerability scanning]=

and/or Penetration Testing | /[ Revi
+ eview of the control |7

[ Review test result ] Existing threat
- Implcmcnt the
risk control

control acceptability report

Identify the control to
mitigate the threat

No

No *

Overall residual security and privacy risk

Get implementation details of the risk
control from external source

Li

Output
1. Ready to launch the application

Figure Appendix B- 8: Steps for evaluating the overall residual securitynd privacy risk acceptability

The remainder of this section is organised as follows; sedti®i provides guidance for
conducting vulnerability scanning and/or penetration testing. Setto2details the steps to
review the test results and take necessary actions to mitigate if any additional threats are

identified Finally, sectiom.3.3 details what needs to be documented.
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4.3.1 Conduct vulnerability scanning/penetration testing

Vulnerability scans and penetration tegtare very different from each other, but bbserve
important functions foevaluating the implementesecurity and privacy riskontrols. An
overview of vulnerability scanning and penetration testing, and possible tools that can be used

to conduct this testing, is presented below.

Vulnerability scanning: A vulnerability scan only discovers known vulnerabilities; it does not
attempt to exploit a vulnerability but instead only confirms the possible existence of a
vulnerability. An organisation can conduct vulnerability scanning using an automatedttool

some manual supporifable Appendix B 10 illustrates the list of possible tools for
vulnerability scanningA vulnerability scans a very quick, costffective way to perform

testing and can be made an automatic process for periodic testing using an automatic tool. The
limitation of vulnerability scanning is that it ongcans for known vulnerabilitieprovides a

list of possible vulnerabilities and does not foon whether those vulnerabilities are

exploitable or not.

Table Appendix B- 10: List of tools for vulnerability scanning

Name Description License Source
OpenVAS Scanner is a vulnerability assessment ttalt is| GNU General Link]

OpenVAS | used to spot issues related to security in the servers and| Public License
devices of the network
Nikto is an opensource web scanner employed for asses| GNU  General| [Link]

Nikto

theprobable issues and vulnerabilitis web servers Public License
— Tripwire IP360 is a vulnerability assessment solution to | Commercial Link]
Tripwire - . .
wide-ranging of testing on thenetworks to spot all hie
IP360 = > . e
vulnerabilities, configurations, applications, network hosts
) Wireshark is an extensively usadnetwork protocol anaker | GNU  General| [Link]
Wireshark .
tool. PublicLicense
Aircrack Aircrack is a tool to assess tiéFi network security GNU  General| [Link]

Public License

Penetration testing Penetration testing is a security testing approach which identifies
exploitable vulnerabilities of a system, or of individual components of a syBtemetration

testing helps to r e pdcartyiagtog attadkscagaatsieapplicagianr y 0 s
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and provides min-depth analysis of security and priva®jlated weaknesses or deficiencies.
Penetration testing requires specialised skills, higher budgets and more time than vulnerability
scanning.An organisation can conduct penetration tegtiyndorming a team of people within

the organisation who have the technical expertise to conduct a penetration test. If an
organisation does not possess the required expertise, they-baardrexternal resources with

the required expertise to conduct peation testing.Table Appendix B11illustrates the list

of possible penetration testing tools.

Table Appendix B- 11: List of tools for penetration testing

Name Description License Source
Apache ab Apache ab load test toql iss® generatéhe number of GNQ ngeral Link
test request per second. This tool very useful to perform | Public License
testing and DDOS attack scenario.
The Open Web Application Security ProjectZed | GNU General Link
OWASP ZAP | Attack Proxy (ZAP) is a penetration testing tool { PublicLicense
finding vulnerabilities in applications.
BURP SUITE Burp S_uite_ is a platform for performing security testi Commercial Link
of applications.
NMAP Nmap (Network Mapper) is a freand opersource| GNU General Link
utility for network exploration or security auditing. Public License
SSLScan tests for different SSL exploits, such| GNU General Link
SSLSCAN | heartbleed and the POODLE vulnerability, it also t§ Public License
thecipher suites and key exchanges.
Hydra is a rapid dictionary attacker which can | GNU General Link
HYDRA configured against over 50 different protocols. It is m Public License
brute force | commonly used for brutforcing user accounts to te
for weak passwords.
Kali is a Debiarderived Linux distribution designed f¢ GNU General Link
KALI LINUX | digital forensics ath penetration testing installed wi{ Public License
hundreds of different tools.

Organisation can use below criteria to select the appropriate method for evaluating the overall

residualsecurity and privacy riséf the application:

1 Choose penetration testing as it will provide a very high level of assurance d@ejatin

testing of thamplemented controls

1 Choose only vulnerability scanning if the application only records a limited amount of

parameters without personally identifiable information
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1 Choose both penetration testing and vulnerability scanning if time and budget allow

To condut vulnerability scanning and/or penetration testing, an organisation should conduct

the following steps:

1 Define the scope of the vulnerability scanning and/or penetration testing. The scope
will include:
o List of application useases
0 List of assets
o List of threats and vulnerabilities for which countermeasures are implemented
1 Select thetools to be used to conduct the vulnerability scanning and/or penetration
testing
1 Include external expertise (if required) for conducting the scanning and/or testing
1 Collect the result ofulnerability scanning and/or penetration iregtfor review
1 Document the scanning and/or test report in overall resgiaairity and privacy risk
acceptability report including:
o Date of thevulnerability scanning and/or penetrati@sing
o Name of people/organisation who performed the scanning and/or testing
0 Scope of the scanning and/or testing

o List of tools used for conducting scanning and/or testing

4.3.2 Review test result

After conducting the winerabilityscanning and/goenetratiortesting, the results of the testing
need tdbe reviewedPassing a penetration testinerability scanningloes not guarantee that
the application is invulnerable, however it does mean that the application is at least invulnerable

within the scope of theesting. If the vulnerability scanning and/or penetration testing are
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successful (i.e. do not record a fail), then the organisation can mark the product for launch. If
the testing/scanning fails, then the root cause of the failure needs to be analysatiuicb c

the analysis, the following steps should be followed:

1 Check whether the threat is a new threat or existing threat which was identified during
the security and privacy risk assessmanthe requirementand system architecture
phase

1 If the threat isan existing threat, then perform a review of the security and privacy risk
controls based on the considerations presented below:

o The securityand privacycontrol werenot properly implemented according to
the implementation guidelines outlined #Appendix C. In that case the
developer needs to implement the secuaity privacycontrol again according
to the implementation guidelines

o Appropriate securitynd privacyrisk cortrol was not selected for addressing
the threats and/or vulnerabilities

o The developer did not follow appropriate secure coding practices during
implementation of securitgnd privacyrisk control

When the cause of the failure is identified, take apprapna¢asures to address the
failure case and mitigate the identified threat

1 If the identified threat is a new threat, then check whether the suggested security and
privacy risk control is available iAppendixC

o Ifyes, thenimplement according to implementation details to mitigate the threat
and add the selected security and privacy risk control to the existing list

o If no, then collect implementation details from externalrees such as; NIST

80053, ISO 27005, OWASP, blogs etc. Update the existing implementation
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details list in Appendix C with the newly identified threat and respective
securty and privacy risk control with implementation guidelines
1 Upon completion of the implementation of the secudtyd privacyrisk control,
testing/scanning needs to be conducted again to verify that the control successfully
mitigates the identified threat
1 Document the action taken to address each threat in the overall residual security and

privacy risk acceptability report
4.3.3 Overall residual security and privacy risk acceptability report

Finally, the result of thevaluation of the overall residual secuatyd privacyrisk needs tde

documengdin a report Thereportshould includehe following properties:

1 Scope of vulnerability scanning and/or penetration testing
1 Team members including thighrty resources (ibn-boarded) who conducted the
vulnerability scanning and/or penetration testing and date when the scanning/testing is
performed
9 List of tools used for vulnerability scanning and/or penetration testing
9 List of threats (if identified fronvulnerability scanning and/or penetration testing)
0 List of securityand privacyisk controls implemented to address the threats
o0 List of securityand privacycontrols with implementation details collected from

external sources
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Appendix C Implement ation Guideline for Security and Privacy
Controls

Access Control

To avod the unauthorised access to gdataaccess control policy needs to be in plBetow
is the list of controls selected from different capabilities of ISO/IEC 8@81lstandard to

achieve proper access control.

Source:

NIST 80053 r5: AG1, AG2, AG3, AG5, AG6, AC-7,AC9, AG10, AG17

ISO IEC 27002 / 1SO 27799: 9.19.2.1,9.22,9.2.39.2.4,9.2.5,9.2.8.4.1,9.4.5
Guidelines:

1 Access Control Policy
o Develop an access control policy which will address purpose, scope, roles,
responsibilities and consistent with regulations {A®.1.1)
o Define and document the typessyistem accounts allowed for use within the
system in support of organisational missions and business functior®)(AC
o Specify authorised users of the system, group and role membership, privileges
for each account (AQ)
o Provide physical or logical accesentrols for the isolation of applications,
application sensitive data, or systems (3(3.4.1)
0 Assign account managers for managing system accountAC
1 Automatically disable the account when the account is expired, no longer associated

with a user or sed by the application (AQ)
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Notify account managers when an account no longer required, or user is no longer is
using the application (AQ)

Implement rolebased attributebasedaccess with proper access level for application
(AC-3)

Define the authoraion access based on the duties of individuals or useJAC

Perform periodic review of access rights, reassign or revoke privilege if necessary (AC
6, 9.2.5,9.2.6)

Enforce a limit of consecutive invalid login attempts by a user during a period.
Automatcally lock the account when the maximum number of unsuccessfuinog
attempts is exceeded (AD

Notify the user upon unsuccessful ilbaccess attempts since the last successful
login/accessinclude additional information such as; datee, location ér last login
attempt (ACG9)

Assure that user access to the application is not activated before authorisation
procedures are completed (9.2.2)

If applications or device provide default passwordemporary secret authentication
informationfor theuser, brce user to changdhis during firsttime logon (9.2.4)

Temporary secret authentication information should be unique for each user and should
not be guessable (9.2.4)

Assign a unique ID for each user and attached appropriate access rights with that ID
(9.2.3)

Use centrabed access management to manage access priv{ege?)

Limit the number of concurrent sessions for each user while accessing the application
(AC-10)
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Authorise remote access to the systebefore allowing such connections

communicating through external network (AQ)

Implement cryptographic mechanisms to protect the confidentiality and integrity of

remote access sessiqieC-17)
Access to the application program source code should be restéictes) (

Updating of program source code and associated libraries should only be performed by

an authorised user (9.4.5)
Maintain an audit log for all access to program source code (9.4.5)

Revoke user and/or device access to the application if comproqmiseide alternative

approaches if immediate revocation is neces@aBt3)

Authentication and Authori sation:

Authentication and authorisation processes are required to identify that a request originated

from a trustworthy source or user. Below is thedfgjuidelines selected form various controls

presented in ISO/IEC 800828 standard. As this standard does not provide any guidelines for

creating a strong password, so OWASP authentication guidelines are used to create a strong

passwordOWASP Authentication)Once user is successfully authenticated by the application,

it is desirable that user continue using the applinatithout reauthenticated within a certain

period. So, proper session management is required to support this feature. RFC 6749 guidelines

are used for session management using access(®k9, no date)

Source:

NIST 80653 r5: AC-7, AG11, AG12, IA2, IA-3,IA-5, IA-11

ISO IEC 27002 / 1SO 27799:2.1, 9.4.29.4.3
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OWASP Authentication guidelines

RFC 6749 The OAuth 2.0 Authorization Framework

Guidelines:

T

Implement a formal user registration andrdgistration processith a unique user 1D
(9.2.1)

If possible, mplement multifactor authenticatidor both server access and application
accesslf-2)

Implement device identification and authentication process (specified by organisation)
before providing access to the apption (1A-3)

Lock user accounts after a certain number of failed logins atteluptsg a timeperiod
(AC-7)

Retain the device lock until the userastablishes access usingauthentication
proceduregAC-11)

Implement automatic legff from the appliationif the user is inactive fom certain
period(AC-12)

Do not display a password being entef@d.2)

Do not transmit passwords in clear text over a net @k 2)

Enforce input validation foanemail address and passwd@WASP)

Maintain a record fopreviously used passwords and prevenise(9.4.3)

Validate email address by sendiig email verification link(OWASP)

Email verification link must expire after the first use or expire after 8 HQWFASP)
Enforce user to create a strgmassword by using below poli§@WASP)

o A minimum length of 8 characters
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0 Must not contain significant portions (three or more contiguous characters) of
your account name or full name

o A mix of uppercase characters, lower case characters, and numbeecal sp
characters must contain characters from at least three of the following four
categories arranged in any order

o English uppercase characters (A through 2)

o English lowercase characters (a through z)

o Base 10 digits (0 through 9)

o0 Nonalphabetic characters! @#$%"\*&;?.+

o Not more thariwo identical characters in a row
Maintain a list for commonly used, expected, or compromised passwords and update
the list when passwords are compromised directly or indirecthb)IA
When users create or update passwords verify that passwords are not found on the list
of commonly used, expected, or compromised passwords)(lIA
Enforce user to rauthenticate when device or account lock, role privileged changes
(IA-11)
Session management using access token (RFC 6749):

0 Use sessioihased JWT access token usguth for authentication

0 Generate a new access token every time user request for login

0 Use strong encryption like SH256 or AES128 for storingheaccess token

0 Set short expiry time for the access token, expiry time can be 30 mins or one

hour

0 Refresh sessiehased token before the access token is expire
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0 Usethefist at e 0 p ar a maeatioa requésowith redivect URIwdedh o r i
to deliverasessiorbased token

o Do not pass 0Auth2.0 tokens in page URLS

o Us g t field to provide a way to blacklist tokens that have been used more
than X times (perhaps even a user)

0 Use Authorization headers or POST parameters instead of URI request

parameters
Physical Protection

Implement proper safeguard &ssurephysical protection of sensor node, including storage
area and physically tamper prevention and detection. Sensor node storage area including

removable hard drive, flash drive.
Source:

NIST 80653 r5: MP-4, PE-3, SA18,5G28
ISO IEC 27002 / ISO 2779%.11.27

Guidelines:

1 Implement automated mechanisms to restrict access to the media storage area of sensor
node and audit access attempts ()P

1 Employ security safeguards for physically tampering or alteration by impterge
tamper detection and prevention within the sensor node device. Fdatpetion seals

and antitamper coating can be used for tamper detection and preventi) §ZEL8)
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1 Implement cryptographic mechanisms to prevent unauthorised disclosure and
modification of data while residing in sensor device. Use encrypted storage device or
encrypt all information on storage area (38)

1 All storage media area containing confidential information need to securely destroy
before disposal or rase of sensor devicénformation from the storage media area
need to destroy or overwritten in such way so that original information become non

retrievable (11.2.7)
Client Platform Security:

Protect client handheld device storage area such as; removable hard drive, iflash dr
Implement malicious code protection and malware detection to keep safe the device from the

attacker.

Source:

NIST 80653 r5: MP-4, SG28, St3
ISO IEC 27002/ ISO 27798.2.1
Guidelines:

1 Implement automated mechanisms to restrict access tdtia storage area of client
handheld device and audit each access attemptsi{{MP

1 Implement cryptographic mechanisms to prevent unauthorised disclosure and
modification of data while residing in the client handheld device. Encrypt all
information or spedic data structure including files, records, or fields on storage area

(SG-28)
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1 Implement signaturbased or nonsignature basedmalicious code protection
mechanisms at system entry and exit points to detect and remove malicious code
Perform periodic scarisom external sources and send alert to administrator in response

to malicious code detection (S)
Cryptography and Encryption:

Protect the confidentiality and integrity of data during transmission and reside at rest.
Unprotected communication paths are exposed to the possibility of interception and
modificationof data. Encryption technique needs to useafsuringdata confidenality and
integrity. As NIST 80853 does not provide any guidelines for cryptographic algorithm

selection. So, NIST 80075B standard use for cryptographic algorithm selection.
Source:

NIST 80053 r5: SG8, SG17, SG28

ISO IEC 27002 / 1SO 27799

NIST 8(0-175B

Guidelines:

1 Encrypt datato prevent unauthaed disclosure of informatigrdetect changes to
informationduring transmissio(SG8)

1 Implement cryptographic mechanisms to prevent unauthorised disclosure and
modification of data while residing datarast (SG28)

1 Implement cyptographic mechanismscluding hash function, digital signatures,

checksums and message authentication timgeotect information integrit{fSG8)
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1 Implement cryptographic mechanisms to protect message extsuthlasmessage
headers and routing informati¢8G8)

1 Issue public key certificatdsr transmissiorfrom an approved service provid8C
17)

1 Do not use any random cryptographic algorithms. Select only those cryptographic
algorithms which are recognised by drffat standard. For example; AES currently
recognise by Federal Government standard body for symmetric techniques (N+ST 800
175B)

91 Consider the proper key size during cryptographic algorithms. For AES 128, 168 or

256-bits key size can be use (NIST 8005B)
Key Management

Cryptographic key management and establishment can be performed using manual procedures
or automated mechanismbIlIST 80053 propose to us®lIST FIPScompliant or NSA-
approved key management technologip produce, control and distribute symetric
cryptographic keyslin this study ISO/IEC 1170 and NIST 88BA key management

guidelines are used for key generation, control and distribution.
Source:

NIST 80653 r5: SG12

ISO IEC 27002 / I1ISO 277920.1.2

NIST 80G56A

ISO/IEC 11770
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Guidelines:

1 Key management policy:

0 Maintain the availability of information in the event of the loss of cryptographic
keys by users (SC2)

0 A policy on the use, protection and lifetime of cryptographic keys should be
developed and implemented through their whibdeycle (SG12, 10.1.2)

1 Create key with appropriate key size and block size. Do not use a laptop or random
application to generate the key. Only generate the key using any application or service
provider which suppottardware security modules (HSM$$O/IEC 11770)

1 Generated key needs to distribute securely so that it does not lose confidentiality and
integrity (ISO/IEC 11770)

1 Use key wrapping technique to exchange the key between mobile application and
device.Diffie-Hellman key exchangprovides the capability for two parties to agree
upon a shared secret between thdétncan be used for secret communication for
exchanging cryptographic keys over a public cha(ET 80056A)

1 If any user and/or device is identified as compromised, gébpective key of user or
device needs to remove from the application and key management server. After
revocation of compromised key, a new key need to generate and distribute using above
steps (ISO/IEC 11770)

1 Logging each activity related to key managenagmt use these data to perform auditing

(10.1.2)
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Non-Repudiation:

Implement proper countermeasure to protect against an individual cannot deny the action
performed by them. Below is the list of countermeasures forrgmndiation while creating

data, seding, receiving and approving any message.
Source:

NIST 80653 r5: AU-10

ISO IEC 27002 / ISO 277920.1.1

Guidelines:

1 Bind identity of data generator such as user, sensor node device before sending any
information (AU-10)

1 Validate the data by sing crygm@phic checksums to prevent data modification
between generation and receiver end {£Q)

1 Use cryptographic techniques to provide evidence of the occurrence-occumence

of an event or action (10.1.1)
Logging, Auditing and Accountability:

In WBAN apgication, it is necessary to keep track of each activity performed by an authorised
and/or unauthorised user. Auditing is the process which will keep track of different types of
event includingpassword changes; failed log, key managementuery parametsand file

access. This audit record can be used generate evidence to make accountable a user for their

action.
Source:
NIST 80053 r5: AU-2, AU-3, AU-5, AU-6, AU-7, AU-8, AU-9, AU5
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ISO IEC 27002 / I1ISO 2779%92.4.1, 12.4.2

Guidelines:

1 Define the list of parameters will be captured as part of audit records and use a centralize
platform to configure and manage these list of parameters3(Al2.4.1)
0 user IDs
0 system activities
0 dates, times and details of key events, e.gologndog-off
0 device identity or location if possible and system identifier
0 records of successful and rejected system access attempts
0 records of successful and rejected data and other resource access attempts
o0 changes to system configuration
0 use of privileges
0 useof system utilities and applications
o files accessed and the kind of access
0 network addresses and protocols
o alarms raised by the access control system
0 activation and deactivation of protection systems, such as-gimtis systems
and intrusion detection stems
0 records of transactions executed by users in applications.
1 Limit the capturing ok-PHI and/or PHR data in audit records to minimise the privacy
risk. If require anonymise thePHI and/or PHR data records before capturing in the

audit log (AU-3, 124.1)
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Provide a warning toespective roles or owner within an organisatidren allocated
audit record storage volume reacti@smaximum audit record storage capagihU-
5,12.4.2)

Provide a reatime alert if the system failed to capture audit recora timeperiod
(AU-5)

Implement arautomatedgrocesdo review andanalysisthe audit log which followed
by generating report. Use this report itvestigation and response to suspicious
activities(AU-6)

Implementthe capability to sort and search auditords foran event based on the
contenffields of audit records (AW7)

Use internal system clocks to generate the timestamp fir audit recorel8) (AU
Implement cryptographic mechanisms to protect the integrity of aedirds and
assureonly authorise s get access to these audit records. If require create an
authorised user with reazhly permission to audit record (A)

Initiate session auditacludingautomaticallyfile transfer, user request/respomsthe

system startip (AU-14)
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Intrusion Detection:

Source:

NIST 80653 r5: AU-13, SG5, SG7
ISO IEC 27002 / ISO 27799
Guidelines:

1 Implement automated mechanism to determine if any information disclosed in an
unauthorised manner. Automated mechanism includes writing scripboitor new
posts on selected website (AlL3)

1 Denial of service may occur because of an attack by an adversary or a lack of internal
planning to support orgasaitional needs with respect to capacity and bandwidth. There
are a variety of technologies avdila to limit or eliminate the effects afeniatof-
serviceevents. For example, boundary protection devices can filter certain types of
packets to protect system components on internal networks from being directly affected
by denialof-serviceattacks(SC-5)

1 Restrict the ability of individuals to launch denial of service attacks against other
systemgSG5)

1 Employ monitoring tooldo detect indicators adenialof-serviceattacks against the
system(SG-5)

1 Connect to external networks or systems only thranghaged interfaces consisting
of boundary protection devices arranged in accordance with an satyamal security
and privacy architecturélanaged interfaces include, for example, gateways, routers,
firewalls, guards, networkased malicious code ansly and virtualization systems, or

encrypted tunnels implemented within a security archite¢&@e7)
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1 Limiting the number of external network connections facilitates more comprehensive
monitoring of inbound and outbound communications tr48iC-7)

1 Deted and deny outgoing communications traffic posing a threat to external systems
and perform adit to idertify the internal users associated with denied communications

(SG7)
Data integrity:
Source:
NIST 80653 r5: SG8, SI-7, S10
ISO IEC 27002 / 1S@Q7799
Guidelines:

1 Maintain the integrity oflataduring preparation for transmission and receptidata
can be either unintentionally or maliciously disclosed or modified during preparation
for transmission or during reception including, for examplejnduaggregation, at
protocol transformation points, and during packing and unpa¢si6@)

1 Implement cryptographic mechanisms to prevent unauthorized disclosure of
informationor changes to informatioduring transmissio{SG8)

1 Perform an integrity chécof software, firmware, and information at start up and
provide notification upon discovering discrepancies during integrity verificatioi)(SI

1 Implement cryptographic mechanisms to detect unauthorized changes to software,
firmware, and information (ST)

1 Verify the integrity of the boot processssurenly trusted code is executed during boot

processes (ST)
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1 Implement cryptographic mechanisms to authenticate software or firmware

components prior to installation (3)
Data Input and Output Validation:
Source:
NIST 80053 r5: SI10
ISO IEC 27002 / 1ISO 27799
OWASP
Guidelines:

1 Check the validity of data inpuiscluding character set, length, numerical range, and
acceptable valug$I-10)

1 System need to handle invalid input data gracefullyratdn proper message to user
(SI-10)

1 Use regular expression to validate the whole string from an input and output dataset
(OWASP)

1 Assurethat input validationis performed onboth the clientslide and server side
(OWASP)

1 Use standardata type validatoravailable natively in web application framewoiks

programming language use to develop the web and mobile application (OWASP)
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Malware Protection:

Source:

NIST 80653 r5:

ISO IEC 27002 / ISO 2779%92.2.1
OWASP

Guidelines:

1 Establishing a formal policgrohibiting the use of unauthorized softwat.@.)

1 Implementing controls that prevent or detect the use of unauthorized soft@&r€)(

1 Implementing controls that prevent or detect the use of known or suspected malicious
websites {2.2.1)

1 Conducting egular reviews of the software and data content of systems supporting
critical business processes; the presence of any unapproved files or unauthorized
amendments should be formally investigate?l2.1)

1 Installation and regular update of malware detectind repair software in server to
scan as a precautionary control, or on a routine basis; the scan carried out should
include:

0 Scan any files received over networks or via any form of storage medium, for
malware before usd 2.2.1)
0 Scan web pages for malvea(12.2.1)
1 Implementing procedures to regularly collect information, such as subscribing to

mailing lists or verifying websites giving information about new malwage(1)
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System Hardening

Source:

NIST 80653 r5: SR9

ISO IEC 27002 / ISO 277994.2.4
OWASP

Guidelines:

1 Secure installation processes should be implemented, including (OWASP):

0 A repeatable hardening process that makes it fast and easy to deploy another
environment that is properly locked down. Development, QA,maduction
environments should all be configured identically, with different credentials
used in each environment. This process should be automated to minimize the
effort required to setup a new secure environment.

o A minimal platform without any unnecesgarfeatures, components,
documentation, and samples. Remove or do not install unused features and
frameworks.

o A taskto review and update the configurations appropriate to all security notes,
updates and patches as part of the patch management process

1 Implement a tamper protection program for the system, system component, or system
service(SR-9)

1 Employ antitamper technologies, tools, and techniques throughout the system
development life cycléSR-9)

1 Modifications to software packages should be discouratieited to necessary

changes and all changes should be strictly controlled (14.2.4)
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Incident ManagementPolicy:

Source:

NIST 80653 r5: IR-4, IR-5, IR-8

ISO IEC 27002 / 1SO 27799

OWASP

Guidelines:

=

Implement an incident handling capability for incideniglving insider threatéR-4)
Establish and maintain an integrated incident response team that can be deployed to any
time by the orgarsation (IR-4)
Analyze malicious code and/or other residual artifacts remaining in the system after the
incident(IR-4)
Establish and maintain an integrated incident response team that can be deployed to any
location identified by the orgasdtion (IR-4)
Automated mechanisms for tracking incidents and collecting and analyzing incident
information include Computéncident Response Centers or other electronic databases
of incidents and network monitoring devices-8IR
Include the following in the Incident Response Plan for breaches involving personally
identifiable information(IR-8)

0 A process to determine if nog to individuals or other orgasations, including

oversight orgarsations, is needed
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0 An assessment process to determine the extent of the harm, embarrassment,
inconvenience, or unfairness to affected individuals and any mechanisms to
mitigate such harms

o ldentification of applicable privacy requirements

1 Develop an incident response plan t{ieR:8)

o Provides the orgasation with a roadmap for implementing its incident
response capability

o0 Describes the structure and orgation of the incident responsepedoility

o Provides a higlevel approach for how the incident response capability fits into
the overall orgarsation

0 Meets the unique requirements of the orgation, which relate to mission, size,
structure, and functions

o Provides metrics fomeasuring the incident response capability within the
organgation

0 Addresses the sharing of incident information

o Explicitly designates responsibility for incident response to osgtoi+
defined entities, personnel, or roles

9 Distribute copies of the inocaht response plan to orgsationdefined incident
response personnel (identified by name and/or by role)

1 Update the incident response plan to address system andsatigaral changes or
problems encountered during plan implementation, execution, argesti

1 Protect the incident response plan from unauthorized disclosure and modification
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Data Anonymisation:

Source:

NIST 80653 r5: AC-3

ISO IEC 27002 / 1SO 27799

OWASP

Guidelines:

The reidentification algorithm, code, or pseudonym is maintained in aaepsystem,

with appropriate controls in place to prevent unauthorized access teideatiéication
information (NIST 800122)

Implementing rolebased access control and configuring it so that each user can access
only the pieces of data necessaryfoet user 63 rol e (AC

Terms & Conditions (T&Cs) should be specifically for the use and data processing of
the websitd OWASP)

Provide an easily readable summary of the terms and conditions as well as a long
version(OWASP)

Define the purpose of the colleam of personal data.

Only collect personal data required to fulfil the purpose

Default is to collect as little data as possible unless the user chooses otherwise (data

reduction / minimisation)

340



Appendix C Implementation Guideline for Security anddyvControls

Backup Policy:.

Source:

NIST 80653 r5:

ISO IEC27002 / ISO 277992.3.1
OWASP

Guidelines:

1 A backup policy should be established to define the osganii on6s requi rem
backup of information, software and systgih3.3.1)

1 Adequate backup facilities should be providecds$surehat all essentiahformation
and software can be recovered following a disaster or media feiu® 1)

1 Accurate and complete records of the backup copies and documented restoration
procedures should be produdéd@.3.1)

1 The extent (e.g. full or differential backup) aimndquency of backups (Hourly, Daily,
Monthly) should reflect the business requirements of the aatsom, the securitand
privacyrequirements of the information involved and the criticality of the information
to the continued operation of the orgaation (12.3.1)

1 The backups should be stored in a remote location, at a sufficient distance to escape
any damage from a disaster at the main(4i2e3.1)

1 Backup information should be given an appropriate level of physical and environmental
protection consisint with the standards applied at the main(4ige3.1)

1 In situations where confidentiality is of importance, backups should be protected by

means of encryptio(il2.3.1)
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Secure Software Update:
Source:

NIST 80653 r5: SI-2

ISO IEC 27002 / ISO 27799
OWA®

Guidelines:

1 Control the installation of software in operating systems, to prevent unauthenticated
software and files from being loaded ont@QWASH

1 Apply integrity controls to files prior to transmitting themsiensordevice OWASRH

1 Add functionality foran automatic firmware update mechan(8h2)

1 Backward compatibility of firmware updates. Automatic firmware updates should not
modify usefrconfigured preferences, security, and/or privacy settings without user
notification (OWASP

1 Assurethat the device software/firmware, its configuration and its applications have
the ability tofollowing capabilities:

0 update OveiThe-Air (OTA)

0 update server is sare

0 update file is transmitted via a secure connediwhdoes natontain sensitive
data (e.g. hardcoded credentials)

0 update fileis signed by an authorised trust entity and encrypted using accepted
encryption methods

0 update package has its digital redure, signing certificate and signing
certificate chain, verified by the device before the update process begins
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1 Sign code cryptographically tssurat has not been tampered with after signing it as
safe for the device, and implementtime protectio and secure execution monitoring
to make sure malicious attacks do not overwrite code after it is |{@VWASH

1 Enable a system to return to a state that was known to be secure, after a security breach
has occurred or if an upgrade has not metessfu({OWASPH

1 Keep all backend server updated and pat¢OaASH

1 Notify user if they are not using the latest version of the firmware and/or mobile app
Device Management Policy:
Source:
NIST 80653 r5:
ISO IEC 27002 / 1ISO 27799:
OWASP
Guidelines:

1 Develop an endf-life strategy for sensor device, mobile app and backend server

91 Disclose the duration and exndtlife security and patch support (beyond product

warranty)
1 Monitor the performance and patchkmow v ul ner abi | i taf-sugporti p unt i
period of a productods | ifecycle

1 Implement a logging system that records events relating to user authentication,
management of accounts and access rights, modifications to security rules, and the
functioning d the system. Logs must be preserved on durable storage and retrievable

via authenticated connections
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1 Implement regular monitoring to verify the device behaviour, to detect malware and to
discover integrity errors

1 Conduct periodic audits and reviews of tots toassurghat the controls are effective.
Perform penetration tests at least biannually

1 Design with system and operational disruption in mind, preventing the system from
causing an unacceptable risk of injury or physical damage

1 Mechanisms for selfiagnosis and selfepair/healing to recover from failure,
malfunction or a compromised state

1 Assurestandalone operatioressential features should continue to work with a loss of
communications and chronicle negative impacts from compromised devidesiar ¢

based systems
System Monitoring:
Source:
NIST 80653 r5: SI-4
ISO IEC 27002 / ISO 27799:
OWASP
Guidelines:

1 Monitor the system to detect attacks and indicators of potential attacks

1 Connect and configure individual intrusion detection tools into @sywide intrusion
detection system

1 Employ automated tools and mechanisms to support neaimeaanalysis of events.

Automated tools and mechanisms include Hasted, networbased, transpetiased,
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or storagebased event monitoring tools and mechasigmsecurity information and
event management (SIEM) technologies that providetiaal analysis
Determine criteria for unusual or unauthorized activities or conditions for inbound and
outbound communications traffic. Unusual or unauthorized activitiesonditions
related to system inbound and outbound communications traffic includes internal traffic
that indicates the presence of malicious code or unauthorized use of legitimate code
Implement hosbased monitoring mechanism
Monitor inbound anadutbound communications traffic
Analyse communications traffic and event patterns for the system
Develop profiles representing common traffic and event patterns
Use the traffic and event profiles in tuning systermnitoring devices
Provide visibility intonetwork traffic at external and key internal system interfaces to
optimize the effectiveness of monitoring devices
Generate Alert when the following systayanerated indications of compromise or
potential compromise occur:

o0 inputs from malicious code protémn mechanisms

0 intrusion detection or prevention mechanisms

0 boundary protection devices such as firewalls, gateways, and routers
Adjust the level of system monitoring activity when there is a change in risk to
application or device operation

Notify organsationdefined incident response personnel of detected suspicious events
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Communication Security

Source:

NIST 80653 r5: C-8, SCG40
NISTSP800-121r2
OWASP

Guidelines:

1 Implement strong, industry standard cryptographic mechanismsapiiopriate key
lengths to prevent unauthorized disclosure of information; detect changes to
information] during transmission

1 Implement strong, industry standard cryptographic mechanisms with appropriate key
lengths to reduce the detection potential ofeless links which used for covert
communications and to protect wireless transmitters frorfl@eadion

1 Implement strong, industry standard cryptographic mechanisms with appropriate key
lengths that achieve against the effects of intentional electromagmtetiference

1 Assume that the network layer is not secure and is susceptible to eavesdropping

1 Apply SSL/TLS to transport channels that the mobile app will use to transmit sensitive
information, session tokens, or other sensitive data to a backend welb ervice.

1 Never allow seHsigned certificates, and consider certificate pinning for security
conscious applications

1 Always require SSL chain verification

1 Only establish a secure connection after verifying the identity of the endpoint server
using trused certificates in the key chain

1 Alert users through the Ul if the mobile app detects an invalid certificate
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Choose PIN codes that are sufficiently random, long and private. Avoid static and weak
PINs, such as all zeroes

Provide users with a list of predanary measures they should take to better protect
handheld Bluetooth devices from theft

The device must verify that an authenticated link key was generated during pairing
Bluetooth devices should be configured by default as undiscoverable and remain
undiscoverable except as needed for pairing

Ensure device mutual authentication is performed for all connections

Bluetooth devices must prompt the user to authorize all incoming Bluetooth connection
requests before allowing any incoming connection requesbteed

Use applicatiodevel authentication and encryption atop the Bluetooth stack for

sensitive data communication

Communication Security

Source:

OWASP

Blog Post

Guidelines:

T

Use hardwardased Trusted Execution Environment (TEE) to assurdmtatgrity,

data confidentiality, and code integrity

Implement proper access control so that an unauthorised entity cannot view or alter
data in the Trusted Execution Environment

Use Homomorphic Encryption (HE) and Trusted Platform Modules (TPM) to assure

the protection of the data
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Provide a recoverability mechanism to recover a TEE from ecompliant or
potentially compromised state
If the application is deployed in the cloud environment, then use-giowded

confidential computing VM instances
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Appendix D Case Study of a Fitness Tracking Application

This appendix shows how the data secuaity privacy risk managemefmamework can be
applied to the development of a WBAN application. Some of the stages presented have been
implemented at a compaiyd others were added after reflection on the implementation of a
previous version of the framework at the compalrtyis example does not consider the safety

related risk.

1 Initial Product Requirements

The purpose of this example is to illustra@v theframework can be applied to a WBAN
application scenarioi F i t n @ fitsedsdracking appThis productwill use a physical
activity monitoing device whi ch uses GPS and a series of
during training and gameplay anelay this information to the app running on either iOS or
Android over Bluetooth. In the app, users can sign up for an account and pair their device,
before tracking sessions and syncing this data to the cloud. Sbasiea statistics and analysis

can ke used by the individual to track their performance and improvement and they can choose
to share some of their data in a global ledzsard. They can also create mini private or group

leagues to use the same leadeard functionality among a closed graefgndividuals.

2 Security and Privacy Risk Assessment

The goal of conducting a securignd privacyrisk assessment is to identify, analyse and
evaluate the potential securdnd privacyrisk. As discussed in sectidnl underAppendixB

a securityand privacyrisk assessment will be conducted at the requirements analysis and
system architecture phases by taking initial product requirements as input. The outcome of the
securityand privacyrisk assessment stage will be a list of risks which will require se@urity

privacy controls to mitigate.
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2.1 Define scope and purpose

The ovearching goals of the securignd privacyrisk assessmerareto identify the risk to

the securityand privacyof t h e p | a.yThe piimary dlgectae includesssuringthe
confidentiality, integrity availability and privacyof the dataldentificaton of the possible
securityand privacyrisks of the application teatures outlingin the previous section will be
assessd. After that we need to identify and implement security controls to mitigate the security

and privacy risks.

2.2 Risk Assessment Approach

Section4.1.2 under Appendix B presented three different risk assessment approaches. This
example assumes that the organisation will have limited knowledge and expertise to perform
the securityand privacyrisk assessment. Abe qualitative assessment approach is easy to
perform and less timeonsuming compared to the other two approaches, this approach will be

selected for conducting the secudtyd privacyrisk assessment for the FitnessX application.

2.3 Risk assessment at the requirements analysis phase

The goal of conducting a risk assessment at the requirements analysis phase is to identify and
evaluate the securignd privacyisk. This assessment process will also help to identify the list

of security and privacy requiments which need to be taken into consideration during the
development of the system architecture. Below is the list of key tasks that will be conducted as

part of a securitygnd privacyrisk assessment at the requirement analysis phase:

1 Apply risk analyss to identify the securitgnd privacyrisks
1 Evaluate each securignd privacyisk to identify the acceptable and unacceptable risks

1 Develop security and privacy requirements for unacceptable risks
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The rest of the section is organised as follows; in@e2t3. lidentify the securitynd privacy
risks by conducting risk analysis while sectiB.2outline the steps to evaluate the security
and privacyrisk and identify the list of unacceptable secudtyd privacyrisks which will
require controls to mitigate. Finally, secti@m.3 outlines the list of security and privacy

requirements.

2.3.1 Security and privacy Risk analysis
The goal of the securitgnd privacyrisk analysis step is to identify the secuwtyd privacy

risk. As part ofthe securityand privacyrisk analysis, the following four tasks need to be

conducted.
1 Identify and document theassets

Assets ofFithessXapplication include sensor devices, information collected by the sensor
devices, and server instances whichused to process and store the datset identification
alsoshould include those assets needed by the user to manage user infofitreggsnelated

data, and components of the device including the device softwaigure Appendix D1

illustrated the list of assets for the FitnessX application.
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Figure Appendix B1: List of assets for FitnessX system

1 Identify and document the threats

The goal of this stage is to identify the possible threats to the FitnessX application at the
requirement analysis phase. As discussed in seétioB.1underAppendixB threats will be
identified based on the assets from the previous stadpe Appendix EL underAppendixE

will be utilised to identify the threats with respect to each afabte Appendix D1 presents

a list of threats for the FitnessX application.

Table Appendix D- 1: Sample list of threats for theFitnessXapplication

Asset Name Threats
Communication protocol hijacking
Codelnjection

Manipulation of Hardware or Software
Repudiation Attack

Replay attack

Modification of information

Cross Site Scripting (XSS)
Cryptanalysis

Custom Special Character Injection
Marin-themiddle attack
Physicalattacks

HTTP Response Splitting
Eavesdropping

Masquerading attack

Wireless communication Marnrin-themiddle attack
Modification of information

Sniffing attack

Web Service Repudiation Attack

Sensor Device

Mobile App
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